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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q560-Q565):
NEW QUESTION # 560 
Which two features are used to configure Cisco ESA with a multilayer approach to fight viruses and malware?
(Choose two.)

A. outbreak filters
B. Sophos engine
C. DLP
D. white list
E. RAT

Answer: A,B
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NEW QUESTION # 561 
What is a difference between FlexVPN and DMVPN?

A. DMVPN uses IKEvI or IKEv2. FlexVPN only uses IKEvI
B. FlexVPN uses IKEv2. DMVPN uses IKEvI or IKEv2.
C. DMVPN uses only IKEvI FlexVPN uses only IKEv2.
D. FlexVPN uses IKEvI or IKEv2. DMVPN uses only IKEv2

Answer: B

NEW QUESTION # 562 
Refer to the exhibit.
A network engineer is testing NTP authentication and realizes that any device synchronizes time with this router and that NTP
authentication is not enforced What is the cause of this issue?

A. NTP authentication is not enabled.
B. The router was not rebooted after the NTP configuration updated.
C. The hashing algorithm that was used was MD5. which is unsupported.
D. The key was configured in plain text.

Answer: A

Explanation:
The cause of this issue is that NTP authentication is not enabled on the router. The commands shown in the exhibit only define the
authentication key and mark it as trusted, but they do not enable NTP authentication globally or on a per-peer basis. To enable NTP
authentication globally, the command ntp authenticate must be used. To enable NTP authentication on a per-peer basis, the
command ntp server ip-address key key-id or ntp peer ip-address key key-id must be used, where key-id is the same as the one
defined by the ntp authentication-key command. Without enabling NTP authentication, any device can synchronize time with this
router, regardless of whether it has the same authentication key or not.
The other options are incorrect because:
* The key was configured in plain text, but this is not the cause of the issue. Although it is recommended to use the ntp
authentication-key key-id md5 key [encrypted] command to encrypt the key, using plain text does not prevent NTP authentication
from working, as long as the same key is configured on both the router and the peer.
* The hashing algorithm that was used was MD5, which is supported by NTP. MD5 is the default algorithm for NTP authentication
and it can be used with any key length from 1 to 16 characters. Other algorithms, such as SHA and SHA1, are also supported by
NTP if the OpenSSL library is installed, but they are not required for NTP authentication to work.
* The router was not rebooted after the NTP configuration updated, but this is not necessary for NTP authentication to take effect.
NTP authentication is applied immediately after the configuration commands are entered, and no reboot is required.
References:
Configuring NTP
Authentication Support
NTP Authentication Explained

NEW QUESTION # 563 
Which component of Cisco umbrella architecture increases reliability of the service?

A. AMP Threat grid
B. Cisco Talos
C. Anycast IP
D. BGP route reflector

Answer: C

Explanation:
Anycast IP is a component of Cisco umbrella architecture that increases reliability of the service by allowing the same IP address to
exist on multiple servers around the world. This way, the user's request is automatically routed to the nearest and fastest data center,
and failover is seamless in case of an outage. Anycast IP also reduces latency and improves performance by using BGP to select the
shortest path to the destination12. References := 1: Why Cisco Umbrella uses anycast routing - Cisco Umbrella 2: Cisco Umbrella
At a Glance



NEW QUESTION # 564 
Drag and drop the threats from the left onto examples of that threat on the right

Answer:

Explanation:

NEW QUESTION # 565
......
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