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200-201 A5 & (Q197-Q202):

HA #197
Which type of access control depends on the job function of the user?

¢ A role-based access control

¢ B. nondiscretionary access control
¢ C. rule-based access control

e D. discretionary access control

EfE: A

A :

Role-Based Access Control (RBAC) is an approach to restricting system access to authorized users based on their roles within an
organization. It depends on the job functions that individual users have as part of their responsibilities and is designed to reduce
admmistrative work by assigning roles based on job competency, authority, and responsibility. References: Cisco Cybersecurity
Operations Fundamentals, Module 1: Security Concepts, Lesson 1.2: Data Protection, Topic 1.2.2: Access Control Models

B #198
Refer to the exhibit.

Which stakeholders must be involved when a company workstation is compromised?

A. Employee 4, Employee 6, Employee 7

B. Enployee 1, Employee 2, Employee 4, Employee 5

C. Enployee 1 Employee 2, Employee 3, Employee 4, Employee 5, Employee 7
D. Employee 2, Employee 3, Employee 4, Enployee 5

: D

F
R

M #199
A user received a malicious attachment but did not run i.
Which category classifies the ntrusion?

A. reconnaissance
B. delivery

C. weaponization
D. installation

IEf#: B

R :
Section: Security Concepts

E R #200
Drag and drop the access control models from the left onto the correct descriptions on the right.



Z R #201
‘Which technology should be used to implement a solution that makes routing decisions based on HTTP header, uniform resource
identifier, and SSL session ID attributes?

A. Load balancer
B.1IS

C. Proxy server
D. AWS

EfE: A

TR

Explanation

Load Balancing: HTTP(S) load balancing is one of the oldest forms of load balancing, This form of load balancing relies on layer 7,
which means it operates in the application layer. This allows routing decisions based on attributes like HTTP header, uniform
resource identifier, SSL session ID, and HTML form data.

Load balancing applies to layers 4-7 in the seven-layer Open System Interconnection (OSI) model. Its capabilities are: 4. Directing
traffic based on network data and transport layer protocols, e.g., IP address and TCP port. L7. Adds content switching to load
balancing, allowing routing decisions depending on characteristics such as HTTP header, uniform resource identifier, SSL session
ID, and HTML form data.

GSLB. Global Server Load Balancing expands L4 and L7 capabilities to servers in different sites

B #202
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