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FE1

Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration
techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mformation before performing deeper penetration tests.

FE2

Vulnerability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to
discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.

FE3

Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize
attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
wireless, and social engineering attacks using appropriate tools. Understanding specialized systems and
automating attacks with scripting will also be emphasized.

FrE4

Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing
frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and
recommend remediation effectively within reports, crucial for real-world testing scenarios.

FEES

Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and
maintaining persistence within a system This topic also covers lateral movement within an environment and
introduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,
ensuring analysts understand the post-exploitation phase’s responsibilities.
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R 8 #230
A Chief Information Security Officer wants a penetration tester to evaluate the security awareness level of the company's employees.

Which of'the following tools can help the tester achieve this goal?

e A Hydra

e B. WPScan
e C.SET

e D. Metasploit

ZE: D

PR #231

With one day left to complete the testing phase of an engagement, a penetration tester obtains the following results from an Nmap
scan:

Not shown: 1670 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.3 (CentOS)

3306/tcp open mysql MySQL (unauthorized)

8888/tcp open http lighttpd 1.4.32

‘Which of the following tools should the tester use to quickly identify a potential attack path?

e A, SearchSploit
e B. BeEF

e C. msfvenom
¢ D. sqimap

BE: A

f R A -

* SearchSploit is a command-line interface for Exploit-DB that allows testers to quickly search for known exploits based on
software name and version.

* With Apache 2.2.3, lighttpd 1.4.32, and MySQL, the tester can plug these into SearchSploit to identify vulnerabilities, matching
the goal of finding quick attack paths with limited time.

Other tools:

* msfvenom: Payload generator, not a search tool.

* sqlmap: SQLI exploitation tool, useful for web apps with SQLI, but requires validation of such a vuln first.

* BeEF: Browser exploitation framework, not relevant here.

CompTIA PenTest+ Reference:

* PT0-003 Objective 2.2 & 2.5: Exploit and identify attack paths.

* SearchSploit and Exploit-DB usage are recommended tools in CompTIA's resources.

)R8 #232

A penetration tester discovers evidence of an advanced persistent threat on the network that is being tested.
Which of the following should the tester do next?

A. Documrent the finding and continue testing.
B. Report the finding,

C. Analyze the finding.

D. Remove the threat.

Z%X: B
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Upon discovering evidence of an advanced persistent threat (APT) on the network, the penetration tester should report the finding
immediately.

* Advanced Persistent Threat (APT):

* Definition: APTs are prolonged and targeted cyberattacks in which an intruder gains access to a network and remains undetected
for an extended period.

* Significance: APTs often involve sophisticated tactics, techniques, and procedures (TTPs) aimed at stealing data or causing
disruption.

* Immediate Reporting:

* Criticality: Discovering an APT requires immediate attention from the organization's security team due to the potential impact and
persistence of the threat.

* Chain of Command: Following the protocol for reporting such findings ensures that appropriate incident response measures are
initiated promptly.

* Other Actions:

* Analyzing the Finding: While analysis is important, it should be conducted by the incident response team after reporting,

* Removing the Threat: This action should be taken by the organization's security team following established incident response
procedures.

* Documenting and Continuing Testing: Documentation is crucial, but the immediate priority should be reporting the APT to ensure
prompt action.

Pentest References:

* Incident Response: Understanding the importance of immediate reporting and collaboration with the organization's security team
upon discovering critical threats like APTs.

* Ethical Responsibility: Following ethical guidelines and protocols to ensure the organization can respond effectively to significant
threats.

By reporting the finding immediately, the penetration tester ensures that the organization's security team s alerted to the presence of
an APT, allowing them to mitiate an appropriate incident response.

8 #233
A penetration tester is attempting to discover vulnerabilities in a company's web application. Which of the following tools would most

likely assist with testing the security of the web application?

A. Nikto

B. Nessus

C. OpenVAS
D. sqimap

EE: A

fR AR «

When testing the security of a web application, specific tools are designed to uncover vulnerabilities and issues. Here's an overview
of the tools mentioned and why Nikto is the most suitable for this task:

Nikto:

Purpose: Nikto is a web server scanner that performs comprehensive tests against web servers for multiple items, including
potentially dangerous files/programs, outdated versions, and other security issues.

Relevance: It is designed specifically for discovering vulnerabilities in web applications, making it the most appropriate choice for a
penetration tester targeting a web application.

Comparison with Other Tools:

OpenVAS: A general-purpose vulnerability scanner that targets a wide range of network services and hosts, not specifically tailored
for web applications.

Nessus: Similar to OpenVAS, Nessus is a comprehensive vulnerability scanner but is broader in scope and not focused solely on
web applications.

sqlmap: This tool is excellent for SQL injection testing but is limited to database vulnerabilities and doesn't cover the full spectrum of
web application security issues.

PR #234
A penetration tester completed an assessment, removed all artifacts and accounts created during the test, and presented the findings
to the client. Which of the following happens NEXT?



ER:

A. The penetration tester conducts a retest.

B. The penetration tester deletes all scripts from the client machines.
C. The client applies patches to the systens.

D. The client clears system logs generated during the test.

C
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