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Thema Einzelheiten
¢ Security Foundations and Governance: This domain addresses foundational security practices including
Thera 1 policies, compliance frameworks, risk management, security automation, and audit procedures for AWS
environments.

¢ Infrastructure Security: This domain focuses on securing AWS infrastructure including networks, compute
Therm 2 resources, and edge services through secure architectures, protection mechanisis, and hardened
configurations.

¢ Detection: This domain covers identifying and monitoring security events, threats, and vulnerabilities in
Therma 3 AWS through logging, monitoring, and alerting mechanisims to detect anomalies and unauthorized access.

¢ Data Protection: This domain centers on protecting data at rest and in transit through encryption, key
Thema 4 management, data classification, secure storage, and backup mechanisirs.

¢ Identity and Access Management: This domain deals with controlling authentication and authorization
through user identity management, role-based access, federation, and implementing least privilege

Thema 5 .
principles.
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Amazon AWS Certified Security - Specialty SCS-C03 Priifungsfragen mit
Losungen (Q56-Q61):

56. Frage
A company needs to identify the root cause of security findings and investigate IAM roles involved in those findings. The company
has enabled VPC Flow Logs, Amazon GuardDuty, and AWS CloudTrail. Which solution will meet these requirements?

A. Use Security Hub custom actions to mvestigate [AM roles.

B. Export GuardDuty findings to S3 and analyze with Athena.

C. Use Amazon Inspector and CloudWatch dashboards.

D. Use Amazon Detective to investigate [AM roles and visualize findings.

Antwort: D

Begriindung;

Amazon Detective is specifically designed to help security teams mnvestigate and visualize the root cause of security findings.
According to AWS Certified Security - Specialty documentation, Detective automatically aggregates and correlates data from
GuardDuty, CloudTrail, and VPC Flow Logs to provide interactive visualizations and timelines.

Detective enables mvestigators to pivot from GuardDuty findings to IAM roles, API calls, network traffic, and resource behavior.
This makes it the most efficient tool for understanding how IAM roles were used during suspicious activity.

Amazon Inspector focuses on vulnerability assessment, not behavioral investigation. Security Hub aggregates findings but does not
provide deep mnvestigation graphs. Manual analysis with Athena requires significantly more effort.

AWS guidance explicitly recommends Amazon Detective for root cause analysis and visualization of security incidents.

57. Frage

A security engineer needs to prepare for a security audit of an AWS account.

Select the correct AWS resource from the following list to meet each requirement. Select each resource one time or not at all.
(Select THREE.)

* AWS Artifact reports

* AWS Audit Manager controls

* AWS Config conformance packs

* AWS Config rules

* Amazon Detective investigations

* AWS Identity and Access Management Access Analyzer internal access analyzers

Antwort:

Begrindung;

Explanation:

Requirements and Correct Selections

Automatically collect evidence from AWS CloudTrail, AWS Config, and AWS Security Hub for an assessment report.
answer:

AWS Audit Manager controls

Why:

AWS Audit Manager is specifically designed toautomatically collect, map, and organize evidencefrom AWS services such as
CloudTrail, AWS Config, and AWS Security Hub. Audit Manager controls are used within audit frameworks to continuously gather
evidence and generate assessment reports for compliance audits.

Determine which IAM principals within the AWS account have access to a specified resource.

answer:

AWS Identity and Access Management Access Analyzer internal access analyzers Why:

IAM Access Analyzer internal access analyzers are used toidentify which IAM users, roles, or services within an account or
organization have access to a specific resource. This is a core access visibility and audit requirement for [AM reviews.
Download AWS security and compliance documents on demand.

answer:

AWS Attifact reports

Why:

AWS Artifact provideson-demand access to AWS security, compliance, and audit reports, including SOC reports, ISO
certifications, and compliance attestations. This service is explicitly ntended for audit preparation and regulatory documentation.



58. Frage

A company has contracted with a third party to audit several AWS accounts. To enable the audit, cross- account [AM roles have
been created in each account targeted for audit. The auditor is having trouble accessing some of the accounts.

‘Which of the following may be causing this problem? (Select THREE.)

A. The secret key used by the auditor is missing or incorrect.

B. The auditor has not been grantedsts:AssumeRolefor the role in the destination account.
C. The Amazon EC2 role used by the auditor must be set to the destination account role.
D. The role ARN used by the auditor is missing or incorrect.

E. The external ID used by the auditor is missing or incorrect.

F. The auditor is using the incorrect password.

Antwort: B,D.E

Begriindung;

Cross-account access for an external auditor typically usesSTS AssumeRoleinto a role that exists in each target account. Three
common failure points are: (1) therole ARNbeing wrong or missing, (2) the auditor lacking permission to callsts:AssumeRoleon that
role, and (3) anexternal IDmismatch when the role trust policy requires it. Theexternal IDis a best practice for third-party access to
mitigate the confused-deputy probleny; if the trust policy includes an sts:Externalld condition, the auditor must supply the exact
expected value. Ifit's absent or incorrect, AssumeRole will be denied.

The auditor must also be authorized on their side (IAM user/role policy) to call sts:AssumeRole (permission), and the destination
role'strust policymust trust the auditor principal. If either side is misconfigured, the assume operation fails. Finally, the auditor must
reference the correctrole ARNfor each account; using an incorrect ARN (wrong account ID/role name/path) is a frequent reason
only "some accounts" fail

Incorrect password (B) is irrelevant if the auditor is using API/STS federation rather than console password auth, and EC2 instance
roles (D) are not required for an external auditor. Missing/incorrect secret key (E) is possible for API auth, but the question centers
on cross-account role access issues; the canonical causes are external ID, AssumeRole permission, and role ARN.

59. Frage

A company runs an internet-accessible application on several Amazon EC2 instances that run Windows Server. The company used
an instance profile to configure the EC2 instances. A security team currently accesses the VPC that hosts the EC2 instances by using
an AWS Site-to- Site VPN tunnel from an on-premises office.

The security team issues a policy that requires all external access to the VPC to be blocked in the event of a security incident.
However, during an incident, the security team must be able to access the EC2 instances to obtain forensic information on the
mstances.

Which solution will meet these requirements?

e A Install EC2 Instance Connect on the EC2 instances. Update the IAM policy for the IAM role to grant the required
permissions. Use the AWS CLI to open a tunnel to connect to the instances.

e B. Create an EC2 Instance Connect endpoint in the VPC. Configure an appropriate security group to allow access between
the EC2 instances and the endpoint. Use the AWS Management Console to connect to the EC2 instances.

e C. Create an EC2 Instance Connect endpoint in the VPC. Configure an appropriate security group to allow access between
the EC2 instances and the endpoint. Use the AWS CLI to open a tunnel to connect to the instances.

e D. Install EC2 Instance Connect on the EC2 instances. Configure the instances to permit access to the ec2-instance-connect
command user. Use the AWS Management Console to connect to the EC2 instances.

Antwort: B

Begrindung;

EC2 Instance Connect endpoints provide secure, private connectivity to EC2 mstances without requiring public IP addresses,
mbound internet access, or VPN connectivity. According to AWS Certified Security - Specialty documentation, Instance Connect
endpoints are designed specifically for incident response and secure administrative access scenarios.

By deploying an EC2 Instance Connect endpoint in the VPC, the security team can block all external network access while still
maintaining controlled access to EC2 instances through the AWS Management Console. The endpoint uses AWS-managed
inffastructure and private connectivity, and access is authorized using IAM policies and instance profiles.

Options A and B rely on direct EC2 Instance Connect installation and network paths that may still depend on external access.
Option C is incorrect because tunneling is not required when using the console-based Instance Connect endpoint.

This solution enables forensic access during incidents without reopening external network paths, aligning with AWS mcident
response best practices.



60. Frage
A security engineer needs to build a solution to turn AWS CloudTrail back on in multiple AWS Regions in case it is ever turned off.
What is the MOST eflicient way to implement this solution?

¢ A. Create an Amazon EventBridge event with a cloudtrail. amazonaws.com event source and a Startlogging event name to
mvoke an AWS Lambda fimction to call the StartLogging APL

e B. Use AWS Config with a managed rule to initiate the AWS-EnableCloudTrail remediation.

¢ C. Monitor AWS Trusted Advisor to ensure CloudTrail logging is enabled.

¢ D. Create an Amazon CloudWatch alarm with a cloudtrail amazonaws.com event source and a StoplLogging event name to
mvoke an AWS Lambda fimction to call the StartLogging APL

Antwort: B

Begriindung;

The most efficient approach is to useAWS Configbecause Config is designed for continuous compliance evaluation and can
automatically triggermanaged remediationwhen a resource drifts from the desired state. A managed Config rule that detects when
CloudTrail is not logging, combined with theAWS- EnableCloud Trailremediation action, provides an automated way to re-enable
CloudTrail without building and maintaining custom event processing code. This is especially valuable in multi-Region environments
because Config can evaluate configurations across Regions and enforce the intended posture consistently.

Option B is illogical: triggering on Startlogging does not help when CloudTrail is turned off. Option C is not as operationally efficient
because CloudWatch alarms are not the standard mechanism for reacting to CloudTrail API events; EventBridge is the proper event
bus for API call events, but you would still be writing and maintaining Lambda logic and multi-Region plumbing. Option D is manual
and delayed, not automated remediation.

Therefore, AWS Config with a managed rule and the AWS-provided remediation to enable CloudTrail is the most maintainable and
efficient solution.
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