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HR #20
During FortiSASE provisioning, how many security points of presence (POPs) need to be configured by the FortiSASE
administrator?
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During initial provisioning, you can select fewer security sites than the maximum you are entitled to. In this case, upon each login, the
FortiSASE portal prompts you to select up to the maximum number of security sites. If' you add additional security sites using this
prompt, then FortiSASE allows for increasing the number of security sites without FortiCare Support. FortiSASE may experience
up to 10 minutes of downtime when you apply the entitlement. If any errors occur, FortiSASE cannot automatically rollback without
FortiCare Support. For provisioning, you must select a minimum of two security sites for redundancy.
httpsz/docs.fortinet.com/document/fortisase/latest/administration-guide/75 1044/appendix-a- fortisase-data-centers#Number

B #21

In which two ways does FortiSASE help organizations ensure secure access for remote workers?
(Choose two.)

A. Tt uses the identity and access management (IAM) portal to validate the identities of remote workers.
B. It secures traffic from endpoints to cloud applications.

C. It offers zero trust network access (ZTNA) capabilities.

D. It uses the FortiCloud organizational units to assign endpoint profiles to remote workers.

Ef#: B. C

fERL:
FortiSASE ensures secure access for remote workers by protecting traffic between endpoints and cloud applications and enforcing
ZTNA policies that validate user identity and device posture before granting access to corporate resources.

B #22

Refer to the exhibit. While reviewing the traffic logs, the FortiSASE administrator notices that the usernames are showing random
characters.

Why are the usernames showing random characters?

A. Special characters are used in usernames.

B. Users are using a shared single sign-on SSO username.

C. FortiSASE uses FortiClient unique identifiers for usernames.
D. Log anonymization is turned on to hash usernames.

IEf#: D

R 2
The usernames appear as random character strings because log anonymization is enabled in FortiSASE, which hashes sensitive user
mformation such as usernames to protect privacy while still allowing log analysis.

H #23
In the Secure Private Access (SPA) use case, which two FortiSASE features facilitate access to corporate applications? (Choose
two answers)

e A SD-WAN

e B. zero trust network access (ZTNA)

e (. thinedge

e D. cloud access security broker (CASB)

Ef#: AL B
A -



In a FortiSASE deployment, the Secure Private Access (SPA) use case is specifically designed to provide remote users with secure,
high-performance connectivity to internal corporate applications hosted in private data centers or public clouds.5 This is achieved
through two primary architectural methods:

* SD-WAN Integration (A): FortiSASE integrates natively with existing Fortinet Secure SD-WAN networks.6 In this architecture,
the FortiSASE global PoPs act as spokes that establish automated IPsec tunnels to the organization's FortiGate SD-WAN hubs.
This allows the platform to use intelligent application steering and dynamic routing to find the shortest, most efficient path to private
resources, ensuring a Superior user experience.

* Zero Trust Network Access (ZINA) (B): FortiSASE provides Universal ZTNA to enforce granular, per-session access control.7
Unlike traditional VPNs that grant broad network access, ZTNA verifies the user's identity and the endpoint's security posture (via
ZTNA tags) before every application session.

This ensures that users only have access to the specific corporate applications they are authorized to use, significantly reducing the
attack surface.

* Analysis of Other Options: * Thin Edge (C) is a connectivity method used to secure branch offices and micro-branches (typically
using FortiExtender), rather than a specific feature for facilitating private corporate application access for individual remote users.

* CASB (D) is used for Secure SaaS Access (SSA) to provide visibility and control over third- party cloud applications like Office
365, rather than private applications hosted on-premises.

B #24
Refer to the exhibits.

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub.
However, the admmnistrator is not able to ping the webserver hosted behind the FortiGate hub.
Based on the output, what is the reason for the ping failures?

e A. Network address translation (NAT) is not enabled on the spoke-to-hub policy.
¢ B. The Secure Private Access (SPA) policy needs to allow PING service.

e C. The BGP route is not received.

¢ D. Quick mode selectors are restricting the subnet.

iFf@E: D

fEEL:

The reason for the ping failures is due to the quick mode selectors restricting the subnet. Quick mode selectors define the IP ranges
and protocols that are allowed through the VPN tunnel, and if they are not configured correctly, traffic to certain subnets can be
blocked.

* Quick Mode Selectors:

* Quick mode selectors specify the source and destination subnets that are allowed to communicate through the VPN tunnel.

* Ifthe selectors do not include the subnet of the webserver (192.168.10.0/24), then the traffic will be restricted, and the ping will
fail

* Diagnostic Output:

* The diagnostic output shows the VPN configuration details, but it is important to check the quick mode selectors to ensure that the
necessary subnets are included.

* Ifthe quick mode selectors are too restrictive, they will prevent traffic to and from the specified subnets.

* Configuration Check:

* Verify the quick mode selectors on both the FortiSASE and FortiGate hub to ensure they match and include the subnet of the
webserver.

* Adjust the selectors to allow the necessary subnets for successful commumnication.

References:

FortiOS 7.6 Administration Guide: Provides detailed information on configuring VPN tunnels and quick mode selectors.
FortiSASE 23.2 Documentation: Explains how to set up and manage VPN tunnels, including the configuration of quick mode
selectors.
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