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Linux Foundation Certified Kubernetes Administrator (CKA) Program
Exam CKA Prüfungsfragen mit Lösungen (Q13-Q18):
13. Frage 
You are deploying an application on Kubernetes. You need to ensure that a minimum of three pods are always running for this
application. How can you achieve this? Describe how to configure the deployment with a replica count and a liveness probe to
monitor the health of the pods.

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create a Deployment with a Replica Count:
- Create a YAML file named 'deployment.yamr with the following content:

- Apply the YAML file using 'kubectl apply -f deployment.yaml&. 2. Configure a Liveness Probe: - Update the 'deployment.yaml'
file to include a liveness probe. For example, you could use a HTTP probe:

- Apply the updated YAML file using 'kubectl apply -f deployment.yaml'. 3. Verify the Deployment: - Check the status of the
deployment using get deployments myapp-deploymen. - Ensure that three pods are running and that the liveness probe is monitoring
their health. You can use 'kubectl describe pod myapp-deployment-XXXX' (where XXXX is the pod name) to see the details of
the pod and the liveness probe status.

14. Frage 
You are working with a team on a Kubernetes project. You need to ensure that your team cann securely access the Kubernetes
cluster and manage resources without compromising security. Describe the different types of access control mechanisms available in
Kubernetes and provide an example of how to implement Role-Based Access Control (RBAC) using a ServiceAccount.

Antwort:

https://www.zertsoft.com/CKA-pruefungsfragen.html


Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1 . Kubernetes Access Control Mechanisms:
- RBAC (Role-Based Access Control): This is the most common and recommended mechanism for managing access in Kubernetes.
It involves defining roles and assigning them to users or service accounts.
- ABAC (Attribute-Based Access Control): This allows you to control access based on attributes like pod labels, namespaces, or
resource types.
- Network Policies: These define network-level access control rules for communication within the cluster.
2. Implementing RBAC with a ServiceAccount:
- Create a ServiceAccount:

- Apply this YAML file to create the ServiceAccount. - Create a Role:

- Apply this YAML file to create a Role that grants access to deployments. - Bind the Role to the ServiceAccount:

- Apply this YAML file to bind the Role to the ServiceAccount. - Verify RBAC Configuration: - Use 'kubectl auth can-i -list --
as=my-service-account --namespace=default' to check the permissions granted to the ServiceAccount.

15. Frage 
You have a Kubernetes cluster with three nodes. You need to create a Role that allows users in the "developers" group to access
the "nginx-deployment" deployment in the "default" namespace. This role should only permit users to view and update the



deployment, not delete it.

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create the Role:

2. Create the RoleBinding:

3. Apply the Role and RoleBinding: bash kubectl apply -f role.yaml kubectl apply -f rolebinding.yaml

16. Frage 
You are managing a Kubernetes cluster with a team of developers. You need to ensure that each developer only has access to the
resources they need. For example, Developer A can only access the 'frontend' namespace and deploy applications there.
Developer B can access the 'backend' namespace and manage deployments and services.
Developer C can access the 'monitoring' namespace and access only read-only access to pods and services.
Define the RBAC rules and create the necessary Role, RoleBinding, and ServiceAccount resources to achieve this access control
policy.

Antwort:

Begründung:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1 . Create ServiceAccounts for each Developer:
kubectl create serviceaccount dev-a -n frontend
kubectl create serviceaccount dev-b -n backend
kubectl create serviceaccount dev-c -n monitoring
2. Create Roles for each Developer:



For Developer A:

For Developer B:

For Developer C:

3. Create RoleBindings: For Developer A:

For Developer B:

For Developer C:

17. Frage 
For this item, you will have to ssh to the nodes ik8s-master-0 and ik8s-node-0 and complete all tasks on these nodes. Ensure that
you return to the base node (hostname: node-1) when you have completed this item.
Context
As an administrator of a small development team, you have been asked to set up a Kubernetes cluster to test the viability of a new
application.
Task You must use kubeadm to perform this task. Any kubeadm invocations will require the use of the --ignore-preflight-errors=all
option.
Configure the node ik8s-master-O as a master node. .
Join the node ik8s-node-o to the cluster.

Antwort:

Begründung:
solution
You must use the kubeadm configuration file located at /etc/kubeadm.conf when initializing your cluster.
You may use any CNI plugin to complete this task, but if you don't have your favourite CNI plugin's manifest URL at hand, Calico is
one popular option: https://docs.projectcalico.org/v3.14/manifests/calico.yaml Docker is already installed on both nodes and apt has
been configured so that you can install the required tools.

18. Frage
......

Es gibt doch Methode, den Erfolg zu erzielen, solange Sie geeignete Wahl treffen. Die Fragenkataloge zur Linux Foundation CKA
Zertifizierungsprüfung von DeutschPrüfung sind speziell für die IT-Fachleute entworfen, um Ihnen zu helfen, die Prüfung zu bestehen.
Wenn Sie noch sich anstrengend bemühen, um sich auf dieLinux Foundation CKA Prüfung vorzubereiten, haben Sie nämlich eine
falsche Methode gewählt. Das verschwendet nicht nur Zeit, sondern führt sehr wahrscheinlich zur Niederlage. Aber man kann noch
rechtzeitig die Abhilfemaßnahmen ergreifen, indem man die Fragenkataloge zur Linux Foundation CKA Zertifizierungsprüfung von
DeutschPrüfung kauft. Mit ihr können Sie ein ganz anderes Leben führen. Merken Sie sich doch, das Schicksal ist in Ihrer eigenen
Hand.
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