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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q432-Q437):

NEW QUESTION # 432
Refer to the exhibit. What is the result of the Python script?

A. Tt uses the POST HTTP method to obtain a token to be used for authentication.

B. It uses the GET HTTP method to obtain a username and password to be used for authentication
C. It uses the POST HTTP method to obtain a username and password to be used for authentication.
D. Tt uses the GET HTTP method to obtain a token to be used for authentication.

Answer: A

Explanation:

The Python script is using the dnac_login fimction to authenticate to a Cisco DNA Center server and obtain a token that can be used
for subsequent API calls. The finction takes three parameters: host, username, and password. It constructs a URL for the
authentication endpoint, which is httpsz/{} /api/system/v1/auth/token. It then uses the requests library to send a POST HTTP request
to the URL, passing the username and password as HTTP Basic Authentication credentials, and setting the headers to indicate the
expected content type and response format. The finction also disables the SSL verification by setting the verify parameter to False.
This is not recommended for production environments, as it exposes the script to potential security risks. The fimction then returns
the token value fromthe JSON response, which is accessed by using the response.json()

['"Token"] syntax. The token can then be used as a bearer token for subsequent API calls to the Cisco DNA Center server.
References:

* Tmplementing and Operating Cisco Security Core Technologies (SCOR) v1.0, Module 9: Content Security, Lesson 9.3: Cisco
DNA Center APIs

* Cisco DNA Center Platform API Reference, Authentication API

* Refer to the exhibit. What will happen when the Python script is executed?

NEW QUESTION # 433
An engineer must force an endpoint to re-authenticate an already authenticated session without disrupting the endpoint to apply a
new or updated policy from ISE. Which CoA type achieves this goal?

A. CoA Session Query
B. CoA Terminate

C. CoA Reauth

D. Port Bounce

Answer: C

Explanation:

CoA (Change of Authorization) is a feature that allows ISE to dynamically change the authorization attributes of an endpoint after it
has been authenticated. CoA can be triggered by various events, such as posture assessment, profiling, or manual interventionl .
There are different types of CoA that ISE can send to the network access device (NAD) to perform different actions on the
endpoint session. The CoA type that achieves the goal of forcing an endpoint to re-authenticate without disrupting its session is CoA
Reauth. CoA Reauth instructs the NAD to initiate a new RADIUS authentication for the endpoint, which allows ISE to apply a new
or updated policy based on the latest attributes of the endpoint2. The other CoA types do not achieve this goal, as they either
disconnect the endpoint session or do not change the authorization attributes. Port Bounce causes the NAD to shut down and bring
up the port where the endpoint is connected, which effectively disconnects and reconnects the endpoint session2. CoA Terminate
causes the NAD to terminate the endpoint session and send an Accounting-Stop message to ISE2. CoA Session Query causes the
NAD to send an Accounting-Request message to ISE with the current session information, but does not change the authorization
attributes of the endpoint2. References:

* Cisco Content Hub - Manage Network Devices, section "CoA Types"

* Solved: COA and ISE Clarification - Cisco Commumity, answer by Tarik Admani

* Configuring Profiler Policies [Cisco Identity Services Engine] - Cisco ..., section "Change of Authorization”

NEW QUESTION # 434
An administrator is configuring a DHCP server to better secure their environment. They need to be able to ratelimit the traffic and
ensure that legitimate requests are not dropped. How would this be accomplished?



A. Set a trusted interface for the DHCP server

B. Set the DHCP snooping bit to 1

C. Enable ARP inspection for the required VLAN
D. Add entries in the DHCP snooping database

Answer: A

Explanation:

To understand DHCP snooping we need to learn about DHCP spoofing attack first.

DHCP spoofing is a type of attack in that the attacker listens for DHCP Requests from clients and answers them with fake DHCP
Response before the authorized DHCP Response comes to the clients. The fake DHCP Response often gives its IP address as the
client default gateway -> all the traffic sent from the client will go through the attacker computer, the attacker becomes a "man-in-
the-middle".

The attacker can have some ways to make sure its fake DHCP Response arrives first. In fact, if the attacker is

"closer" than the DHCP Server then he doesn't need to do anything, Or he can DoS the DHCP Server so that it can't send the
DHCP Response.

DHCP snooping can prevent DHCP spoofing attacks. DHCP snooping is a Cisco Catalyst feature that determines which switch
ports can respond to DHCP requests. Ports are identified as trusted and untrusted.

Only ports that connect to an authorized DHCP server are trusted, and allowed to send all types of DHCP messages. All other
ports on the switch are untrusted and can send only DHCP requests. If a DHCP response is seen on an untrusted port, the port is
shut down.

NEW QUESTION # 435
Which Cisco security solution provides patch management in the cloud?

A. Cisco Tetration
B. Cisco CloudLock
C. Cisco Unmbrella
D. Cisco ISE

Answer: A

Explanation:

Cisco Tetration is a Cisco security solution that provides patch management in the cloud. Patch management is the process of
identifying, acquiring, installing, and verifying patches for products and systens to correct security and functionality problems in
software and firmware1. Cisco Tetration is a cloud-native platform that delivers comprehensive workload protection for multicloud
data centers by enabling a zero-trust model using segmentation2. One of the features of Cisco Tetration is software vulnerability
detection and patch management, which allows users to identify software vulnerabilities on workloads, prioritize patching based on
risk scores, and automate patch deployment using orchestration tools3. Cisco Tetration leverages the National Vulnerability
Database (NVD) and Cisco Talos Intelligence Group to provide up-to-date information on software vulnerabilities and their severity
levels3. Cisco Tetration also supports patch management for both Windows and Linux operating systers, as well as third-party
applications such as Apache, Java, MySQL, and Oracle4. Therefore, the correct answer is D. Cisco Tetration. References: 1: RFC
9232: Network Telemetry Framework - Internet Engineering Task Force 2: Cisco Tetration - Workload Protection - Cisco 3:
Cisco Tetration Software Vulnerability Detection and Patch Management - Cisco 4: Cisco Tetration Platform Data Sheet - Cisco

NEW QUESTION # 436
What is the intent of a basic SYN flood attack?

A. to exceed the threshold limit of the connection queue
B. to flush the register stack to re-initiate the buffers

C. to cause the buffer to overflow

D. to solicit DNS responses

Answer: A

Explanation:

A basic SYN flood attack is a type of denial-of-service (DoS) attack that ains to exhaust the resources of a server by sending a
large number of SYN packets and not completing the TCP three-way handshake. The intent of this attack is to exceed the threshold
limit of the connection queue, which is the data structure that stores the information about the pending connections. By doing so, the



attacker prevents legitimate clients from establishing connections with the server, as the server cannot accept any more SYN
requests. A SYN flood attack can be performed with spoofed IP addresses or without IP spoofing, depending on the attacker's
strategy and the server's configuration. References: [Implementing and Operating Cisco Security Core Technologies (SCOR) v1.0],
Module 3: Securing Networks with Firewalls, Lesson 3.2: Firewall Technologies,

NEW QUESTION # 437

Experts at Test4Sure strive to provide applicants with valid and updated Implementing and Operating Cisco Security Core
Technologies 350-701 exam questions to prepare from, as well as increased learning experiences. We are confident in the quality of
the Cisco 350-701 preparational material we provide and back it up with a money-back guarantee. Test4Sure provides Cisco 350-
701 Exam Questions in multiple formats to make preparation easy and you can prepare yourself according to your convenience
way.
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