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professional qualification exams that they hope to see with the least amount of time and effort.

The Cybersecurity- Architecture-and- Engineering prep torrent we provide will cost you less time and energy. You only need
relatively little time to review and prepare. After all, many people who prepare for the Cybersecurity- Architecture-and- Engineering
exam, either the office workers or the students, are all busy. But the Cybersecurity- Architecture-and- Engineering test prep we
provide are compiled elaborately and it makes you use less time and energy to learn and provide the Cybersecurity- Architecture-
and-Engineering Study Materials of high quality and seizes the focus the Cybersecurity- Architecture-and- Engineering exam. It lets
you master the most information and costs you the least time and energy.
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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q36-Q41):

NEW QUESTION # 36
An enployee needs to execute a program from the command line.
‘Which peripheral device should be used?

e A. Printer
e B. Speaker
e (. Hard drive
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¢ D. Keyboard
Answer: D

Explanation:

* The employee needs to execute a program from the command line, which requires inputting commands into the computer.
* The primary device for inputting commands is the keyboard.

* Other options like the hard drive, speaker, and printer are not used for inputting commands.

* The hard drive is used for data storage.

* The speaker outputs sound.

* The printer outputs docurments.

* Therefore, the correct peripheral device for this task is the keyboard.

References:

* "Computer Fundamentals" by Anita Goel, which discusses nput devices and their uses.

* "The Principles of Information Systens" by Ralph Stair and George Reynolds, which details peripheral devices and their finctions.

NEW QUESTION # 37

A cybersecurity analyst at a healthcare organization was tasked with analyzing the indicators of compromise (IOCs) to identify
potential threats and vulnerabilities within the enterprise. Theanalyst notices unknown users logging on to the company's wireless
local-area network (WLAN).

What is a potential vulnerability the healthcare organization is facing based on the IOCs identified?

A. Up-to-date anti-malware software

B. Unsecured wireless access points

C. A strong password policy

D. Regular security awareness training for employees

Answer: B

Explanation:

The correct answer is A - Unsecured wireless access points.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that unauthorized logins to a WLAN often indicate
poorly secured wireless access points, such as those lacking strong encryption (e.g., WPA2/WPA3), not using strong passwords, or
having open access without authentication. This vulnerability can allow attackers to access internal systeims and sensitive data.
Up-to-date anti-malware software (B), a strong password policy (C), and regular security training (D) are good security practices
but do not directly explain unauthorized WLAN access.

Reference Extract from Study Guide:

"Unauthorized wireless access often results from unsecured wireless configurations, including weak encryption, open networks, or
default credentials, posing significant risks to organizational assets."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Wireless Security Concepts

NEW QUESTION # 38
What is a finction of a proxy server?

A. Tt acts as a giant cache of web pages that anyone in the organization has recently retrieved.
B. It responds to HTTP requests and can execute scripts to generate dynamic pages.

C. It responds to user queries to create, manipulate, and retrieve records froma database.

D. It stores files that any user of the network may wish to access.

Answer: A

Explanation:

* Proxy Server Functions:

* Caching: Proxy servers can store copies of web pages and other web resources. This helps to improve load times for frequently
accessed resources and reduce bandwidth usage.

* Security: They can provide additional security by anonymizing the user's IP address and filtering unwanted content.

* Correct Function:

* Acting as a cache (B) is one of the primary functions, where it stores web pages that users in the organization have recently
accessed.



* Incorrect Functions:

* A: Describes a file server.

* C: Describes a database server.

* D: Describes a web server.

References:

* Proxy servers: Proxy Server

* Caching in proxy servers:Caching Proxy

NEW QUESTION # 39
An IT organization needs to enable secure communication across virtual networks in Microsoft Azure and Amazon Web Services.
‘Which protocol will offer the most reliable and secure method for data transport?

¢ A Internet Protocol Security (IPsec)
¢ B. Secure Shell (SSH)
¢ C. File Transfer Protocol (FTP)

Answer: A

Explanation:

IPsecis anend-to-end encryption protocol suitethat operates at thenetwork layer, providingauthentication, integrity, and
confidentialitybetween virtual networks-even across different cloud environments like Azure and AWS.

NIST SP 800-77 Rev. 1 (Guide to IPsec VPNs):

"[Psec provides network-layer protection through authentication headers (AH) and encapsulating security payloads (ESP), suitable
for securing traffic across untrusted environments." FTP is insecure, and SSH is more suitable for command-line access or remote
sessions-not secure VPC-to- VPC tunnels.

#WGU Course Alignment:

Domain:Cryptography

Topic:Use encryption protocols like IPsec for secure data transmission between networks

NEW QUESTION # 40
Which two options allow an application to access a database?
Choose 2 answers

A. Graphical user interface (GUI)

B. Java Database Connectivity (JDBC)

C. Open Database Connectivity (ODBC) application
D. Structured Query Language (SQL)

E. Database management system (DBMS)

Answer: B,D

Explanation:

* SQLs a standard language used to commumicate with and manage databases. It allows applications to perform operations such as
querying, updating, and managing data.

* JDBCis an API in Java that enables Java applications to interact with databases. It provides methods for querying and updating
data in a database using SQL.

* DBMS (Database Management System)is the system software for creating and managing databases but not directly used by
applications for database access.

* ODBC (Open Database Connectivity)is another standard API but specific to applications in a broader range of languages and
platforms.

* GUI (Graphical User Interface)is a user interface and not a method for applications to access databases.

References:

* "SQL: The Complete Reference" by James R. Groffand Paul N. Weimnberg,

* "Java Database Connectivity: JDBC and Java" by Daniel K. Akers.

NEW QUESTION # 41
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