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Refer to the exhibit, which contains partial output from an IKE real-time debug,
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Which two statnts about this debug outp are orret? (Chooe two.)

A. Tt shows a phase 2 negotiation.

B. The local gateway IP address is 10.0.0.1.

C. The initiator provided remote as its [Psec peer ID.

D. Perfect Forward Secrecy (PFS) is enabled in the configuration.

Ef#: B. C

HM #76
Refer to the exhibit, which shows device registration on FortiManager.



FortiManager # diagnose dvm device list
—--- There are currently 5 devices/vdoms managed ---
-—- There are currently 5 device/vdoms count for license —-—-

TYPE OID SN HA 1P NAME ADOM IPS FIREWARE HW_GenX

unregistered 273 FGVM010000077645 - 10.1.0.1:9443 FGVM010000077646 root N/&a 7.0
MR2Z (1396) N/A

|- STATUS: dev-db: unknown; conf: unknown; cond: unregistered; dm: none;
conn:unknown

|- vdom: [3]root flags:0 adom:root pkg:[never-installed]
unregistered 309 FGVM010000077648 - 10.1.0.100:5443 FGVMO10000077648 root N/A

7.0 MR2 (13%6) N/A

|- STATUS: dev-db: unknown; conf: unknown; cond: unregistered; dm: none;
conn:unknown

|- vdom: [3]root flags:0 adom:root pkg: [never-installed]
unregistered 285 FGVM010000077650 — 10.140.253:9443 FGVM010000077650 root N/A

7.0 MR2 (1396) N/A

|- STATUS: dev-db: unknown; conf: unknown; cond: unregistered; dm: none;
conn:unknown

|- wvdom: [3]root flags:0.@dom:root pkg:[never-installed]
fmgfaz-managed 297 FGVM010000077649 - 10.1.0.254 NGFW-1 Core 6 00741 (extended)
7.0 MR2 (1396) N/A

|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: autoupdated; conn: up

|- vdom: [3] root flags:0 adom:Core pkg: [imported] NGFW-1
fmgfaz-managed321 FGVM010000077651 — 100.64.3.1 Spoke-1 Core 6 00741 (extended)
7.0 MR2 (13%6) N/A

|- STATUS: dev-db: modified; conf: in sync; cond: Modified (recent auto-updated);
dm: autoupdated; conn:up

|- vdom: [3]root flags:1l adom:Core pkg: [out-of-sync]Spokes
fmgfaz-managed 333 FGVM010000077652 — 100.64.5.1 Spoke-2 Core 6 00741 (extended)
7.0 MR2 (1396) N/A

|- STATUS: dev-db: modified; conf: in sync; cond: Modified (recent auto-updated):;
dm: autoupdated; conn:up

|- wdom: [3]root f .g4%dq nc] Spokes

o

‘What can you conclude about the Spoke-1 and Spoke-2 configurations with respect to the information cond: Modified (recent auto-
updated)?

e A. OnNGFW-1, the configuration was changed and spokes are wailing for an autoupdate.

¢ B. Based on the policy configuration on NGFW-1, the configuration on both spokes is modified and automatically updated.

e C. Spoke-1 and Spoke-2 are sharing the same security policy configuration and the same policy package.

¢ D. Onboth Spoke-1 and Spoke-2, the configuration was changed directly on the FortiGate device, and the changes were
automatically retrieved by the device database.

IEf#: D

fiE L.
Auto-Updated - configuration was changed directly on the FortiGate, and the changes were automatically Retrieved to the device
db.

B #77
‘When mvestigating FortiGuard connectivity issues, which action is a valid troubleshooting step?

e A Verify that DNS requests are being proxied, if auto-update tunneling is enabled.
¢ B. Use the FortiGuard real-time debug command to verify rating requests.

e C. Verify management VDOM internet access.

e D. Configure a virtual IP to forward port 443 to the FortiGate external IP.

Ef#: C

HP#78
Refer to the exhibit, which contains a session table entry.



lagnose sysmsession J1st

session info: préo¥d=¢ proto state-11 duration-35 expire-265 timeout=300 flags=0000000(
sockflag=00000000 sockport-0 av idx=0 use-4

origin-shaper=

reply-shaper=

per ip shaper=

class id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state-redir local may dirty none app ntf

statistic(bytes/packets/allow err): org-3208/25/1 repl§=11TW4/29/1 tuples-2

tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post degt=W>® 6->7 gwy=172.20.12.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:4§555>916.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.2164288:@45->172.20.121.96:49545
(192.167.1.100:49545)

pos/ (before, after) 0/(0,0), Of (Q, 0

src mac-08:5b:0e:6c:7b:7a

misc=0 policy id-21 auth finfe=0_ghk client info=0 vd=0

serial-007£2948 toszff/@f “¥Pp list=0 app-0 url cat-41

rpdb link id = 00000009

dd type=0 dd mode=0

npu_state=00000000

npu info: flag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, vlan=
0x0000/0x0000

vlifid=0 g _in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0
Which staterrent about FortiGate inspection of this session is true?

A. FortiGate forwarded this session without any inspection.

B. FortiGate applied flow-based inspection.

C. FortiGate applied flow-based NGFW policy-based inspection.
D. FortiGate applied proxy-based inspection.

IEf#: D

R #79
Which two statements about an auxiliary session are true? (Choose two.)

A. With the auxiliary session disabled, only auxiliary sessions will be offloaded.

B. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor.

C. With the auxiliary session setting enabled, two sessions will be created in case of routing change.

D. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same auxiliary session.

_EE%: A\ D
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