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A PRIMARY objective of responsibly providing Al services is to:

A. Ensure the confidentiality and integrity of data processed by Al models
B. Build trust for decisions and predictions made by Al models

C. Improve the ability of Al models to learn from new data

D. Enable Al models to operate autonomously

Answer: B

Explanation:

AAISM emphasizes that the primary objective of responsible Al is to establish and maintain trust in Al-driven decisions and
predictions. Trust is achieved through transparency, accountability, faimess, and governance.

While confidentiality and integrity are critical technical objectives, they are not the overarching purpose of responsible Al service
provision. Autonomy and learning ability are features of Al, but without trust, adoption and compliance falter. The correct answer is
that responsible Al services must focus on building trust in Al outcorres.

References:

AAISM Exam Content Outline - Al Governance and Program Management (Responsible Al Principles) Al Security Management
Study Guide - Trust and Ethical AT Adoption

NEW QUESTION # 33
Security and assurance requirements for Al systens should FIRST be embedded in the:

A. Model deployment phase
B. Model design phase

C. Model testing phase

D. Model training phase

Answer: B

Explanation:

AAISM directs organizations to embed security, safety, and compliance controls at design time ("secure- by-design” and "shift-left"),
ensuring requirements for robustness, privacy, and governance are defined as non-fiinctional constraints on architecture, data
sourcing, model choices, and evaluation criteria before any model is trained. Deferring these requirements to training, testing, or
deployment increases residual risk and rework, and weakens traceability of control coverage.

References:* Al Security Management (AAISM) Body of Knowledge: Governance- Secure-by-Design; Policy-to-Control
Traceability; Requirements Management®* AAISM Study Guide: Al Program Lifecycle- Planning & Design Controls; Design-time
Threat Modeling and Control Selection* AAISM Mapping to Standards: Design-phase Risk Identification and Requirements
Engineering for Al

NEW QUESTION # 34
The PRIMARY benefit of implementing moderation controls in generative Al applications is that it can:

A. Optimize the model's response time

B. Filter out harmful or mappropriate content

C. Ensure the generated content adheres to privacy regulations

D. Increase the model's ability to generate diverse and creative content

Answer: B

Explanation:

AAISM materials identify the primary benefit of moderation controls in generative Al systens as their ability to filter out harmful,
offensive, or nappropriate content before it is delivered to users. This safeguards organizational reputation, conpliance, and user
trust. While moderation may indirectly support compliance with privacy requirements, its main finction is ensuring that outputs align
with ethical and safety standards.

Moderation does not enhance creativity or response speed. Its primary value is in controlling the quality of generated outputs by
blocking harmful content.

References:

AAISM Study Guide - Al Technologies and Controls (Moderation and Output Controls) ISACA Al Security Management -
Harmful Content Mitigation in Generative Al



NEW QUESTION # 35
Which of the following metrics BEST evaluates the ability of a model to correctly identify all true positive instances?

A. Specificity
B. F1 score
C. Recall

D. Precision

Answer: C

Explanation:

AAISM technical coverage identifies recall as the metric that specifically measures a model's ability to capture all true positive cases
out of the total actual positives. A high recall means the system minimizes false negatives, ensuring that relevant instances are not
overlooked. Precision instead measures correctness among predicted positives, specificity focuses on true negatives, and the F1
score balances precision and recall but does not by itself indicate the completeness of capturing positives. The official study guide
defines recall as the most direct metric for evaluating how well a model identifies all relevant positive cases, making it the correct
answer.

References:

AAISM Study Guide - Al Technologies and Controls (Evaluation Metrics and Model Performance) ISACA Al Security
Management - Model Accuracy and Conpleteness Assessiments

NEW QUESTION # 36
An organization uses an Al tool to scan social media for product reviews. Fraudulent social media accounts begin posting negative
reviews attacking the organization's product. Which type of Al attack is MOST likely to have occurred?

A. Deepfake

B. Availability attack
C. Model inversion
D. Data poisoning

Answer: B

Explanation:

The AAISM materials classify availability attacks as attempts to disrupt or degrade the finctioning of an Al system so that its outputs
become unreliable or unusable. In this scenario, the fraudulent social media accounts are deliberately overwhelming the Al tool with
misleading negative reviews, undermining its ability to deliver accurate sentiment analysis. This aligns directly with the concept of an
availability attack. Model inversion relates to reconstructing training data from outputs, deepfakes nvolve synthetic content
generation, and data poisoning corrupts the training set rather than manipulating inputs at runtime. Therefore, the fraudulent review
campaign is most accurately identified as an availability attack.

References:

AAISM Study Guide - Al Risk Management (Adversarial Threats and Availability Risks) ISACA Al Security Management -
Attack Classifications

NEW QUESTION # 37
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reading paper study materials for most of the time, you can eliminate your concerns. Our AAISM Exam Quiz takes full account of
customers' needs in this area. Because our versions of the AAISM learning material is available for customers to study, so that your
free time is fully utilized, and you can often consolidate your knowledge.
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