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A network engineer is configuring URL Filtering on Cisco FTD. Which two port requirements on the FMC must be validated to
allow communication with the cloud service? (Choose two.)

A. outbound port TCP/443
B. inbound port TCP/80
C. outbound port TCP/80
D. inbound port TCP/443
E. outbound port TCP/8080

Antwort: A,C

Begründung:
Section: Management and Troubleshooting
Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Security__Internet_Access__and_Communication_Ports.html

170. Frage 
A security engineer is reviewing a Cisco Secure Endpoint public cloud instance. The engineer discovers a malicious verdict for a
SHA-256 hash of
689efc1ecdc23ec0b0885a80663e30ea013d493f8e88224b570a1234567890.
Which configuration action must be done in Secure Endpoint console to mitigate the threat?

A. Configure correlation policy to block the hash.
B. Add the hash to the custom detection list.
C. Apply regular expression to block the malicious file.
D. Set access control policy and deny files with the hash.

Antwort: B

171. Frage 
A Cisco FTD has two physical interfaces assigned to a BVI. Each interface is connected to a different VLAN on the same switch.
Which firewall mode is the Cisco FTD set up to support?

A. transparent
B. high availability clustering
C. active/active failover
D. routed

Antwort: D

172. Frage 
An engineer is configuring a custom intrusion rule on Cisco FMC. The engineer needs the rule to search the payload or stream for
the string "|45 5* 26 27 4 0A|*. Which Keyword must the engineer use with this stung lo create an argument for packed inspection?

A. data
B. metadata
C. Protected _ content
D. Content

Antwort: D

Begründung:
Explanation
The content keyword is used to specify a string or pattern to search for in the payload or stream of a packet.
The string must be enclosed in quotation marks and can use modifiers such as nocase, depth, offset, and so on.
The string can also use hexadecimal notation by using a pipe symbol (|) before and after the hexadecimal characters. For example,
content:"|45 5* 26 27 4 0A|" will match any payload or stream that contains the hexadecimal bytes 45 5 26 27 4 0A followed by
any number of bytes2



173. Frage 
A network engineer sets up a secondary Cisco MC that is integrated with Cisco Security Packet Analyzer What occurs when the
secondary Cisco MC synchronizes with the primary Cisco FMC?

A. The existing configuration for integration of the secondary Cisco FMC the Cisco Security Packet Analyzer is overwritten.
B. The synchronization between the primary and secondary Cisco FMC fails
C. The existing integration configuration is replicated to the primary Cisco FMC
D. The secondary Cisco FMC must be reintegrated with the Cisco Security Packet Analyzer after the synchronization

Antwort: A

174. Frage
......
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