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HR #33
In the ROC Reporting Template, which of the following is the best approach for a response where the requirement was "In Place'?

e A Details of how the assessor observed the entity's systens were compliant with the requirement.

e B. Details of how the assessor observed the entity's systems were not compliant with the requirement.
e C. Details of the entity's reason for not implementing the requirement.

e D. Details of the entity's project plan for implementing the requirement.

EfE: A

A -
TheROC Reporting Templaterequires assessors todocument how the requirement was verifiedas "In Place".
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This includesmethods used, evidence reviewed, and how compliance was determined.

* Option A#Incorrect. Project plans are relevant for "In Progress", not "In Place".

* Option B#Correct. "[n Place" requires an explanation ofassessor observations and validation.
* Option C#lIncorrect. This applies to "Not in Place".

* Option D#Incorrect. This applies to non-compliance scenarios.

H #34
What is the intent of classifying media that contains cardholder data?

A. Ensuring that all media is consistently destroyed on the same schedule, regardless of the contents.

B. Ensuring that media is properly protected according to the sensitivity of the data it contains.

C. Ensuring that media containing cardholder data is moved from secured areas on a quarterly basis.

D. Ensuring that media is clearly and visibly labeled as "Confidential" so all personnel know that the media contains cardholder
data.

IEf#: B

A :

Requirement 9.6. 1mandates theclassification of mediaso that appropriatehandling, storage, and disposalprocedures are applied
based on thesensitivity of the data. This ensures that media storing cardholder data is not treated the same as media containing non-
sensitive content.

* Option A#Correct. Classifying media enablesrisk-appropriate protections.

* Option B#Incorrect. Movement schedules are not mandated.

* Option C#lIncorrect. Labeling is a recommended control but not the primary intent.

* Option D#Incorrect. Destruction must bebased on data classification, not uniform timing,

B #35
A sample of business facilities is reviewed during the PCI DSS assessment. What is the assessor required to validate about the

sample?

A. All types and locations of facilities are represented.

B. The number of facilities in the sample is at least 10 percent of the total number of facilities.
C. Every facility where cardholder data is stored is reviewed.

D. It includes a consistent set of facilities that are reviewed for all assessiments.

EfE: A

fiR .-

Sampling in Assessments

* PCI DSS v4.0 requires assessors to ensure that sampled business facilities represent all types and locations to provide
comprehensive coverage of the entity's operations.

Sampling Considerations

* Assessors must include facilities storing or processing cardholder data and validate controls across diverse locations.
Incorrect Options

* Option A: Consistency does not ensure comprehensive representation.

* Option B: PCI DSS does not mandate a 10% sample size.

* Option C: It is not mandatory to review every facility storing cardholder data.

HH #36
An entity wants to know if the Software Security Framework can be leveraged during their assessment.
Which of the following software types would this apply to?

A. Any payment software In the CDE.

B. Only software which runs on PCI PTS devices.

C. Software developed by the entity in accordance with the Secure SLC Standard.

D. Validated Payment Applications that are listed by PCI SSC and have undergone a PA-DSS assessiment.

IEf: C



fiR .-

Software Security Framework Overview

* PCI SSC's Software Security Framework (SSF) encompasses Secure Software Standard and Secure Software Lifecycle (Secure
SLC) Standard.

* Software developed under the Secure SLC Standard adheres to security-by-design principles and can leverage the SSF during
PCI DSS assessments.

Applicability

* The framework is primarily for software developed by entities or third parties adhering to PCI SSC standards.

* It does not apply to legacy payment software listed under PA-DSS unless migrated to SSF.

Incorrect Options

* Option A: Not all payment software qualifies; it must align with SSF requirements.

* Option B: PCI PTS devices are subject to different security requirements.

* Option C: PA-DSS-Iisted software does not automatically meet SSF standards without reassessment.

B #37
‘What must the assessor verify when testing that PAN is protected whenever it is sent over the Internet?

A. The PAN is encrypted with strong cryptography.

B. The security protocol is configured to accept all digital certificates.
C. The security protocol is configured to support earlier versions.

D. The PAN is securely deleted once the transmission has been sent.

IEfE: A

fERA -

UnderRequirement 4.2.1.1, PAN (Primary Account Number) must be protected usingstrong cryptographywhenever it is transmitted
overopen, public networks, including the Internet. Assessors are expected to verify that the cryptographic protocols (e.g., TLS 1.2
or higher) are properly implemented and that weak protocols (e.g., SSL, early TLS) are disabled.

* Option A#Incorrect. Supporting earlier protocol versions (e.g., SSL, TLS 1.0) isnon-compliant.

* Option B#Correct. Strong encryption (e.g., AES over TLS 1.2 or higher) must be verified.

* Option C#Incorrect. Acceptingall certificatescould allowMITM (Man-in-the-Middle)attacks.

* Option D#Incorrect. Deleting PAN after transmission is not a substitute for protecting it during transmission.

B #38
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