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%| &l Digital Transformation Administrator ZDTA F 2 MEEX| (Q82-
Q87):

EE #82

Assume that you have four data centers around the globe, each hosting multiple applications for your users.
What is the minimum number of App Connectors you should deploy?

Assume that you have four data centers around the globe, each hosting multiple applications for your users.
What is the minimum number of App Connectors you should deploy?

A. Eight -two per data center.

B. Four - one per data center.

C. Six - one per data center plus two for cold standby.

D. Sixteen - to support a full mesh to the other data centers.

HE: A

Y.
Youneed at least two App Connectors per data center to ensure high availability and load distribution, so with four data centers the
minimum total is eight.

AE#83
Which attack type is characterized by a commonly used website or service that has malicious content like malicious JavaScript
running on it?

A. Watering Hole Attack

B. Pre-existing Compromise
C. Explott Kits

D. Phishing Attack

HE. A

ME:

A Watering Hole Attack targets users by compromising a website or service that is commonly visited by the intended victims. The
attacker mjects malicious content such as malicious JavaScript or malware into the website, so when the user visits the site, their
system gets infected. This attack relies on the trust users have in popular or legitimate websites and exploits it by turning those sites
into infection vectors.

Pre-existing Compromise refers to attacks where the target environment is already compromised before the attack is recognized, but
it does not specifically describe malicious content injected intopopular websites.

Phishing Attack involves deceiving users to click malicious links or reveal credentials, not compromising websites directly. Exploit
Kits are automated tools that scan for vulnerabilities and deliver exploits but are not characterized by the use of commonly used
websites hosting malicious scripts.

The study guide clearly explains Watering Hole Attacks as a method where attackers infect trusted websites frequented by target
users to deliver malicious payloads.

EE #84
Which of the following is an unsupported tunnel type?

A. Generic Routing and Encapsulation (GRE)
B. Secure Socket Tunneling Protocol (SSTP)
C. HTTP Connect Tunnels

D. Proprietary Microtunnels

: B

oo
8 m



Secure Socket Tunneling Protocol (SSTP)is not supported as a tunnel type by Zscaler. Zscaler supports GRE, HTTP Connect
tunnels, and its own proprietary Microtunnels for traffic forwarding and secure connectivity, but SSTP is not among the supported
tunnel protocols.

HEE #85
‘Which types of Botnet Protection are supplied by Advanced Threat Protection?

¢ A. Connections to known C&C servers, Detection of phishing sites, Access to spam sites

¢ B. Connections to known C&C servers, Command traffic (sending / receiving), Unknown C&C using Al
/ML

¢ C. Vulnerabilities in web server applications, Unknown C&C using AI/ML, Vulnerable ActiveX controls

¢ D. Malicious file downloads, Command traffic (sending / receiving), Data exfiltration

He: B

Y.

Advanced Threat Protection providesbotnet protectionby monitoringconnections to known Command and Control (C&C) servers,
inspectingcommand traffic (sending and receiving), and detectingunknown C&C servers using AI/ML techniques. This
comprehensive approach helps in identifying and blocking botnet activities effectively.

The study guide details these mechanisms as key elements of the botnet protection feature set in ATP.

EE #86
‘When configuring Zscaler Private Access, what is the fimction of the Server Group?

A. Maps App Connector Groups to Application Segments
B. Maps FQDN s to IP Addresses

C. Maps Applications to FQDNs

D. Maps Applications to Application Groups

He. B
SR

A Server Group holds the actual backend endpoints - defined by FQDNSs (or IPs) and ports - and effectively maps those FQDNs
to their [P addresses so ZPA knows which hosts to steer traffic toward.
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