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B #57
(William Friedkin has been working as a DevSecOps engineer in an I'T company for the past 3 years. His team leader has asked him
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to validate the host configuration that runs the Docker containers and perform security checks at the container level by implementing
Docker's CIS Benchmark Recommendations.

Therefore, William would like to integrate Docker Bench with Jenkins to incorporate security testing in DevOps workflow and
secure the Docker Container. Before starting the procedure, he would like to install openssh on Ubuntu. Which of the following
command should William run to install openssh on Ubuntu?)

A. sudo apt.get install openssh-server.
B. sudo apt.get -s install openssh-server.
C. sudo apt-get -s install openssh-server.
D. sudo apt-get install openssh-server.

IEf#: D

TR

Ubuntu systens use the Advanced Package Tool (APT) for installing and managing software packages. The correct syntax for
nstalling a package is sudo apt-get install <package-name>. In this case, the OpenSSH server package required for secure remote
access is named openssh-server, makingsudo apt-get install openssh-serverthe correct command. Options using apt.get are invalid
because the command syntax is incorrect. Options that include the -s flag only simulate the installation process and do not actually
install the package. Installing OpenSSH is often required when integrating Docker Bench with Jenkins, as it enables secure
communication and remote execution of compliance checks. Performing this setup during the Build and Test stage ensures that
container hosts comply with Docker CIS Benchmark recommendations, helping organizations identify misconfigurations and security
weaknesses early in the pipeline.

B #58

(BVR Pwt. Ltd. is an IT company that develops software products and applications related to IoT devices. The software
development team of the organization is using Bitbucket repository to plan projects, collaborate on code, test, and deploy. The
repository provides teans a single place for projects planning and collaboration on coding, testing, and deploying the software
application. Which of the following is offered by Bitbucket to BVR Pvt. 1.td.?)

A. Free unlimited private repositories.
B. Free limited public repositories.

C. Free limited private repositories.
D. Free unlimited public repositories.

EfE: A

fiR .-

Bitbucket provides a cloud-based source code management platform that supports collaboration, CI/CD integration, and secure
code hosting, One of the key features offered by Bitbucket isfree unlimited private repositories, particularly beneficial for
organizations developing proprietary software such as IoT applications. This allows teans to store source code securely without
exposing it publicly while still enabling collaboration features like pull requests, issue tracking, and pipeline automation. The term
"limited private reposttories” is inaccurate because Bitbucket does not restrict the number of private repositories under its free
offering; rather, user count limits apply. While Bitbucket also supports public repositories, the option that best represents its value to
enterprise and product-based teams is unlimited private repositories. This capability aligns with DevSecOps practices by ensuring
confidentiality of source code while enabling integrated planning, testing, and deployment workflows within a single platform.

HH #59

(Debra Aniston is a DevSecOps engineer in an I'T company that develops software products and web applications. Her team has
found various coding issues in the application code. Debra would like to fix coding issues before they exist. She recommended a
DevSecOps tool to the software developer team that highlights bugs and security vulnerabilities with clear remediation guidance,
which helps in fixing security issues before the code is committed. Based on the information given, which of the following tools has
Debra recommended to the software development team?)

A. OWASP ZAP.
B. Arachni.

C. Tenable.io.

D. SonarLint.



IEf#: D

R :

SonarLint is a static code analysis tool designed specifically to be used inside developers' IDEs, where it provides immediate
feedback while code is being written. It highlights bugs, security vulnerabilities, and code smells and, importantly, providesclear
remediation guidancethat explains why an issue exists and how it can be fixed. This aligns directly with Debra's requirement to fix
issues "before they exist," meaning before code is committed to the repository. Arachni and OWASP ZAP are dynamic application
security testing tools that require a running application and are typically used later in the pipeline. Tenable.io is a vulnerability
management platform focused on infrastructure and application scanning rather than real-time developer feedback. By using
SonarLint, developers receive continuous guidance during coding, supporting the shift-left security approach in DevSecOps and
reducing the cost and effort of fixing vulnerabilities later in the lifecycle.

HMA #60

(SNF Pt. Ltd. is a software development company located in Denver, Colorado. The organization is using pytm, which is a
Pythonic Framework for threat modeling, to detect security issues and mitigate them in advance. James Harden has been working as
a DevSecOps engineer at SNF Pvt. Ltd. for the past 3 years. He has created a tm.py file that describes an application in which the
user logs the app and posts the comments on the applications. These comments are stored by the application server in the database
and AWS lambda cleans the database. Which of the following command James can use to generate a sequence diagram?)

e A tmpy--seq | java -Djava.awt.headless=true -jar plantum jar -tpng -pipe > seq.png.
¢ B. tmpy --seq | java -djava.awt.headless=true -jar plantuml.jar -tpng -pipe > seq.png.
e C.tmpy --seq | java -Djava.awt.headless=true -jar plantuml.jar -tpng -pipe > seq.png.
e D. tmpy --seq | java -djava.awt.headless=true -jar plantum.jar -tpng -pipe > seq.png.

Ef#: C

fEE L

The pytm framework generates threat models that can be visualized using PlantUML diagrans. To create a sequence diagram, the --
seq option is used with the model file, and the output is piped to the PlantUML processor. The correct command must reference the
correct Java system property -Djava.awt.headless=true, which allows diagram rendering in environments without a graphical
nterface, such as CI/CD pipelines.

Additionally, the correct jar file name is plantuml.jar. Options using lowercase -d instead of uppercase -D are invalid, and commands
referencing plantum jar are incorrect due to a misspelled jar name. Generating sequence diagrams during the Plan stage helps
DevSecOps teans visualize data flows, understand attacker paths, and identify security threats early in the application design phase.

E #61

(James Harden has been working as a senior DevSecOps engineer in an I'T company located in Oakland, California. To detect
vulnerabilities and to evaluate attack vectors compromising web applications, he would like to integrate Burp Suite with Jenkins. He
downloaded the Burp Suite Jenkins plugins and then uploaded the plugin and successfully integrated Burp Suite with Jenkins. After
integration, he would like to scan web application using Burp Suite; therefore, he navigated to Jenkins' dashboard, opened an
existing project, and clicked on Configure. Then, he navigated to the Build tab and selected Execute shell from Add build step.
Which of the following commands should James enter under the Execute shell?.)

A. echo BURP_SCAN URL =http/target-website.com.
B. grep BURP_SCAN_URL =http/target-website.com
C. sudo BURP_SCAN_URL =http/target-website.com
D. cat BURP_SCAN_URL =http/target-website.com

IEf#E: A

AR :

When

configuring Burp Suite scans in Jenkins using an Execute shell build step, environment variables are often set or echoed so that
subsequent scan steps can consume them The echo command is used to output or define values in the shell context. In this case,
echo BURP_SCAN_URL = http/target-website.com correctly defines the target URL for Burp Suite scanning. Commands like
grep and cat are used for searching or displaying file contents and are not appropriate for setting scan parameters. The sudo
command is unnecessary and incorrect in this context. Using the correct shell command ensures that Burp Suite receives the proper



target information during the Build and Test stage, enabling accurate dynamic application security testing.
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