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102 A BRI E (Q832-Q837):

I #832

Enterprise deploys HCL Workload Automation 10.2 with Docker on OpenShift 4.12 for Red Hat certification compliance. oc new-
app fails with "non-root container security context denied". Docker image requires uid=2000 gid=2000. Which container
deployment configuration using precise SecurityContext resotves OpenShift SCC restrictions?

¢ A. oc adm policy add-scc-to-user anyuid -z hwa-serviceaccount --as systemadmin

¢ B. securityContext: seLinuxOptions: { level: "sO:c1,c2" } runAsUser: 1001

e (. securityContext: runAsUser: 2000 5Group: 2000 supplementalGroups: capabilities: drop: ["ALL"]
¢ D. securityContext: privileged: true allowPrivilegeEscalation: false runAsNonRoot: true

Ef#: C

it

OpenShift container deployment requires securityContext runAsUser: 2000 5Group: 2000 matching HWA Docker non-root uid/gid
with capabilities drop ALL preventing privilege escalation violations, satisfying restricted SCC while enabling /TWS_data writes.
anyuid SCC breaks compliance, privileged escalates security risk, SELinux sO:c1,c2 irrelevant for filesystem access.

HM #833
In variable table customization for HCL Workload Autormation 10.2, which feature allows passing values between jobs?

A. Variable Table job plug-in
B. Dependency resolution

C. Event rule actions

D. Prompt global

E. Parameter database

Ef: A

fEEL:
The dedicated Variable Table job type enables explicit passing or updating of variables across jobs or streans, enhancing
customization by chaining values dynamically.

H R #834

Production HCL. HWA 10.2 audit trails show Liberty auditbox.msg overflow during 2800 conman START/STOP cycles/hour
blocking batchman Intercomnsg reads. DWC audit viewer "Service unavailable". What audit trail configuration prevents Liberty-
specific overflow without disabling security audit?

A. globalopts AUDIT LEVEL=SECURITY; rm auditbox.nmsg
B. appservman config auditBufterSize=512MB; recycle

C. localopts T(auditFlush)=300; evtsize auditbox.msg 25M

D. conman "stopaudit liberty"; batchman tune

EfE: C

AR

localopts T(auditFlush)=300 periodic flushing with evtsize auditbox.msg 25M handles 2800 conman cycles/hour preventing Liberty
auditbox.msg overflow blocking batchman; maintains DWC audit viewer availability versus appserviman buffer risking memory
exhaustion or global audit reduction compromising security maintaining audit trail capacity for troubleshooting,

H A #835
HCL HWA 10.2 conman displays truncated joblist: 1000/5000 jobs shown. conman "dj @" pagmnation issue. What command
shows complete joblist without truncation?

e A conman "dj @ -pagesize=5000"
e B. conman "fulljobs @"
e C. conman"dj @ -all"



¢ D. conman "dj @ -limit=0"
EE: D

R -
Zero limit disables pagination. conman dj @, -limit=0 displays all 5000 jobs without truncation. Script parsing receives complete
dataset for analysis.

E M #836
HCL HWA 10.2 customizing certificates for MDM fails agent communication post-restart: "SSLHandshakeException: No name
matching mdm.corp.com found". Certificate CN=mdm internal but DNS resolves mdm.corp.com. Correct keytool alias

configuration?

A. keytool -genkeypair -alias mdm.corp.com -ext SAN=dns:mdm.corp.comdns:mdm internal - keystore keystore.jks
B. keytool -importcert -alias mdm internal -file mdm.crt -ext SAN=dns:mdm.corp.com -keystore truststore.jks

C. openssl req -new -key mdmkey -subj "/CN=mdm.corp.com" -addext
"subjectAltName=DNS:mdm corp.com DNS:mdm internal"

e D. localopts SSL HOSTNAME VERIFICATION=FALSE

EfE: A

A -

Server certificate requires subjectAltName matching all DN'S names. keytool -genkeypair -alias mdm-server -keyalg RSA -keysize
4096 -ext "SAN=dns:mdm corp.comdns:mdm internal,dns:localhost" -keystore STWA HOME/TWS _eclipse/ssl/keystore.jks -
storepass tws -dname "CN=mdm.corp.com" generates compliant certificate. Agents validate full SAN list, openssls_client -
servername mdm.corp.com succeeds.
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