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PR #212

Your company has workloads running on Compute Engine and on-premises. The Google Cloud Virtual Private Cloud (VPC) is
connected to your WAN over a Virtual Private Network (VPN). You need to deploy a new Compute Engine instance and ensure
that no public Internet traffic can be routed to it. What should you do?

A. Create the instance with Private Google Access enabled.

B. Create a route on the VPC to route all traffic to the instance over the VPN tunnel
C. Create the mnstance without a public IP address.

D. Create a deny-all egress firewall rule on the VPC network.

ER: A

fE A«

Explanation

Get private access to Google services, such as storage, big data, analytics, or machine learning, without having to give your service a
public IP address. Reference: https/cloud.google.com/vpc

FRE #213
Your company has a 3-tier solution running on Compute Engine. The configuration of the current infrastructure is shown below.

I > Google Cloud Platform

VPC

Subnet Tier#1 10.0.1.0/24

Instance Tier 1
Compute Engine

Subnet Tier®2 10.0.2 0/

Instance Tier 2
Compute Engine

Subnet Tier#3 10.0.3.0/24

: Instance Tier 3
Compute Engine

Each tier has a service account that is associated with all instances within it. You need to enable communication on TCP port 8080
between tiers as follows:

* Instances in tier #1 must communicate with tier #2.

* Instances in tier #2 must communicate with tier #3.

What should you do?

e A. 1. Create an ingress firewall rule with the following settings:* Targets: all instances with tier #2 service account™ Source
filter: all instances with tier #1 service account™ Protocols: allow TCP:80802. Create an ingress firewall rule with the following
settings:* Targets: all instances with tier #3 service account™ Source filter: all instances with tier #2 service account®
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Protocols: allow TCP: 8080

¢ B. 1. Create an egress firewall rule with the following settings:* Targets: all instances* Source filter: IP ranges (with the range
set to 10.0.2.0/24)* Protocols: allow TCP: 80802. Create an egress firewall rule with the following settings:* Targets: all
instances™® Source filter: [P ranges (with the range set to 10.0.1.0/24)* Protocols: allow TCP: 8080

e C. 1. Create an ingress firewall rule with the following settings:* Targets: all instances with tier #2 service account™ Source
filter: all instances with tier #1 service account™ Protocols: allow all2. Create an ingress firewall rule with the following
settings:* Targets: all instances with tier #3 service account™ Source filter: all instances with tier #2 service account™
Protocols: allow all

e D. 1. Create an ingress firewall rule with the following settings:* Targets: all instances™ Source filter: IP ranges (with the range
set to 10.0.2.0/24)* Protocols: allow all2. Create an ingress firewall rule with the following settings:* Targets: all instances*
Source filter: IP ranges (with the range set to 10.0.1.0/24)* Protocols: allow all

BER: A

f A«

1. Create an ingress firewall rule with the following settings:

* Targets: all instances with tier #2 service account

* Source filter: all instances with tier #1 service account

* Protocols: allow TCP:8080 2. Create an ingress firewall rule with the following settings:
* Targets: all instances with tier #3 service account

* Source filter: all instances with tier #2 service account

* Protocols: allow TCP: 8080

R #214
You are working with a Cloud SQL MySQL database at your company. You need to retain a month-end copy of the database for
three years for audit purposes. What should you do?

e A. Set up an on-demand backup tor the first of the month Write the backup to an Archive class Cloud Storage bucket

e B. Set up an export job for the first of the month Write the export file to an Archive class Cloud Storage bucket

e C. Sawe file automatic first-of-the- month backup for three years Store the backup file in an Archive class Cloud Storage
bucket

¢ D. Convert the automatic first-of-the-month backup to an export file Write the export file to a Coldline class Cloud Storage
bucket

EX: B

fE AR A«

Explanation

https/cloud. google.convsql/docs/mysql/backup-recovery/backupstican i export a backup
https//cloud. google.convsql/docs/mysql/import-export#automating_export operations

P& #215

You have recently joined a startup who is migrating their infrastructure from AWS to Google Cloud. A junior was assigned the task
of migrating one of their web server with Amazon Linux OS from AWS to GCP in a public subnet of custom VPC. He was able to
migrate the instance successfully but is unable to get SSH access of migrated instance. What are the possible steps to look for?

(Multiple Answer)

A. Check ifhe has attached correct firewall rule with port udp:22 open to the instance.

B. Make sure the firewall is attached to the instance with tcp port 22 open.

C. Google Cloud does not support Amazon Linux images because of market competition.
D. Ask ifhe has added SSH key to the instance while launching phase.

Z%: BD

R #216
You just installed the Google Cloud CLI on your new corporate laptop. You need to list the existing instances of your company on
Google Cloud. What must you do before you run the gcloud compute instances list command?



Choose 2 answers

¢ A Create a Google Cloud service account, and download the service account key. Place the key file in a folder on your
machine where geloud CLI can find it.

B. Run gcloud auth login, enter your login credentials in the dialog window, and paste the received login token to gcloud CLI.
C. Run geloud config set project $my project to set the default project for geloud CLL

¢ D. Download your Cloud Identity user account key. Place the key file in a folder on your machine where gcloud CLI can find
1t.

E. Run geloud config set compute/zone $my zone to set the default zone for geloud CLL

EX: BC

R -

Before you run the geloud compute instances list command, you need to do two things: authenticate with your user account and set
the default project for gcloud CLL

To authenticate with your user account, you need to run geloud auth login, enter your login credentials in the dialog window, and
paste the received login token to gcloud CLI. This will authorize the gcloud CLI to access Google Cloud resources on your behalfl.
To set the default project for gcloud CLI, you need to run gcloud config set project $my_project, where $my _project is the ID of
the project that contains the instances you want to list. This will save you from having to specify the project flag for every gcloud
command?.

Option B is not recommended, because using a service account key increases the risk of credential leakage and misuse. It is also not
necessary, because you can use your user account to authenticate to the gcloud CLI3. Option C is not correct, because there is no
such thing as a Cloud Identity user account key. Cloud Identity is a service that provides identity and access management for Google
Cloud users and groups4. Option D is not required, because the gcloud compute instances list command does not depend on the
default zone. You can list instances from all zones or filter by a specific zone using the --filter flag,

Reference:

1: https//cloud.google.conysdk/docs/authorizing

2: https//cloud.google.conmysdk/gcloud/reference/config/set

3: https/cloud.google.convianm/docs/best-practices- for-managing-service-account-keys

4: https//cloud.google.convidentity/docs/overview

5: httpsy/cloud.google.convsdk/gcloud/reference/compute/instances/list
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