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Topic 1
Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
the configuration of firewalls and intrusion detection systems.

Topic 2

Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systems.

Topic 3

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirements, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering.

Topic 4

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
intelligence concepts to enhance operational security.

CompTIA SecurityX Certification Exam Sample Questions (Q222-Q227):
NEW QUESTION # 222 
An organization mat performs real-time financial processing is implementing a new backup solution Given the following business
requirements?
* The backup solution must reduce the risk for potential backup compromise
* The backup solution must be resilient to a ransomware attack.
* The time to restore from backups is less important than the backup data integrity
* Multiple copies of production data must be maintained
Which of the following backup strategies best meets these requirement?

A. Enabling remote journaling on the databases to ensure real-time transactions are mirrored
B. Creating a secondary, immutable storage array and updating it with live data on a continuous basis
C. Setting up antitempering on the databases to ensure data cannot be changed unintentionally
D. Utilizing two connected storage arrays and ensuring the arrays constantly sync

Answer: B

Explanation:
* A. Creating a secondary, immutable storage array and updating it with live data on a continuous basis:
An immutable storage array ensures that data, once written, cannot be altered or deleted. This greatly reduces the risk of backup
compromise and provides resilience against ransomware attacks, as the ransomware cannot modify or delete the backup data.
Maintaining multiple copies of production data with an immutable storage solution ensures data integrity and compliance with the
requirement for multiple copies.
Other options:
* B. Utilizing two connected storage arrays and ensuring the arrays constantly sync: While this ensures data redundancy, it does not
provide protection against ransomware attacks, as both arrays could be compromised simultaneously.
* C. Enabling remote journaling on the databases: This ensures real-time transaction mirroring but does not address the requirement
for reducing the risk of backup compromise or resilience to ransomware.
* D. Setting up anti-tampering on the databases: While this helps ensure data integrity, it does not provide a comprehensive backup
solution that meets all the specified requirements.
References:
* CompTIA Security+ Study Guide
* NIST SP 800-209, "Security Guidelines for Storage Infrastructure"
* "Immutable Backup Architecture" by Veeam

NEW QUESTION # 223 
An external SaaS solution user reports a bug associated with the role-based access control module. This bug allows users to bypass



system logic associated with client segmentation in the multitenant deployment model. When assessing the bug report, the developer
finds that the same bug was previously identified and addressed in an earlier release. The developer then determines the bug was
reintroduced when an existing software component was integrated from a prior version of the platform. Which of the following is the
best way to prevent this scenario?

A. Regression testing
B. Software composition analysis
C. Automated test and retest
D. User acceptance testing
E. Code signing

Answer: A

Explanation:
Regression testing is a software testingpractice that ensures that recent code changes have not adversely affected existing
functionalities. In this scenario, the reintroduction of a previously fixed bug indicates that changes or integrations brought back the old
issue. Implementing comprehensive regression testing would help detect such reintroductions by systematically retesting the existing
functionalities whenever changes are made to the codebase. This practice is crucial in maintaining the integrity of the application,
especially in complexsystems where multiple components interact.
Reference:

NEW QUESTION # 224 
The material finding from a recent compliance audit indicate a company has an issue with excessive permissions. The findings show
that employees changing roles or departments resultsin privilege creep.
Which of the following solutions are the best ways to mitigate this issue? (Select two).
Setting different access controls defined by business area

A. Requiring periodic job rotation
B. Designing a least-needed privilege policy
C. Implementing a role-based access policy
D. Performing periodic access reviews
E. Establishing a mandatory vacation policy

Answer: C,D

Explanation:
To mitigate the issue of excessive permissions and privilege creep, the best solutions are:
Implementing a Role-Based Access Policy:
Role-Based Access Control (RBAC): This policy ensures that access permissions are granted based on the user's role within the
organization, aligning with the principle of least privilege. Users are only granted access necessary for their role, reducing the risk of
excessive permissions.

NEW QUESTION # 225 
An organization is planning for disaster recovery and continuity of operations, and has noted the following relevant findings:
1. A natural disaster may disrupt operations at Site A, which would then cause an evacuation. Users are unable to log into the
domain from-their workstations after relocating to Site B.
2. A natural disaster may disrupt operations at Site A, which would then cause the pump room at Site B to become inoperable.
3. A natural disaster may disrupt operations at Site A, which would then cause unreliable internet connectivity at Site B due to route
flapping.
INSTRUCTIONS
Match each relevant finding to the affected host by clicking on the host name and selecting the appropriate number.
For findings 1 and 2, select the items that should be replicated to Site B. For finding 3, select the item requiring configuration
changes, then select the appropriate corrective action from the drop-down menu.



Answer:

Explanation:
See the complete solution below in Explanation:
Explanation:
Matching Relevant Findings to the Affected Hosts:
Finding 1:
Affected Host: DNS
Reason: Users are unable to log into the domain from their workstations after relocating to Site B, which implies a failure in domain



name services that are critical for user authentication and domain login.
Finding 2:
Affected Host: Pumps
Reason: The pump room at Site B becoming inoperable directly points to the critical infrastructure components associated with
pumping operations.
Finding 3:
Affected Host: VPN Concentrator
Reason: Unreliable internet connectivity at Site B due to route flapping indicates issues with network routing, which is often managed
by VPN concentrators that handle site-to-site connectivity.
Corrective Actions for Finding 3:
Finding 3 Corrective Action:
Action: Modify the BGP configuration
Reason: Route flapping is often related to issues with Border Gateway Protocol (BGP) configurations.
Adjusting BGP settings can stabilize routes and improve internet connectivity reliability.
Replication to Site B for Finding 1:
Affected Host: DNS
Domain Name System (DNS) services are essential for translating domain names into IP addresses, allowing users to log into the
network. Replicating DNS services ensures that even if Site A is disrupted, users at Site B can still authenticate and access
necessary resources.
Replication to Site B for Finding 2:
Affected Host: Pumps
The operation of the pump room is crucial for maintaining various functions within the infrastructure.
Replicating the control systems and configurations for the pumps at Site B ensures that operations can continue smoothly even if Site
A is affected.
Configuration Changes for Finding 3:
Affected Host: VPN Concentrator
Route flapping is a situation where routes become unstable, causing frequent changes in the best path for data to travel. This
instability can be mitigated by modifying BGP configurations to ensure more stable routing.
VPN concentrators, which manage connections between sites, are typically configured with BGP for optimal routing.
References:
CompTIA Security+ Study Guide: This guide provides detailed information on disaster recovery and continuity of operations,
emphasizing the importance of replicating critical services and making necessary configuration changes to ensure seamless operation
during disruptions.
CompTIA Security+ Exam Objectives: These objectives highlight key areas in disaster recovery planning, including the replication of
critical services and network configuration adjustments.
Disaster Recovery and Business Continuity Planning (DRBCP): This resource outlines best practices for ensuring that operations can
continue at an alternate site during a disaster, including the replication of essential services and network stability measures.
By ensuring that critical services like DNS and control systems for pumps are replicated at the alternate site, and by addressing
network routing issues through proper BGP configuration, the organization can maintain operational continuity and minimize the
impact of natural disasters on their operations.

NEW QUESTION # 226 
A global organization wants to manage all endpoint and user telemetry. The organization also needs to differentiate this data based
on which office it is correlated to. Which of the following strategies best aligns with this goal?

A. Centralized logging
B. Data labeling
C. Continuous monitoring
D. Sensor placement

Answer: B

Explanation:
Comprehensive and Detailed Explanation:
Managing telemetry and differentiating it by office requires a way to categorize data. Let's evaluate:
* A. Sensor placement:Useful for data collection but doesn't inherently differentiate by office.
* B. Data labeling:Assigns metadata (e.g., office location) to telemetry, enabling differentiation. This aligns with CAS-005's focus on
data management for security operations.
* C. Continuous monitoring:Ensures ongoing data collection but doesn't address differentiation.



NEW QUESTION # 227
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