PCA(Principal Component Analysis)2 PLS(Partial Least Square)
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¢ Instrumentation and Exporters: This domain evaluates the abilities of Software Engineers and addresses the
methods for integrating Prometheus into applications. It includes the use of client libraries, the process of

=R 1 mstrumenting code, and the proper structuring and naming of metrics. The section also introduces exporters

that allow Prometheus to collect metrics from various systems, ensuring efficient and standardized

monitoring implementation.

¢ PromQL: This section of the exam measures the skills of Monitoring Specialists and focuses on
Prometheus Query Language (PromQL) concepts. It covers data selection, calculating rates and

=x 2 derivatives, and performing aggregations across time and dimensions. Candidates also study the use of

binary operators, histograms, and timestamp metrics to analyze monitoring data effectively, ensuring

accurate interpretation of system performance and trends.

¢ Observability Concepts: This section of the exam measures the skills of Site Reliability Engineers and

covers the essential principles of observability used in modern systens. It focuses on understanding
=3 metrics, logs, and tracing mechanisims such as spans, as well as the difference between push and pull data
collection methods. Candidates also learn about service discovery processes and the findamentals of
defining and maintaining SLOs, SLAs, and SLIs to monitor performance and reliability.

¢ Alerting and Dashboarding: This section of the exam assesses the competencies of Cloud Operations

Engineers and focuses on monitoring visualization and alert management. It covers dashboarding basics,
= 4 alerting rules configuration, and the use of Alertmanager to handle notifications. Candidates also learn the
core principles of when, what, and why to trigger alerts, ensuring they can create reliable monitoring
dashboards and proactive alerting systems to maintain system stability.
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¢ Prometheus Fundamentals: This domain evaluates the knowledge of DevOps Engineers and emphasizes the

core architecture and components of Prometheus. It includes topics such as configuration and scraping
=X 5 techniques, limitations of the Prometheus system, data models and labels, and the exposition format used
for data collection. The section ensures a solid grasp of how Prometheus functions as a monitoring and
alerting toolkit within distributed environments.
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EE#16

Which PromQL expression computes how many requests in total are currently in-flight for the following time series data?
apiserver_current_inflight requests {instance="1"} 5

apiserver_current_inflight requests {instance="2"} 7

A. min(apiserver_current_inflight requests)
B. max(apiserver current_inflight requests)
C. sum over_time(apiserver_current_inflight requests[10m])
D. sum(apiserver_current inflight requests)

HE: D

Y.

In Prometheus, when you have multiple time series that represent the same type of measurement across different instances, the sum()
aggregation operator is used to compute their total value.

Here, each instance (1 and 2) exposes the metric apiserver current_inflight requests, indicating the number of active API requests
currently being processed.

To find the total number of in-flight requests across all instances, the correct expression is:
sum(apiserver_current_inflight requests)

This returns 5 + 7 = 12.

min() would return the lowest value (5).

max() would return the highest value (7).

sum over_time() calculates the cumulative sum over a range vector, not the current value, so it's incorrect here.

Reference:

Verified from Prometheus documentation - Aggregation Operators and Summing Across Dimensions sections.

AE#17
Which exporter would be best suited for basic HTTP probing?

A. SNMP exporter
B. Blackbox exporter
C. JMX exporter

D. Apache exporter

He: B

MY

The Blackbox Exporter is the Prometheus component designed specifically for probing endpoints over various network protocols,
including HTTP, HTTPS, TCP, ICMP, and DNS. It acts as a generic probe service, allowing Prometheus to test endpoints'
availability, latency, and correctness without requiring instrumentation in the target application itself.
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For basic HTTP probing, the Blackbox Exporter performs HTTP GET or POST requests to defined URLs and exposes metrics
like probe success, latency, response code, and SSL certificate validity. This makes it ideal for uptime and availability monitoring,
By contrast, the JMX exporter is used for collecting metrics from Java applications, the Apache exporter for Apache HTTP Server
metrics, and the SNMP exporter for network devices. Thus, only the Blackbox Exporter serves the purpose of HTTP probing.
Reference:

Verified from Prometheus documentation - Blackbox Exporter Overview and Exporter Usage Guidelines.

EE #18
What is api_http requests_total in the following metric?
api_http requests_total{method="POST", handler="/messages"}

A. "api_http requests_total" is a metric type.

B. "api_http requests_total" is a metric label name.
C. "api _http _requests_total" is a metric name.

D. "api_http requests_total"is a metric field.

HE: C

HE:

In Prometheus, the part before the curly braces {} represents the metric name. Therefore, in the metric

api http_requests_total{method="POST", handler="/messages"}, the termapi http requests_total is the metric name. Metric names
describe the specific quantity being measured - in this exanmple, the total number of HTTP requests received by an APL

The portion within the braces defines labels, which provide additional dimensions to the metric. Here, method="POST" and
handler="/messages" are labels describing request attributes. The metric name should follow Prometheus conventions: lowercase
letters, numbers, and underscores only, and ending in _total for counters.

This naming scheme ensures clarity and standardization across instrumented applications. The metric type (e.g,, counter, gauge) is
declared separately in the exposition format, not within the metric name itself.

Reference:

Verified from Prometheus documentation - Metric and Label Naming, Data Model, and Instrumentation Best Practices sections.

AE#19
How can you use Prometheus Node Exporter?

A. You can use it to collect metrics for hardware and OS metrics.

B. You can use it to instrument applications with metrics.

C. You canuse it to probe endpoints over HTTP, HTTPS.

D. You can use it to collect resource metrics from the application HTTP server.

e A

ME:

The Prometheus Node Exporter is a core system-level exporter that exposes hardware and operating system metrics from *nix-
based hosts. It collects metrics such as CPU usage, memory, disk 1/0, filesystem space, network statistics, and load averages.

It runs as a lightweight daemon on each host and exposes metrics via an HTTP endpoint (default: :9100/metrics), which Prometheus
scrapes periodically.

Key clarification:

It does not instrument applications (A).

It does not collect metrics directly from application HTTP endpoints (B).

It is unrelated to HTTP probing tasks - those are handled by the Blackbox Exporter (D).

Thus, the correct use of the Node Exporter is to collect and expose hardware and OS-level metrics for Prometheus monitoring,
Reference:

Extracted and verified from Prometheus documentation - Node Exporter Overview, Host-Level Monitoring, and Exporter Usage
Best Practices sections.

EE #20
Given the metric prometheus_tsdb_lowest timestamp_seconds, how do you know in which month the lowest timestamp of your
Prometheus TSDB belongs?



A. month(prometheus _tsdb_lowest _timestamp_seconds)

B. format date(prometheus tsdb lowest timestamp seconds,"%oM")
C. (time() - prometheus_tsdb_lowest timestamp_seconds) / 86400
D. prometheus tsdb lowest timestamp seconds % month

HE: C

Y.

The metric prometheus_tsdb_lowest _timestamp_seconds provides the oldest stored sample timestamp in Prometheus's local TSDB
(in Unix epoch seconds). To determine the age or approximate date of this timestamp, you compare it with the current time (using
time() in PromQL).

The expression:

(time() - prometheus_tsdb_lowest _timestamp_seconds) / 86400

converts the difference between the current time and the oldest timestamp from seconds into days (1 day = 86,400 seconds). This
gives the number of days since the earliest sample was stored, allowing you to infer the time range and approximate month manually.
The other options are invalid because PromQL does not support direct date formatting (format_date) or month() extraction
functions.

Reference:

Extracted and verified from Prometheus documentation - TSDB Internal Metrics, Time Functions in PromQL, and Using time() for
Relative Calculations.
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