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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q224-Q229):
NEW QUESTION # 224 
HOTSPOT
How many files in Site2 can User1 and User2 access after you turn on DLPpolicy1? To answer, select the appropriate options in
the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
A screenshot of a computer AI-generated content may be incorrect.
Understanding DLP Policy Impact on File Access
The DLP policy (DLPpolicy1) applies to Site2 and restricts access when:
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# Content contains SWIFT Codes.
# Instance count is 2 or more.
File Analysis (Based on SWIFT Codes Count)
A screenshot of a computer AI-generated content may be incorrect.
Files that remain accessible (not restricted by DLP):
# File1.docx (Contains only 1 SWIFT Code # Below restriction threshold) User access after DLP policy is applied:
A screenshot of a computer AI-generated content may be incorrect.
User1 (Site Owner):
# Has higher privileges and can override DLP restrictions (through admin intervention).
# Can access 2 files (File1.docx + override access to another file).
User2 (Site Visitor):
# Has read-only access but DLP blocks access to restricted files.
# Can only access 1 file (File1.docx), since all others are restricted.

NEW QUESTION # 225 
You have two Microsoft 365 subscriptions named Contoso and Fabrikam. The subscriptions contain the users shown in the
following table.
You have a sensitivity label named Sensitivity! as shown in the exhibit. (Click the Exhibit tab) you have the files shown in the
following table.
For each of the following statements, select yes if the statement is true. Otherwise select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 226 
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Which users will Microsoft Purview insider risk management flag as potential high-impact users?

A. User1, User2, User3, and User4
B. User1 and User2 only
C. User1, User2, and User3 only
D. User2 and User3 only

Answer: A

Explanation:
Microsoft Purview Insider Risk Management flags high-impact users based on various risk factors, including role, access to
confidential data, and influence within an organization. Let's analyze each user:
User1 (Regional Manager, assigned Reader role, manages department managers) Risk Factors:
*Holds a managerial position (regional manager).
*Manages multiple department managers, indicating organizational influence.
*Access to critical business information.
Flagged? -Yes (Managerial role and access to confidential data).
User2 (HR department manager, no Microsoft Entra roles, manages HR department users) Risk Factors:
*Manages HR department users, meaning they likely handle sensitive employee data.
*HR roles are often considered high-risk due to access to personal and payroll data.
Flagged? -Yes (HR role and access to sensitive employee data).
User3 (Developer, reports to User2, only user in compliance, assigned Compliance Administrator role) Risk Factors:
*Compliance Administrator role grants access to sensitive security and regulatory data.
*Only person in the compliance department, meaning they hold a critical role.
*Potentially high impact on compliance and security settings.
Flagged? -Yes (Privileged Compliance Administrator role).
User4 (Assistant to User1, no Entra roles, handles confidential data on behalf of User1) Risk Factors:
*Handles a high volume of confidential data on behalf of a regional manager.



*Assistants with access to sensitive data are considered insider risk candidates.
Flagged? -Yes (High access to sensitive information).
Since all four users fit high-impact criteria (managerial roles, privileged compliance access, handling sensitive data), Microsoft
Purview Insider Risk Management will flag all of them.

NEW QUESTION # 227 
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site1.
You need to deploy a Microsoft Purview insider risk management solution that will generate an alert when users share sensitive
information on Site1 with external recipients.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct answer is worth one point.

A. Create a data loss prevention (DLP) policy.
B. Create an insider risk policy.
C. Turn on analytics.
D. Configure adaptive protection.
E. Turn on indicators.

Answer: B,E

Explanation:
Turning on indicators is required to enable the monitoring of user activities, such as file sharing and access to sensitive data, which
are used by insider risk policies to evaluate risk.
Creating an insider risk policy allows you to define risk scenarios, such as data leaks to external users, and trigger alerts when the
policy conditions are met, including sensitive info sharing from SharePoint Online (Site1).
Reference:
https://learn.microsoft.com/en-us/purview/insider-risk-management-settings-policy-indicators

NEW QUESTION # 228 
Hotspot Question
You have a new Microsoft 365 E5 tenant.
You need to create a custom trainable classifier that will detect product order forms. The solution must use the principle of least
privilege.
What should you do first? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
The opt-in can't be performed by the Compliance Administrator, the GA is required:
"To access classifiers in the UI:
the Global admin needs to opt in for the tenant to create custom classifiers.
Compliance Administrator role is required to train a classifier."
https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started- with?view=o365-worldwide

NEW QUESTION # 229
......
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