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=8 #101

Which two actions should administrators take after receiving a malware detection alert in NSX?
(Choose two)

Response:

A. Disable the Distributed Firewall until further inspection

B. Restart NSX-T Manager services to clear cache

C. Check for additional threats using NSX Intelligence flow maps
D. Isolate the affected workload from the network

E. Move all VMs in the same cluster to a maintenance state
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il /8 #102
Which two best practices should be followed when deploying IDPS across large-scale private cloud environments?

(Choose two)
Response:

A. Disable NSX Manager alerts to avoid false positives

B. Use adaptive threat profiles based on workload risk level
C. Apply identical rules to every tenant for uniform protection
D. Enable logging for every rule regardless of impact

E. Tune detection signatures based on observed traffic patterns

ZX: BE

IR #103
‘Which approach best ensures accurate application dependency mapping for micro-segmentation?
Response:

A. Review VM snapshot history and deploy generic policies
B. Use NSX flow analytics to monitor traffic over time

C. Create rules based on MAC address whitelisting

D. Analyze vSphere health check reports

ZX: B

F 8 #104
What distinguishes a context-aware firewall policy froma traditional firewall rule?
Response:

A. It ncorporates user identity, device posture, and application context
B. It uses only static IP ranges for access control

C. It only filters DNS and ICMP traffic

D. It applies policies at the switch uplink level

BEE: A

FIRE #105
Which construct does vDefend use to associate containerized workloads with firewall policies?
Response:

A. Overlay Transport Zones

B. IP Pools

C. NSX Tags and Security Groups
D. Storage Profiles

ZER: C
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