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Fortinet NSE6_OTS_ AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Asset management: Covers understanding OT standards and how Fortinet aligns with compliance
requirements in industrial environments. It also includes using the Fortinet Security Fabric to manage assets

Topic 1
ope and implementing device detection using FortiGate and FortiNAC.

o Network access control: Focuses on OT Ethernet fundamentals and designing secure network
segmentation strategies. It also includes configuring authentication methods to control and verify access to

Topic 2 the OT network.

¢ Network security: Explains how to apply security inspections specifically for industrial protocols and
implement virtual patching to protect vulnerable systens. It also includes configuring automation to enhance

Topic 3
P threat response and operational efficiency.

¢ Monitoring and risk assessment: Covers creating event handlers in FortiAnalyzer to monitor network
activity and detect threats. It also includes performing risk assessments and analyzing security reports to

Topic 4 o
support ongoing risk management.
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log in to learn more, at the same time, and people can use the machine online of NSE6_OTS_AR-7.6 test prep on all kinds of
eletronic devides.

Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q21-Q26):

NEW QUESTION # 21

Refer to the exhibit, which shows a nonprotected OT environment. An administrator needs to implement appropriate protection on
the OT network.

Which three steps should an administrator take to protect the OT network? (Choose three.)

A. Deploy a FortiGate device within each ICS network.

B. Use segmentation.

C. Configure firewall policies with web filtering to protect the different ICS networks.

D. Configure firewall policies with industrial protocol sensors.

E. Deploy an edge FortiGate between the internet and the OT network as a one-arm sniffer.

Answer: A,B,D

Explanation:

Use segmentation: Network segmentation is critical n an OT environment to isolate different ICS (Industrial Control System)
networks and protect sensitive systerms. This limits the spread of threats and provides controlled access between segments.
Deploy a FortiGate device within each ICS network: Deploying FortiGate devices in each ICS network ensures that localized
security measures are in place to detect and prevent unauthorized access or threats.

Configure firewall policies with industrial protocol sensors: Configuring policies with industrial protocol sensors helps monitor and
protect OT-specific traffic (e.g., Modbus, DNP3).

This enables the FortiGate to detect and respond to malicious activities targeting OT protocols.

NEW QUESTION # 22
Refer to the exhibit. Which statement is true about application control inspection?
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A. You can control security actions only on the parent-level application signature

B. The parent signature takes precedence over the child application signature.

C. Security actions cannot be applied on the lowest level of the hierarchy.

D. The industrial application control inspection process is unique among application categories.

Answer: B

Explanation:

Application control inspection in Fortinet firewalls utilizes a hierarchical structure where applications are categorized and classified. A
parent signature encompasses a group of related child applications. Ifa security action is defined on the parent signature, it will apply
to all child applications within that group. Therefore, the parent signature takes precedence over the child application signature,
meaning if a child application is allowed access based on its own signature but the parent signature has a blocking rule, the child
application will still be blocked.

NEW QUESTION # 23
Refer to the exhibit. A partial OT network is shown.
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In this OT network, you must add additional security measures to detect OT protocols and, therefore, increase the traffic visibility.
‘Which security sensor must you implement to detect the OT protocols in this network? (Choose one answer)

A. TIPS sensor on FortiGate Level5

B. Device detection on all the FortiGate interfaces

C. Inline IDS on FortiGate Level3

D. Application sensor set to monitor on all the FortiGate devices

Answer: D

NEW QUESTION # 24
‘What are two advantages provided by ndustrial Ethernet? (Choose two answers)

A. Real-time control
B. Encryption

C. Determmism

D. Remote access

Answer: A,C

Explanation:

The correct answers are B. Real-time control and D. Determmism. The study guide defines industrial Ethernet as the "use of Ethernet
and TCP/IP as transport mechanisis for industrial protocols” and states that it provides "real-time control," "low latency," and
"determinism (meaning reliable and predictable data delivery)" in harsh environments. It firther explains that industrial Ethernet
"provides deterministic commumnication between machine controllers, actuators, sensors, and other units." These statements directly



confirm that the two key advantages are real-time control and determinism

The other options are not supported by the study guide as core advantages of industrial Ethernet. Encryption is not listed as one of
the benefits in this section, and remote access is discussed elsewhere in the OT architecture but not as a defining advantage of
industrial Ethernet itself. The guide is explicit that the main benefits here are predictable delivery and real-time commumnication, which
are essential in industrial control environments where timing and reliability matter.

NEW QUESTION # 25

An OT administrator configured and ran a default application risk and control report in FortiAnalyzer to learn more about the key
application crossing the network. However, the report output is empty despite the fact that some related real-time and historical logs
are visible in the FortiAnalyzer.

What are two possible reasons why the report output was empty? (Choose two.)

A. The administrator selected the wrong hcache table for the report.

B. The administrator selected the wrong devices in the Devices section.

C. The administrator selected the wrong time period for the report.

D. The administrator selected the wrong logs to be indexed in FortiAnalyzer.

Answer: B,C

NEW QUESTION # 26
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