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A #21
What are two advantages of using zero-trust tags? (Choose two.)

e A, Zero-trust tags can be used to allow or deny access to network resources.
e B. Zero-trust tags can help monitor endpoint system resource usage.
e (. Zero-trust tags can determine the security posture of an endpoint.
e D. Zero-trust tags can be assigned to endpoint profiles based on user groups.
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fEERA -
Zero-trust tags assess endpoint compliance based on defined posture rules and are used in access policies to control whether a
device is permitted or denied access to specific network resources.

HF #22
How does FortiSASE hide user information when viewing and analyzing logs?

¢ A. By hashing log data
¢ B. By compressing log data

¢ (. By masking log data
¢ D. By tokenization in log data

EfE: A

A -
FortiSASE hides user information in logs by using hashing, which anonymizes sensitive data such as usernames or [P addresses while
still allowing for consistent tracking and analysis.

HM #23
Which two of the following can release the network lockdown on the endpoint applied by FortiSASE? (Choose two.)

¢ A. When the endpoint connects to the FortiSASE tunnel

¢ B. When the endpoint is determined as compliant using ZTNA tags
e C. When the endpoint is rebooted

e D. When the endpoint is determined as on-net

Ef#: A. B

R :
FortiSASE releases network lockdown when the endpoint re-establishes the tunnel connection or when it is verified as compliant
through ZTNA tag evaluation, ensuring it meets security posture requirements.

B #24
For monitoring potentially unwanted applications on endpoints, which information is available on the FortiSASE software installations

page?

e A the license status of the software

¢ B. the vendor of the software

e (. the endpoint the software is installed on
¢ D. the usage frequency of the software

EfE: C

R -
The FortiSASE software installations page shows which endpoints have specific software installed, allowing administrators to
monitor potentially unwanted applications across the network.

B #25

Refer to the exhibits. Jumpbox and Windows-AD are endpoints from the same remote location.

Jumpbox can access the internet through FortiSASE, while Windows-AD can no longer access the internet.
Based on the information in the exhibits, which reason explains the outage on Windows-AD?
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e A. The remote VPN user on Windows-AD no longer matches any VPN policy.
e B. The device posture for Windows-AD has changed.
e C. Windows-AD is excluded from FortiSASE management.



¢ D. The FortiClient version installed on Windows AD does not match the expected version on FortiSASE.
Ef&: B

A -

The Windows-AD endpoint now has both "FortiSASE-Compliant" and "FortiSASE-Non- Compliant" tags due to failing the
antivirus software check. As a result, the Secure Internet Access Policy matches the "Non-Compliant" rule, which is set to Deny,
causing the device to lose internet access.
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