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17. Frage
What process is required by PCI DSS for protecting card-reading devices at the point-of-sale?

A. Device identifiers and security labels are periodically replaced.

B. Devices are periodically inspected to detect unauthorized card skimmers.

C. Devices are physically destroyed if there is suspicion of compromise.

D. The serial number of each device is periodically verified with the device manufacturer.

Antwort: B

Begrindung;

Requirement9.9.20f PCI DSS v4.0.1 mandates that entitiesregularly inspect POS devicesto detect signs of tampering or skimming.
This includes physical inspections to identify unexpected additions, unauthorized stickers, broken seals, etc.

* Option A:Correct. Regular inspection for skimming/tampering is required.

* Option Bincorrect. There is no mandate for manufacturer serial number verification.

* Option C:ncorrect. PCI DSS does not require routine replacement of device identifiers or labels.

* Option Dincorrect. Devices may be investigated if compromised, but not necessarily destroyed.

Reference:PCI DSS v4.0.1 - Requirement 9.9.2.

18. Frage
Which statement is true regarding the use of intrusion detection techniques, such as intrusion detection systems and/or intrusion
protection systems (IDS/IPS)?

A. Intrusion detection techniques are required on all system components.

B. Intrusion detection techniques are required to alert personnel of suspected compromises.

C. Intrusion detection techniques are required to identify all instances of cardholder data.

D. Intrusion detection techniques are required to isolate systems in the cardholder data environment from all other systerns.

Antwort: B

Begrindung;

Requirement 11.5. 1mandates that organisations deployintrusion-detection or prevention toolstomonitor traffic and generate alertsfor
suspicious activity. The goal is tonotify personnel quicklyofa possible breach.

* Option A#Incorrect. IDS/IPS isnot requiredon every component - only where it adds value.

* Option B#Correct. IDS/IPS must be configured toalert on potential compromises.

* Option C#lncorrect. Segmentation is a separate concern under Requirement 1.

* Option D#Incorrect. IDS is not for discovering cardholder data.

19. Frage
Which of'the following statements Is true whenever a cryptographic key Is retired and replaced with a new key?

A. Anew key custodian must be assigned.

B. All data encrypted under the retired key must be securely destroyed.

C. The retired key nust not be used for encryption operations.

D. Cryptographic key components from the retired key must be retained for 3 months before disposal

Antwort: C

Begriindung;

Key Management Requirements:

* PCI DSS Requirement 3.6.5 specifies that when a cryptographic key is retired, it must no longer be used for encryption
operations but may still be retained for decryption purposes as needed (e.g., to decrypt historical data until it is re-encrypted with the
new key).

Secure Key Retirement:

* Retired keys should be securely stored or destroyed based on the organization's key management policy to prevent unauthorized
access Or Misuse.

Reference in PCI DSS Documentation:

* Section 3.6.5 emphasizes that retired keys must be rendered nactive for further encryption while allowing use for decryption,
ensuring data continuity and compliance.



20. Frage
‘What must the assessor verify when testing that PAN is protected whenever it is sent over the Internet?

A. The security protocol is configured to accept all digital certificates.
B. The security protocol is configured to support earlier versions.

C. The PAN is encrypted with strong cryptography.

D. The PAN is securely deleted once the transmission has been sent.

Antwort: C

Begriindung;

UnderRequirement 4.2.1.1, PAN (Primary Account Number) must be protected usingstrong cryptographywhenever it is transmitted
overopen, public networks, including the Internet. Assessors are expected to verify that the cryptographic protocols (e.g., TLS 1.2
or higher) are properly implemented and that weak protocols (e.g., SSL, early TLS) are disabled.

* Option A#Incorrect. Supporting earlier protocol versions (e.g., SSL, TLS 1.0) isnon-compliant.

* Option B#Correct. Strong encryption (e.g., AES over TLS 1.2 or higher) must be verified.

* Option C#lIncorrect. Acceptingall certificatescould allowMITM (Man-in-the-Middle)attacks.

* Option D#Incorrect. Deleting PAN after transmission is not a substitute for protecting it during transmission.

21. Frage

An entity accepts e-commerce payment card transactions and stores account data in a database. The database server and the web
server are both accessible from the Internet. The database server and the web server are on separate physical servers. What is
required for the entity to meet PCI DSS requirements?

¢ A. The web server should be moved into the internal network.

¢ B. The database server should be relocated so that it is not accessible from untrusted networks.

¢ (. The database server should be moved to a separate segment from the web server to allow for more concurrent
connections.

e D. The web server and the database server should be mstalled on the same physical server.

Antwort: B

Begrindung;

Requirement 1.3.7andRequirement 3.3.1emphasise thatdatabases storing cardholder data must not be directly accessible from the
Internet or untrusted networks. The database must be behind firewalls and accessible only via controlled, authorised connections.
* Option A#Incorrect. Combining servers may violate the one-finction-per-server rule (Requirement

2.2.1).

* Option B#Correct. The database must be protected fromdirect public access.

* Option C#Incorrect. Web servers often reside in the DMZ; moving them internally could increase risk.

* Option D#Incorrect. Network performance is not a PCI DSS concern -security isolation is.
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