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HM #511
Which of the following is the best reason for sandbox testing in change management?
To evaluate the change before deployment

¢ A To determne the affected systems
¢ B. To select a change owner
¢ C. To obtain end-user acceptance
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Sandbox testing is a method of testing changes in a simulated environment that mimics the real one, without affecting the actual
production system Sandbox testing is useful for change management because it allows the testers to evaluate the change before
deployment, and ensure that it works as intended, does not cause any errors or conflicts, and meets the requirements and
expectations of the stakeholders. Sandbox testing also helps to protect the investment in the existing system, as it reduces the risk of
introducing bugs or breaking functionality that could harm the customer experience or the business operations. Sandbox testing also
gives the testers more control over the customer experience, as they can experiment with different scenarios and configurations, and
optimize the change for the best possible outcome.

Reference:

1: Change Management and Sandbox - Quickbasel 2: Embracing change: Build, test, and adapt in a sandbox environment -
Zendesk3

HMA #512

An organization's Chief Financial Officer (CFO) is concerned about losing access to very sensitive, legacy unmaintained PII on a
workstation if a ransomware outbreak occurs. The CFO has a regulatory requirement to retain this data for many years. Which of
the following backup methods would BEST meet the requirements?

e A. Afull backup of the data that is stored of site in cold storage

¢ B. An additional, secondary hard drive in a mirrored RAID configuration
e C. Weekly, differential backups that are stored in a cloud-hosting provider
¢ D. A daily, ncremental backup that is saved to the corporate file server

Ef: A
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According to CompTIA A+ Core 2 objectives, a full backup stored off-site provides the greatest protection against data loss in the
event of a ransomware attack or other data disaster. By storing the backup in a separate physical location, it is less likely to be
affected by the same event that could cause data loss on the original system. Cold storage is a termused for data archiving, which
typically refers to a long-term storage solution that is used for retaining data that is infrequently accessed, but still needs to be kept
for regulatory or compliance reasons.

HR #513
A desktop technician has received reports that a user's PC is slow to load programs and saved files. The technician investigates and
discovers an older HDD with adequate free space. Which of the following should the technician use to alleviate the issue first?

A. Disk Defragment
B. Device Manager
C. Disk Management
D. Disk Cleanup

IEf#: A
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Disk Defragment is a tool that can be used to improve the performance of a hard disk drive (HDD). HDD:s store data in sectors and
clusters on spinning platters. Over time, as data is written, deleted, and moved, the data may become fragmented, meaning that it is
spread across different locations on the disk. This causes the HDD to take longer to access and load data, resulting in slower
performance. Disk Defragment consolidates the fragmented data and rearranges it in a contiguous manner, which reduces the seek
time and increases the speed of the HDD. Disk Management, Disk Cleanup, and Device Manager are not tools that can alleviate the
issue of slow HDD performance.

B #514

A systerms administrator is tasked with configuring desktop systers to use a new proxy server that the organization has added to
provide content filtering. Which of the following Windows utilities is the best choice for accessing the necessary configuration to
conplete this goal?

e A Network and Sharing Center



¢ B. Security and Maintenance
e C. Windows Defender Firewall
e D. Internet Options

IEf#: D
fR N .

Proxy server
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The correct answer is D. Internet Options. The Internet Options utility in Windows allows you to configure various settings related to
your internet connection, including the proxy server settings. To access the Internet Options utility, you can either open the Control
Panel and click on Internet Options, or open any web browser and click on the Tools menu and then on Internet Options. In the
Internet Options window, go to the Connections tab and click on the LAN settings button. Here, you can enable or disable the use
of'a proxy server, as well as enter the address and port number of the proxy server you want to use12.

Security and Maintenance is a utility in Windows that allows you to view and manage the security and maintenance status of your
computer, such as firewall, antivirus, backup, troubleshooting, and recovery settings. It does not have any option to configure proxy
server settings.

Network and Sharing Center is a utility in Windows that allows you to view and manage your network connections, such as Wi-Fi,
Ethernet, VPN, or dial-up. It also allows you to change network settings, such as network discovery, file and printer sharing,
homegroup, and adapter settings. It does not have any option to configure proxy server settings.

Windows Defender Firewall is a utility in Windows that allows you to enable or disable the firewall protection for your computer, as
well as configure firewall rules for mbound and outbound traffic. It does not have any option to configure proxy server settings.

H #515
A user reports that text on the screen is too small. The user would like to make the text larger and easier to see. Which of the
following is the BEST way for the user to increase the size of text, applications, and other itens using the Windows 10 Settings tool?

A. Open Settings select Devices, select Display, and change the display resolution to a lower resolution option

B. Open Settings select Personalization, select Display and change the Scale and layout setting to a higher percentage
C. Open Settings Select System, select Display, and change the Scale and layout setting to a higher percentage.

D. Open Settings, select System, select Display, and change the display resolution to a lower resolution option.

IEf: C
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Open Settings, select System, select Display, and change the Scale and layout setting to a higher percentage123
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