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Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q168-Q173):

NEW QUESTION # 168
Context

Task:

A Dockerfile has been prepared at -/human-stork/build/Dockerfile

1) Using the prepared Dockerfile, build a container image with the name macque and lag 3.0. You may install and use the tool of
your choice.
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2) Using the tool of your choice export the built container image in OC-format and store it at -/human stork/macque 3.0 tar
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NEW QUESTION # 169
Exhibit:

Set configuration context:

X G “%kube

use-contexto dk8s

Context

A user has reported an aopticauon is unteachable due to a failing livenessProbe .

Task

Perform the following tasks:

* Find the broken pod and store its name and namespace to /opt/KDOB00401/broken.txt in the format:

SJLINUX

{namespag¢e>/<pod>

The output file has already been created

* Store the associated error events to a file /opt/KDOB00401/error.txt, The output file has already been created. You will need to
use the -0 wide output specifier with your command

* Fix the issue.
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e A Solution:
Create the Pod:
kubectl create -fhttp:/k8s.i0/docs/tasks/configure-pod-container/exec- liveness. yaml
Within 30 seconds, view the Pod events:
kubectl describe pod liveness-exec
The output indicates that no liveness probes have failed yet:
FirstSeen LastSeen Count From SubobjectPath Type Reason Message
24s 24s 1 {default-scheduler } Normal Scheduled Successfully assigned liveness-exec to workerQ
23s23s 1 {kubelet worker0} spec.containers {liveness} Normal Pulling pulling image "gcr.io/google _contaners/busybox”
kubectl describe pod liveness-exec
At the bottom of the output, there are messages indicating that the liveness probes have failed, and the containers have been
killed and recreated.
FirstSeen LastSeen Count From SubobjectPath Type Reason Message
37s 37s 1 {default-scheduler } Normal Scheduled Successfully assigned liveness-exec to workerQ
36s 36s 1 {kubelet workerQ} spec.containers {liveness} Normal Pulling pulling image "ger.io/google _containers/busybox”
36s 36s 1 {kubelet workerQ} spec.containers {liveness} Normal Pulled Successfully pulled image
"gcr.io/google contamers/busybox”
36s 36s 1 {kubelet workerQ} spec.containers {liveness} Normal Created Created container with docker id 86849¢15382¢;
Security:seccomp=unconfined]
36s 36s 1 {kubelet worker0} spec.containers {liveness} Normal Started Started container with docker id 86849¢15382¢
2s2s 1 {kubelet worker0} spec.containers{liveness} Warning Unhealthy Liveness probe failed: cat: can't open '/tmp/healthy':
No such file or directory
Wait another 30 seconds, and verify that the Container has been restarted:
kubectl get pod liveness-exec
The output shows that RESTARTS has been incremented:
NAME READY STATUS RESTARTS AGE
liveness-exec 1/1 Running 1 m
e B. Solution:
Create the Pod:
kubectl create -fhttp/k8s.io/docs/tasks/configure-pod-container/exec-liveness.yaml
Within 30 seconds, view the Pod events:
kubectl describe pod liveness-exec




The output indicates that no liveness probes have failed yet:

FirstSeen LastSeen Count From SubobjectPath Type Reason Message
24s 24s 1 {default-scheduler } Normal Scheduled Successfully assigned liveness-exec to workerQ)

235 23s 1 {kubelet worker0} spec.containers {liveness} Normal Pulling pulling image "ger.io/google containers/busybox”
23s 23s 1 {kubelet worker0} spec.containers {liveness} Normal Pulled Successfully pulled image

"acr.io/google containers/busybox"

235 23s 1 {kubelet worker0} spec.containers{liveness} Normal Created Created container with docker id 86849¢15382¢;
Security: seccomp=unconfined]

235 23s 1 {kubelet worker0} spec.containers{liveness} Normal Started Started container with docker id 86849¢15382¢
After 35 seconds, view the Pod events again:

kubectl describe pod liveness-exec

At the bottom of the output, there are messages indicating that the liveness probes have failed, and the containers have been
killed and recreated.

FirstSeen LastSeen Count From SubobjectPath Type Reason Message

37s 37s 1 {default-scheduler } Normal Scheduled Successfully assigned liveness-exec to workerQ)

36s 36s 1 {kubelet worker0} spec.containers{liveness} Normal Pulling pulling image "ger.io/google_containers/busybox”
36s 36s 1 {kubelet worker0} spec.containers {liveness} Normal Pulled Successfully pulled image

"gcr.io/google containers/busybox”

368 36s 1 {kubelet workerO} spec.containers {liveness} Normal Created Created container with docker id 86849¢15382¢;
Security:[seccomp=unconfined]

368 36s 1 {kubelet workerO} spec.containers {liveness} Normal Started Started container with docker id 86849¢15382¢
2s2s 1 {kubelet worker0} spec.containers{liveness} Warning Unhealthy Liveness probe failed: cat: can't open '/tmp/healthy':
No such file or directory

Wait another 30 seconds, and verify that the Container has been restarted:

kubectl get pod liveness-exec

The output shows that RESTARTS has been incremented:

NAME READY STATUS RESTARTS AGE

liveness-exec 1/1 Running 1 m

Answer: B

NEW QUESTION # 170

Set configuration context:

_ ¥ 1 kubectl
config use-context k8s

CJLINUX
Given a container that writes a log file in format A and a container that converts log files from format A to format B, create a
deployment that runs both containers such that the log files from the first container are converted by the second container, emitting
logs in format B.

Task:

* Create a deployment named deployment-xyz in the default namespace, that:

*Includes a primary

lfcenctbusybox:1 container, named logger-dev

*mcludes a sidecar Ifcencffluentd:v0.12 container, named adapter-zen

*Mounts a shared volume /tmp/log on both containers, which does not persist when the pod is deleted

*Instructs the logger-dev

container to run the command




& true; do
S A
tmp/log/inddy. log;
LY 90,

which should output logs to /tmp/log/input.log in plain text format, with example values:

cf
cnct
rs

* The adapter-zen sidecar container should read /tmp/log/mput.log and output the data to /tmp/log/output.* in Fluentd JSON format.
Note that no knowledge of Fluentd is required to complete this task: all you will need to achieve this is to create the ConfigMap from
the spec file provided at /opt/KDMC00102/fluentd-configma p.yaml , and mount that ConfigMap to /fluentd/etc in the adapter-zen
sidecar container See the solution below.

Answer:
Explanation:

Explanation
Solution:

B8 Readme > Web Terminal 1 THELINUX FOUNDATION

depliyment—-xyz ——-image=lfccncf/busybox:l —--dry-run=c

@8 Readme >_Web Terminal 1 THELINUX FOUNDATION

apps/vl
Deployment

deployment-xyz

deployment-xyz

deployment-xyz

cf/buaybox:

"deployment xyz.yml" 24L,




B3Readme  >_ Web Terminal I THELINUXFOUNDATION

Deployment

deployment-xyz
deployment-xyz

deployment-xyz

deployment-xyz

myvoll

1fcencf/busybox:
logger—-dev

myvoll
/tmp/log
lfcencE/fluentd
adaptexfgzen

3 lines yanked

B Readme >_ Web Terminal




BB Readme >_ Web Terminal L A THELINUX FOUNDATION

deployment-xyz

myvoll
myvol2
logcont

lfcencf/busybox:1

AVATLABLE

NEW QUESTION # 171

You are building a microservices application on Kubernetes, where two services, and 'service-b' , need to communicate with each
other securely. 'Service-b' needs to expose a secure endpoint that is only accessible by 'service-a'. Describe how you would
implement this using Kubernetes resources, including the configuration for the 'service-b' endpoint.

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Define a Kubernetes Secret:
- Create a Kubernetes secret to store the certificate and key pair for 'service-W. This secret will be used to secure the
communication.
- Exanple:
apiversion:, ¥l
kind: “Secret
metadata:
name: service-bitls
type: kubernetes.io/tls
data:
tls SoPft:
tds. key:

2. Configure 'service-b' Deployment: - Define a Deployment for 'service-b' , specifying a container that uses the secret for TLS. -



Ensure that the container has the required dependencies and configuration to use TLS. - Example:

ap1Version: apps;vi
kind: Deployment
metadata:
name: service-b-deployment
spec:
replicas: 1
selector:
matchLabels:
app: service-b
template:
metadata:

labels:
app: service-b

spec:

containers:

- name: service-b
image:~ your-image:latest
ports:

- containerPort: 8443
volumeMounts:
- name: service-b-tls
mountPath: fvar/tls/
volumes :
- name: service-b-tls
secret:
secretName: service-b-tls

3. Define a Kubernetes Service for 'service-b'.' - Create a Service for 'service-b' that exposes the secure endpoint on a specific port
(e.g, 8443) and uses the LoadBalancer' type for external access. - Use the 'targetPort' field to specify the container port that
'service-b' is listening on. - Exanple:

LJLINUX

apiVersion: vl
kind: Service
metadata:
name: service-b-service

spec:
type: LoadBalancer

ports:
= ‘protocol: TCP
port: 8443
targetPort: 8443
selector:
app: service-b

4. Configure 'service-a' Deployment: - Define a Deployment for 'service-a', specifying a container that uses the secret for TLS when
connecting to service-W. - Exanmple:



apiVersion: a
kind: Deploy
metadata:
name: service-a-deployment
spec:
replicas: 1
selector:
matchlLabels:
app: service-a
template:
metadata:
labels:
app: service-a
spec:
containers:
- name: sepvice-a
image: your-image:latest
ports:
- containerPort: 8080
volumeMounts:
- name: service-b-tls
mountPath: /var/tls/
volumes:
- name: service-b-tls
secret:
secretName: service-b-tls

5. Update 'service-a' Container Configuration: - Within the 'service-a' container, ensure the application is configured to use the
certificate and key from the mounted volume ('Ivar/tls/") for secure commumication with 'service-b'. 6. Verify Secure Communication:
- Use 'kubectl get pods' to check the status of both 'service-a' and 'service-W pods. - Test the commumication between 'service-a'
and 'service-b' by sending requests from the 'service-a' pod to the secure endpoint of 'service-b'. - Verify that the commumication is
secure and that 'service-a' can successfully access the endpoint. Notes: - You may need to adjust the port numbers and image
names in the examples to match your specific setup. - Make sure you have the certificate and key in the correct format and base64
encoded before creating the Secret. - You can also use other methods like a Service Account and Role-Based Access Control
(RBAC) to restrict access to the secure endpoint, if needed. - This is a simplified example and additional security measures may be
required based on your application's requirenents. ,

NEW QUESTION # 172

You have a Kubernetes application that uses a custom resource definition (CRD) to manage its configuration. The application logs
are written to a dedicated container log file. You want to use Kustomize to automate the process of fetching and displaying these
logs. How can you achieve this using Kustomize and a custom resource?

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :



1. Define the Custom Resource:
- Create a custom resource definition (CRD) that defines the structure of

NEW QUESTION # 173
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