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B #42

After a bank experienced cyber attacks that severely impacted operations and raised questions from regulators, the board mandated
the newly hired CIO to implement global best practices to mitigate thisrisk. The CIO is using COBIT 2019 to tailor the governance
system and has identified high threat landscape as a critical design factor. Which of'the following should the CIO identify NEXT?

A. Security-related processes
B. Technology personnel

C. IT security solutions

D. Risk management practices

EfE: A

RN -

After identifying a high threat landscape as a critical design factor, the CIO should next identify security-related processes. This step
ensures that the governance system includes robust processes to manage and mitigate security risks.

In a high-threat landscape, focusing on security-related processes is essential to protect the enterprise's nformation assets and
mitigate potential risks. These processes include incident management, vulnerability management, and access control, among others.
COBIT 2019 Framework References:

* COBIT 2019 Framework: Governance and Management Objectives, APO13 Managed Security:

This objective

HP #43
Which of'the following is the STRONGEST indicator that a major IT mitiative in progress will fail?

A. Inadequate management direction

B. Inadequate business case documentation
C. Inadequate definition of key roles

D. Inadequate identification of key risks

EfE: A

TR

COBIT 2019 highlights the importance ofexecutive leadershipand clear direction:

"Lack of strong and sustained management direction is a primary contributor to failure in large-scale governance or IT transformation
initiatives." Management direction encompasses setting vision, commumnicating goals, resolving conflicts, and ensuring alignment of
resources. While the other options are important, they are symptomatic and secondary to the overarching need for effective
management leadership. When this direction is weak, no amount of documentation or planning can rescue the mitiative.
Reference:COBIT 2019 Implementation Guide, Phases 1 and 5

HE #44
‘When reviewing the risk profile of an enterprise during the governance design phase, what MUST be established prior to conducting

a high-level risk analysis?

¢ A Risk response strategy
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¢ B. Key risk indicators (KRIs)
e C. Enterprise's risk appetite
¢ D. Risk management framework

IEf#: C

R -

In the COBIT 2019 Design Guide, when dealing with therisk profileas a design factor, it is emphasized:

"To understand and assess risk at a strategic level, the enterprise'srisk appetitemust be established. Risk appetite defines the level
and type ofrisk that the enterprise is willing to accept in pursuit of its objectives." This is critical because all subsequent risk
assessments, including high-level risk analyses and responses, depend on knowing what level of risk is tolerable or unacceptable to
the organization. Without a defined risk appetite, risk prioritization becomes speculative and misaligned with enterprise strategy.
Reference:COBIT 2019 Design Guide, Section 4.4.3

HM #45
What is the PRIMARY difference between an international enterprise with 200,000 employees (large) and a domestic one that has
200 employees (small) when completing a governance system design?

A. Small enterprises use a COBIT model and large enterprises use international standards.
B. Fewer governance objectives are considered for a small enterprise.

C. Large enterprises use a COBIT model and small enterprises use an SME focus area.
D. Large enterprises have a higher risk profile with key risk indicators (KRIs).

Ef#: C

fEEL:

COBIT 2019 includes guidance on tailoring governance systerns based on enterprise size:

"For smaller enterprises, a specific SME focus area is available. Larger enterprises typically use the full COBIT model, leveraging its
comprehensive governance and management objectives." This distinction ensures the scalability and relevance of COBIT to both
large and small organizations.

Reference:COBIT 2019 Design Guide, Section 4.4.1

HM #46
What is a PRIMARY responsibility of the program management office during the planning phase that defines the iitial program
concept business case?

¢ A. Providing advice regarding controls and potential risks

e B. Ensuring that both needs and business objectives are stated

e C. Identifying business priorities and business strategy dependent on I'T
e D. Identifying success factors and a way to monitor progress

IEf#: B

R

The primary responsibility of the program management office (PMO) during the planning phase that defines the nitial program
concept business case is ensuring that both needs and business objectives are stated. This responsibility ensures that the program
aligns with the enterprise's strategic goals and addresses specific business needs.

References in COBIT 2019 Design and Implementation:

* COBIT 2019 Framework: Governance and Management Objectives, BAIO1 (Managed Programs): This objective emphasizes the
role of the PMO in defining program requirements and business objectives during the planning phase.

* COBIT 2019 Implementation Guide, Chapter 3:This chapter outlines the responsibilities of the PMO in program planning, which
includes articulating business needs and objectives to ensure alignment and clarity.

By clearly stating needs and business objectives, the PMO sets a solid foundation for the program, facilitating alignment with
strategic goals and effective resource allocation.

B #47
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