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F5 304 Exam Syllabus Topics:

Section Objectives

- Application delivery integration

e 1. Application access control
e 2. Integration with BIG-IP LTM
Security and Application Integration - Security controls

e 1. Access security enforcement
e 2. Authentication security policies

- Portal and network access

e 1. Network access (VPN) configuration
e 2. Portal access configuration
BIG-IP APM Access Policies

- Access policy configuration

e 1. Policy agents and flows
e 2. Access policy modes (LTM+APM, Portal, Network, Application)
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- Authorization mechanisims

e 1. Layer 4 and Layer 7 access control
e 2. Access control policies (ACLs)

- Authentication methods

1. Client certificate authentication
2. Active Directory integration

3. TACACS+ authentication

4. LDAP authentication

5. RADIUS authentication

Authentication, Authorization, and Accounting (AAA)

- Accounting and session management

e 1. Session tracking
e 2. Loggng and auditing

- SSO configuration

e 1. Authentication tokens and cookies
e 2. SSO profiles

Single Sign-On (SSO) and Federation _ SAML Federation

e 1. Service Provider (SP)
e 2. Identity Provider (IdP)
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F5 BIG-IP APM Specialist 52 X 304 5% B &8 (Q115-Q120):

HM #115
Which actions can be performed using macros in VPE? (Select all that apply)

A. Enforcing security policies

B. Configuring variable assignments

C. Defining ACL rules

D. Customizing logon pages

E. Combining multiple VPE objects for reuse

iEﬁ: B\ E

H #116

Which types of logon actions can be used in VPE for authentication?
(Select all that apply)

Response:

o A Certificate-based authentication
e B. RADIUS authentication
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e C. SAML authentication
e D. LDAP authentication

IEf#: A. B. D

A #117
In Citrix ADC, what is the purpose of configuring authentication and logon objects in VPE?
Response:

A. To configure access control policies for specific user groups
B. To enable Single Sign-On (SSO) for applications

C. To manage SSL certificate settings for user authentication
D. To define how users authenticate and log in to the system

Ef#: D

HM #118
In Citrix ADC, how are Global Access Control Lists (ACLs) evaluated regarding traffic flow?
Response:

A. Fromtop to bottom

B. In random order

C. Based on the server's response time
D. Frombottomto top

Ef: A

R #119
What is the primary purpose of configuring a Microsoft Active Directory (AD) AAA object on F5 BIG-IP APM?
Response:

¢ A. To centralize user authentication and authorization for domain-joined devices.

¢ B. To define access control policies for applications.

e C. To facilitate single sign-on for users across muiltiple domains.

e D. To establish a secure commumnication channel between the BIG-IP APM and AD server.

EE: A

M #120
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