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CWNP CWNA-109 Priifungsplan:

Thema Einzelheiten
¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
Thema 1 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
Therma 2 organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN functional concepts.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for

Them 3 enterprise WLANSs, and security options and tools used in wireless networks.

CWNP Wireless Network Administrator (CWNA) CWNA-109
Priifungsfragen mit Losungen (Q14-Q19):

14. Frage
You are implementing a VHT-capable AP. Which one of the following channels is available in the 802.11-
2016 standard that was not available before the ratification 0o£ 802.11 ac?

A0
B.1
C.2
D.3

Antwort: C

Begrindung;

Channel 144 is a new channel that was added to the 5 GHz band by the 802.11ac amendment, which defines the VHT (Very High
Throughput) PHY for WLANs. Channel 144 has a center frequency of 5720 MHz and a bandwidth of 20 MHz. It can also be
combined with adjacent channels to form wider channels of40 MHz, 80 MHz, or 160 MHz Channel 144 is available in some
regions, such as North America and Europe, but not in others, such as Japan and China . References: [CWNA-109 Study Guide],
Chapter 3: Antennas and Accessories, page 121; [CWNA-109 Study Guide], Chapter 3: Antennas and Accessories, page 115;
[Wikipedia], List of WLAN channels.

15. Frage
What is the final step in an effective troubleshooting process?

A. Verify the solution

B. Notify the users of problem resolution
C. Disable the WLAN

D. Document the results

Antwort: D

Begriindung;

The final step in an effective troubleshooting process is to document the results. Documentation is essential for keeping track of the
problem history, the actions taken, the solutions inmplemented, and the outcomes achieved.

Documentation can also help to prevent future problems, improve best practices, and provide feedback for improvement.
Documentation should include relevant information such as problem description, symptomns, root cause analysis, resolution steps,
verification methods, and lessons learned. References: [CWNP Certified Wireless Network Admmistrator Official Study Guide:
ExamCWNA-109], page 513; [CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page
483.
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16. Frage
When implementing PoE, what role is played by a switch?

A. Power splitter

B. PSE

C.PD

D. Midspan injector

Antwort: B

Begriindung;

PoE stands for Power over Ethernet, which is a technology that allows network devices to receive power and data over the same
Ethernet cable. PoE eliminates the need for separate power adapters or outlets for devices such as IP phones, cameras, or APs.
PoE requires two types of devices: PSE (Power Sourcing Equipment) and PD (Powered Device). A PSE is a device that provides
power to the Ethernet cable, such as a switch, injector, or splitter. A PD is a device that receives power from the Ethernet cable,
such as an IP phone, camera, or AP. When implementing PoE, a switch plays the role ofa PSE910. References: CWNA-109
Study Guide, Chapter 7: Power over Ethernet (PoE), page 293; CWNA-109Study Guide, Chapter 7: Power over Ethernet (PoE),
page 287.

17. Frage
Anon-802.11 device is suspected of causing interference on the WLAN. You are not certain of the location or type of device.
What is the best solution for locating this non-802.11 device?

A. Access point spectrum analyzer

B. Laptop-based spectrum analyzer with an omni-directional antenna
C. Laptop-based spectrum analyzer with an omni-directional antenna
D. Laptop-based spectrum analyzer with a directional antenna

Antwort: D

Begrindung;

A laptop-based spectrum analyzer with a directional antenna is the best solution for locating a non-802.11 device that is suspected
of causing interference on the WLAN. A spectrum analyzer is a device or a software application that can measure and display the
frequency spectrum of electromagnetic signals in a given range.

A spectrum analyzer can show the amplitude, frequency, bandwidth, modulation, and other characteristics of different signals in the
spectrum, which can help identify their sources and types. A spectrum analyzer can also detect non-802.11 devices that may cause
nterference on the WLAN, such as microwave ovens, cordless phones, Bluetooth devices, or radar systems. A laptop-based
spectrum analyzer is a software application that runs on a laptop computer and uses an external USB adapter as its RF interface. A
laptop-based spectrum analyzer has the advantage of being portable, flexible, and cost-effective compared to a hardware-based
spectrum analyzer. A directional antenna is an antenna that radiates or receives RF signals more strongly in one direction than in
others. A directional antenna has a high gain and a narrow beamwidth, which means it can focus the RF energy in a specific direction
and reduce the interference from other directions. A directional antenna can also increase the range and sensitivity of the RF signal
detection. To locate a non-802.11 device that is causing interference on the WLAN, a laptop-based spectrum analyzer with a
directional antenna can be used to performa technique called RF hunting or triangulation. This technique involves pointing the
directional antenna in different directions and observing the signal strength and characteristics of the interfering device on the
spectrum analyzer. By moving around and changing the direction of the antenna, the location of the interfering device can be
estimated based on where the signal strength is highest and most consistent. References: 1, Chapter 7, page 282; 2, Section 4.3

18. Frage
You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high co-channel
mnterference?

A. Access point spectrum analyzer
B. Laptop-based spectrum analyzer
C. Wi-Fi scanner

D. Throughput tester



Antwort: C

Begrindung;

A Wi-Fi scanner is a basic tool that can be used to easily locate areas of high co-channel interference. A Wi- Fi scanner is a
software application that can run on a laptop, tablet, smartphone, or other device that has a Wi Fi adapter. A Wi-Fi scanner can
scan the wireless environment and display information about the detected access points and client stations, such as their SSID,
BSSID, channel, signal strength, security, and data rate.

A Wi-Fi scanner can also show the channel utilization and overlap of different access points, which can indicate the level of co-
channel interference. Co-channel interference is a type of interference that occurs when multiple access points use the same or
adjacent channels within the same coverage area. Co-channel interference can reduce the throughput and performance of the
WLAN, as the access points and client stations have to contend for the channel access and avoid collisions. To identify areas of high
co-channel interference, a Wi-Fi scanner can be used to measure the signal strength and channel utilization of different access points
and compare them with a threshold or a baseline. Alternatively, a Wi-Fi scanner can also use a color-coded heat map to visualize
the co-channel interference level in different locations. References: 1, Chapter 7, page

279; 2, Section 4.3
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