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¢ Configure Performances SLAs: Designed for network admmistrators, this part focuses on setting up
=A 1 performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.
e Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
=x 2 rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN frastructure.
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¢ SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
=x 3 configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
=M 4 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
=x5 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.
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HEE #35
What is true about SD-WAN muiltiregion topologies?

A. Regions must correspond to geographical areas.

B. It is not compatible with ADVPN.

C. Routing between the hub and spokes must be BGP.
D. Each region has its own SD-WAN topology.
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EE #36
Refer to the exhibit. An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus.
All members are configured with one or two SLAs. Which two conclusions can you draw from the output shown? (Choose two.)
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e A This SD-WAN topology contains only two branch devices.

e B.branch2_fgt establishes six tunnels to the hubs and they are all up.
e C. The template view should be used to see the hub devices.

e D. One member of branch?_fgt is missing the SLAs.

He: AD

MY

The monitor shows only two devices (branchl _fgt and branch2_fgt), indicating the topology contains two branch devices.
HUBI-VPN2 under branch2_fgt has an orange X, indicating it's up but not meeting SLA requirements - likely due to missing or
failing SLA targets.

HAE #37
Which three factors about SLA targets and SD-WAN rules should you consider when configuring SD-WAN rules? (Choose three.)

A. Member metrics are measured only if a rule uses the SLA target.

B. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance SLAs.

C. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.

D. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same performance SLA.
E. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA requirements.

HY: B,CE

Y.

The use of SLA targets is specific to certain SD-WAN strategies. The "Lowest Cost (SLA)" and

"Maximize Bandwidth (SLA)" strategies are explicitly designed to use the configured SLA targets to make routing decisions. The
"Best Quality" strategy uses performance metrics but does not necessarily require or reference SLA targets in the same way, while
"Manual" does not use metrics at all for path selection.

This is a core function of SD-WAN rules with SLA targets. The purpose of configuring an SLA target with specific thresholds for
latency, jitter, and packet loss is to define what is considered

"acceptable” performance for an application. SD-WAN rules then use these targets to check if the members (interfaces) meet these
requirements before a flow is steered over them, ensuring that a preferred path still offers a good user experience.

FortiGate allows for a single SD-WAN rule to reference multiple, different performance SLAs. This is crucial for complex
deployments where a single SD-WAN rule needs to handle traffic for multiple applications that have distinct performance
requirements. For exanple, a single rule might direct VolIP traffic based on one performance SLA with strict latency/jitter targets,
while simultaneously handling general web traffic using another performance SLA with more lenient requirements.

HE #38
Refer to the exhibits. You use FortiManager to manage the branch devices and configure the SD- WAN tenplate. You have



configured direct internet access (DIA) for the IT department users.
Now. you must configure secure internet access (SIA) for all local LAN users and have set the firewall policies as shown in the

second exhibit.
Then, when you use the install wizard to install the configuration and the policy package on the branch devices, FortiManager reports
an error as shown in the third exhibit. Which statement describes why FortiManager could not install the configuration on the

branches?

SD-WAN template on FortiManager

Name < Assigned to Device/Group. = Interface <

2DevicesinTotal  View Detalls >
@ port1
branches 4 branch1 _fgt [root) @ port2
4 branch2_fgt [root]

: -9 no-inspection
CLAN = DDH" & HTTPS L1 default
=3 default

S LAN Qunderlay = i - Egg&iﬂﬁme-i...

ortiManager error message

Install Wizard - Validate Devices(branches_pp)(3/4) O = I |
A Y
A Task finished with errors. Oo
Instaliation Preparation Totat 3/3.© Success 1./ Warning 0.Q Errog - QSho‘:Dmu__
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v Ready to Install

L0 ;: Py PO warc) & ..
[0  Device Name 2 L Status S Action £ n
0O + branchi_fgt ® Copy Failed Log

O +brafieHZ Tdt 1= T | ) E=Copy Failed Log

A. You cannot install firewall policies that reference an SD-WAN member.
B. You cannot install SIA and DIA rules on the same device.

C. You cannot install firewall policies that reference an SD-WAN zone.

D. Youmust direct SIA traffic to a VPN tunnel.

Heg: A

AdE:
In FortiManager, firewall policies must reference SD-WAN zones, not individual SD-WAN menbers (interfaces like portl or
port2). The SIA rule incorrectly references portl, which is a member - not a zone - causing the installation failure during validation.
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Exhibit.
SD-WAN zones
SD-WAN Zons SD-WAN Rules Performance SLAs
‘~ Download
1
=R T 9 ot
| B portd
Tois - B HuB1-vPN1
/ B HUB1-VPN2
@ HUB1-VPN3
+ | &
Interfaces = Gateway =
e virtual-wan-link
[+] 2 underlay
- & HUB1
* M HUB1-VPN1 0.0.0.0
e ' " HUB1-VPN2 0.0.00
® & HUB1-VPN3 0.0.0.0
(4 & overlay-shops
& overlay-factories

Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI. What can you conclude about the zone
and member configuration on this device?

A. You can delete the virtual-wan-Iink zones.

B. The overlay-factories zone contains no member.

C. The underlay zone contains three members.

D. You can move HUB1-VPN3 from the HUB1 zone to the overlay-shops zone.

Hg: B

Y.

Inthe SD-WAN GUI, the absence of members in a zone is visually represented, and the Fortinet guide confirs:

"Ifa zone such as overlay-factories contains no members, it will be displayed as empty in the SD-WAN GUL

This may occur when the zone is reserved for future expansion, or if members have been temporarily removed for maintenance or
reconfiguration. Traffic cannot be steered via an empty zone until at least one SD-WAN member is added." Such visual cues help
operators quickly assess configuration status and readiness.
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