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FERE #52
Event Search data is recorded with which time zone?

A GMT
B. PST
C.UTC
D. EST
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Event Search data is recorded with UTC (Coordinated Universal Time) time zone. UTC is a standard time zone that is used as a
reference point for other time zones. PST (Pacific Standard Time), GMT (Greenwich Mean Tine), and EST (Eastern Standard
Time) are not the time zones that Event Search data is recorded with.

i =8 #53
You need details about key data fields and sensor events which you may expect to find from Hosts running the Falcon sensor.
Which documentation should you access?

A. Hunting and Investigation

B. Event stream APIs

C. Events Data Dictionary

D. Streaming API Event Dictionary
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The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because it provides a reference of
mformation about the events found i the Investigate > Event Search page of the Falcon Console. The Events Data Dictionary
describes each event type, field name, data type, description, and example value that can be used to query and analyze event data.
The Streaming API Event Dictionary, Hunting and Investigation, and Event stream APIs are not documentation that provide details
about key data fields and sensor events.

FRE #54
Which of'the following is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers?

A. Using the "|stats count" command at the end of a search string in Event Search

B. Using the "|eval" command at the end of a search string in Event Search

C. Using the "| stats count by" command at the end of'a search string in Event Search
D. Exporting Event Search results to a spreadsheet and aggregating the results
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This is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers. The stats command is used
to calculate summary statistics on the results of a search or subsearch, such as count, sum, average, etc. The count by option is used
to count the number of events for each distinct value of a field or fields and display them in a table. This can help find rare or
common values that could indicate anomalies or deviations from normal behavior.

FIRE #55
To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, expand and refer to
the dashboard panel.

A. Command Line and Admin Tools
B. Suspicious File Activity

C. Registry, Tasks, and Firewall

D. Processes and Services
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To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, you need to expand
and refer to the Suspicious File Activity dashboard panel. The Suspicious File Activity dashboard panel shows information such as
files written to removable media, files written to system directories by non-system processes, files written to startup folders, etc. The
other dashboard panels do not show files written to removable media.



il RE #56
The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because:

A. Tt provides a list of compatible splunk commands used to query event data

B. It provides a reference of information about the events found in the Investigate > Event Search page of the Falcon Console
C. It provides a list of all the detect names and descriptions found in the Falcon Cloud

D. It provides pre-defined queries you can customize to meet your specific threat hunting needs
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This is the correct answer for the same reason as above. The Events Data Dictionary provides a reference of information about the
events found in the Investigate > Event Search page of the Falcon Console, which is useful for writing hunting queries. It does not
provide pre-defined queries, detect names and descriptions, or compatible splunk commands.
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