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Topic Details

¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 1 strategies to reduce or control the impact of potential uncertainties on organizational goals.
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o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the

Topic 2
o integrity and availability of digital information.
¢ Data Security: Data security refers to protecting digital information—such as that stored in databases or
Topic 3 networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
ntegrity.
o Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
Topic 4 are detected or imminent, potentially compromising data or system integrity.

¢ Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of]
Topic 5 assurance and inner strength.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q18-Q23):

NEW QUESTION # 18
Which statement describes the Classification of information control in Annex A of ISO/IEC 27001?

A. Ensures that information is classified based on confidentiality, integrity and availability
B. Ensures that security perimeters are used to protect assets

C. Ensures the rules to control physical and logical access apply to assets

D. Ensures that all information assets are labelled with their classification

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.12 (Classification of information) states:

"Information should be classified according to the information security needs of the organization based on confidentiality, integrity and
availability." This aligns directly with option B. Option A (labelling) is a separate control (Annex A.5.13). Option C (security
perimeters) is under physical controls (Annex A.7.1). Option D (access control rules) relates to Annex A.5.15 and A.8.2.

Thus, the verified correct statement for the Classification of information control isB.

NEW QUESTION # 19
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will encompass all controls specified within ISO/IEC 27001

B. The ISMS will be operated as an independent process within the organization

C. The ISMS will be scaled to the controls according to the needs of the organization
D. The ISMS will be separate from the organization's overall management structure

Answer: C

Explanation:

ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirements set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: " Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
mformation security controls listed in Annex A are not exhaustive and additional mformation security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).



NEW QUESTION # 20

Identify the missing word(s) in the following control relating to the Policies for information security control.

"Information security policy and topic-specific policies should be defined, approved by management, [ ? | and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."”

A. established and mamtained
B. published, communicated to
C. published

D. communicated to

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) states:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirns that the missing words are"published, commumnicated to."The control emphasizes not just defining and
approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but inconmplete.

Thus, the correct answer isC.

NEW QUESTION # 21
Which is a control title within Annex A of ISO/IEC 27001?

A. Protection of documents

B. Change control

C. Information security in supplier relationships
D. Responsibilities and procedures

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

In ISO/TEC 270022022, which provides control guidance for Annex A of ISO/IEC 27001, Clause 5.19 is titled:"[nformation

security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures” (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.

* "Protection of documents” (C) relates to document control but is not a specific Annex A control.

* "Change control" (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.

Therefore, the correct Annex A control title isA: Information security in supplier relationships.

NEW QUESTION # 22
Which of'the following is required to be considered when selecting appropriate information security risk treatment options?

A. Only risk controls in Annex A of ISO/IEC 27001
B. Ciriteria for accepting identified risks

C. Crtteria for performing risk assessments

D. Only risk controls in ISO/TEC 27002

Answer: B

Explanation:

Clause 6.1.3 (c) requires organizations to:

"compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary control has been omitted; and
prepare a Statement of Applicability." It also requires organizations to select risk treatment options considering "the organization's
risk acceptance criteria." This shows thatrisk acceptance criteriaare a fundamental factor when selecting risk treatment options.
Options C and D are incorrect because Annex A and ISO/IEC 27002 are reference sets, not the sole sources of controls -
organizations can design their own. Criteria for performing risk assessments (B) are part of 6.1.2 (risk assessment process), not risk



treatment.
Thus, the correct requirement isA: Criteria for accepting identified risks.

NEW QUESTION # 23
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