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HE#71

A digital forensic examiner receives a computer used in a hacking case. The examiner is asked to extract information from the
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computer's Registry.
How should the examiner proceed when obtaining the requested digital evidence?

¢ A Ensure that any tools and techniques used are widely accepted
¢ B. Investigate whether the computer was properly seized

e C. Enlist a colleague to witness the investigative process

¢ D. Download a tool from a hacking website to extract the data

EfE: A

iR

Comprehensive and Detailed Explanation From Exact Extract:

In digital forensics, the use of reliable, validated, and widely accepted tools and techniques is critical to maintain the integrity and
admissibility of digital evidence. According to the National Institute of Standards and Technology (NIST) guidelines and the
Scientific Working Group on Digital Evidence (SWGDE) standards, any forensic process must utilize methods that are recognized
by the forensic community and have undergone rigorous testing to ensure accuracy and reliability.

* Using validated tools helps prevent evidence contamination or loss and ensures that results can withstand legal scrutiny.

* While proper seizure and witnessing are important, the priority in the extraction phase is to use appropriate, trusted tools.

* Downloading tools from unauthorized or suspicious sources can compromise the evidence and is not an ethical or legal practice.
ReferenceNIST SP 800-101 (Guidelines on Mobile Device Forensics) and SWGDE Best Practices emphasize tool validation and
adherence to community-accepted methods as foundational principles in forensic examination.

HP#72
Which law requires both parties to consent to the recording of a conversation?

A. Wiretap Act

B. Electronic Communications Privacy Act (ECPA)

C. Health Insurance Portability and Accountability Act (HIPAA)
D. Stored Comnumications Act

iIFf@#: B
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Comprehensive and Detailed Explanation From Exact Extract:

The Electronic Communications Privacy Act (ECPA) regulates interception and recording of electronic communications and
generally requires the consent of both parties mvolved in a conversation for legal recordings.

* This consent requirement protects privacy rights during investigations.

* Non-compliance can lead to evidence being inadmissible or legal penalties.

Reference:ECPA provisions are detailed in legal frameworks governing digital privacy and forensics.

R #73
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

A. By checking the system properties

B. By rebooting the computer into safe mode

C. By opening the Network and Sharing Center

D. By using the ipconfig command froma command prompt on the computer

IEf@E: D
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Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration nformation such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
nvestigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

Reference:NIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like



ipconfig,

HH #74
‘Which type of mformation does a Windows SAM file contain?

¢ A. Hash of network passwords

¢ B. Hash oflocal Windows passwords

¢ C. Encrypted network passwords

¢ D. Encrypted local Windows passwords

IEf#: B
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Comprehensive and Detailed Explanation From Exact Extract:

The Windows Security Account Manager (SAM) file stores hashed passwords for local Windows user accounts. These hashes are
used to authenticate users without storing plaintext passwords.

* The SAM file stores local account password hashes, not network passwords.

* Passwords are hashed (not encrypted) using algorithms like NTLM or LM hashes.

* Network password management occurs elsewhere (e.g., Active Directory).

Reference:NIST SP 800-86 and standard Windows forensics texts explain that the SAM file contains hashed local account
credentials critical for forensic investigations involving Windows systemns.

B #75

A forensic scientist arrives at a crime scene to begin collecting evidence.
What is the first thing the forensic scientist should do?

¢ A. Photograph all evidence in its original place
¢ B. Document user passwords

¢ C. Run antivirus scans

e D. Seize the computer immediately

EfE: A

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

Documenting the scene through photographs preserves the original state of evidence before it is moved or altered. This supports
chain of custody and evidence integrity, providing context during analysis and court proceedings.

* Photographic documentation is a standard step in forensic protocols.

* It ensures the scene is accurately recorded.

Reference:According to forensic nvestigation standards (NIST SP 800-86), photographing the scene is the initial action upon
arrival
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