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GIAC Certified Incident Handler Sample Questions (Q251-Q256):
NEW QUESTION # 251 
Adam, a malicious hacker purposely sends fragmented ICMP packets to a remote target. The total size of this ICMP
packet once reconstructed is over 65,536 bytes. On the basis of above information, which of the following types of
attack is Adam attempting to perform?

A. Land attack
B. Ping of death attack
C. Fraggle attack
D. SYN Flood attack

Answer: B

NEW QUESTION # 252 
Which of the following terms describes an attempt to transfer DNS zone data?

A. Reconnaissance
B. Dumpster diving
C. Encapsulation
D. Spam

Answer: A

Explanation:
Section: Volume B

NEW QUESTION # 253 
SIMULATION
Fill in the blank with the appropriate term.
_______is the practice of monitoring and potentially restricting the flow of information outbound from one network to another

Answer:

Explanation:
Egress filtering

NEW QUESTION # 254 
You work as an Incident handling manager for a company. The public relations process of the company includes an event that
responds to the e-mails queries. But since few days, it is identified that this process is providing a way to spammers to perform
different types of e-mail attacks. Which of the following phases of the Incident handling process will now be involved in resolving this
process and find a solution?
Each correct answer represents a part of the solution. Choose all that apply.

A. Contamination
B. Preparation
C. Identification
D. Eradication
E. Recovery

Answer: A,D,E

Explanation:
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Section: Volume B

NEW QUESTION # 255 
Which of the following ensures that the investigation process of incident response team does not break any laws
during the response to an incident?

A. Lead Investigator
B. Information Security representative
C. Human Resource
D. Legal representative

Answer: D

NEW QUESTION # 256
......

As far as the prices of GCIH exam dumps are concerned, we ensure you that our GIAC Certified Incident Handler (GCIH) exam
questions prices are entirely affordable for everyone. The real and updated GCIH exam dumps are being offered at discounted
prices. You can grab this opportunity and download the top-notch and real GIAC Certified Incident Handler (GCIH) exam
questions at discounted prices. Best wishes for the final GIAC GCIH certification exam!!!
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