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¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

FH1 mvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of

GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
=x 2 covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

e Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It

M3 mvolves accessing, writing, and sharing packages across teams while ensuring integration into CI

e CD pipelines.

%| &l GitHub Administrator GH-100 F 2 Z 2 (Q21-Q26):

AE #21
‘What needs to be done to ensure that only specific repositories can access the runners in an organization runner group?

A. Use GitHub's meta API to configure access.

B. Configure repository access i the runner group settings.

C. Configure the Actions Policies to "Only selected repositories".
D. Add a label to the runner group.

e B

ME.
In the organization's runner group settings, switch the access from "All repositories” to "Selected repositories” and then explicitly
choose which repos may use those runners.

A2 #22
What additional capability does secret scanning offer for private repositories on GitHub Enterprise Cloud?

A. Disables any code that contains a secret.

B. Allows custom pattern definitions for internal secret formats.
C. Revokes GitHub access tokens automatically.

D. Rewrites history to remove secrets.

He:. B

MY
Secret scanning in private repositories on GitHub Enterprise Cloud lets you define and use custom regular-expression patterns - so
you can detect internal or proprietary secret formats beyond the default partner-provided types.

EE #23
What distinguishes Enterprise Managed Users (EMUs) from standard GitHub accounts?

e A. EMUs are managed in GitHub and use GitHub authentication
e B. EMU:s are fully controlled by an IdP and cannot log in with personal credentials



¢ C. EMUs: are only available for GitHub Enterprise Server
e D. EMUs can only be created using email invites

HE: B

Y.
EMU accounts are provisioned and authenticated exclusively through your identity provider - users sign in via the IdP and cannot
use or manage GitHub-native credentials.

EE #24
What do you need to successfully generate a support bundle on a GitHub Enterprise Server?

A. Administrator SSH access to the appliance
B. A custom GitHub Action in the root repo
C. Approval from GitHub Support

D. A GitHub App with read:org permissions

HE: A

MY
You nwst have admmistrator-level SSH access to the GitHub Enterprise Server appliance so you can run the ghe-support-bundle
command over SSH and capture the bundle locally.

HE #25
What is the potential consequence of enabling mutltiple rulesets that apply to the same branch in a repository?

A. Only the most recently created ruleset will be enforced

B. Only organization-level rulesets are enforced over repository-level ones

C. All applicable rulesets will be evaluated, and their combined rules enforced
D. Rulesets will override each other, leading to unpredictable behavior

e, C
M.

If'you enable muiltiple rulesets that target the same branch, GitHub will evaluateevery matching ruleset and enforce the aggregate of
their rules - so all constraints from all applicable rulesets apply.

EE #26
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