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Palo Alto Networks Certified Cybersecurity Practitioner Sample Questions
(Q187-Q192):

NEW QUESTION # 187
Which two statements are true about servers in a demilitarized zone (DMZ)? (Choose two.)

A. They can be accessed by traffic from the internet.

B. They can expose servers in the internal network to attacks.
C. They are isolated from the internal network.

D. They are located in the internal network.

Answer: A,C
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Explanation:

A demilitarized zone (DMZ) is a portion of an enterprise network that sits behind a firewall but outside of or segmented from the
internal network 1. The DMZ typically hosts public services, such as web, mail, and domain servers, that can be accessed by traffic
from the internet]. However, the DMZ is isolated from the internal network by another firewall or security gateway, which prevents
unauthorized access to the private network2. Therefore, statements A and D are true about servers in a DMZ, while statements B
and C are false. References:

* What is a Demilitarized Zone (DMZ)? | F5

* Demillitarized Zones (DMZs) - Secure Network Architecture - CompTIA ...

NEW QUESTION # 188
In which two cloud conmputing service models are the vendors responsible for vulnerability and patch management of the underlying
operating system? (Choose two.)

A. SaaS
B. JaaS
C. PaaS
D. On-premises

Answer: A,C

Explanation:

In cloud computing, there are three main service models: Software as a Service (SaaS), Platformas a Service (PaaS), and
Infrastructure as a Service (IaaS). Each model defines the level of responsibility and control that the cloud provider and the cloud
custormer have over the cloud resources and services. The cloud provider is responsible for vulnerability and patch management of
the underlying operating system in SaaS and PaaS models, while the cloud customer is responsible for it in [aaS model. In SaaS, the
cloud provider delivers software applications over the internet and manages all aspects of the cloud infrastructure, platform, and
application. The cloud customer only needs to access the software through a web browser or an APL. In PaaS, the cloud provider
offers a platform for developing, testing, and deploying applications and manages the cloud infrastructure and operating system. The
cloud customer can use the platform tools and services to create and run their own applications. In IaaS, the cloud provider supplies
the basic cloud infrastructure, such as servers, storage, and networking, and the cloud customer can provision and configure their
own operating system, middleware, and applications. References: Cloud Computing Service Models, Cloud Security Fundamentals
- Module 2: Cloud Conputing Models, Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET)

NEW QUESTION # 189
Organizations that transmit, process, or store payment-card information must comply with what standard?

A. GDPR
B. CISA

C. PCIDSS
D. HIPAA

Answer: C

Explanation:

PCI DSS stands for Payment Card Industry Data Security Standard, which is a set of requirements intended to ensure that all
companies that process, store, or transmit credit card nformation maintain a secure environment 1. The standard is administered by
the Payment Card Industry Security Standards Council, and its use is mandated by the major card brands2. PCI DSS covers 12
requirements for compliance, organized into six control objectives, such as building and maintaining a secure network and systers,
protecting cardholder data, and implementing strong access control measures3. References: Payment Card Industry Security
Standards, PCI Security Standards Council - Protect Payment Data with Industry-driven Security Standards, Training, and
Programs, What is PCI Compliance? 12 Requirements & More - Digital Guardian

NEW QUESTION # 190
‘Which component of cloud security is used to identify misconfigurations during the development process?

e A, Code security
e B. Network security



e C. Container security
e D. SaaS security

Answer: A

Explanation:

Code security focuses on identifying vulnerabilities and misconfigurations early in the development process.

It uses tools like static code analysis and infrastructure-as-code (IaC) scanning to ensure secure coding and configuration before
deployment.

NEW QUESTION # 191

In addition to integrating the network and endpoint components, what other component does Cortex integrate to speed up IoC
investigations?

A. Infrastructure

B. Switch

C. Computer
D. Cloud

Answer: D

Explanation:
Cortex XDR breaks the silos of traditional detection and response by natively integrating network, endpoint, and cloud data to stop
sophisticated attacks

NEW QUESTION # 192
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