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CompTIA Cybersecurity Analyst (CySA+) Certification Exam, also known as the CS0-002 exam, is a globally recognized
certification that validates an individual's proficiency in the field of cybersecurity analysis. CompTIA Cybersecurity Analyst (CySA+)
Certification Exam certification exam is designed to test the candidate's ability to identify and respond to cybersecurity threats and
incidents in a complex network environment. CS0-002 Exam covers various topics, including threat management, vulnerability
management, incident response, and compliance and assessment.

CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q146-Q151):
NEW QUESTION # 146 
Review the following results:

Which of the following has occurred?

A. 172.29.0.109 is infected with a worm.
B. 123.120.110.212 is infected with a Trojan.
C. 172.29.0.109 is infected with a Trojan.
D. This is normal network traffic.

Answer: D

NEW QUESTION # 147 
The help desk is having difficulty keeping up with all onboarding and offboarding requests. Managers often submit, requests for new
users at the last minute. causing the help desk to scramble to create accounts across many different Interconnected systems. Which
of the following solutions would work BEST to assist the help desk with the onboarding and offboarding process while protecting
the company's assets?

A. RBAC
B. MFA
C. CASB
D. SSO

Answer: C

NEW QUESTION # 148 
A security analyst has received a report that servers are no longer able to connect to the network. After many hours of
troubleshooting, the analyst determines a Group Policy Object is responsible for the network connectivity Issues. Which of the
following solutions should the security analyst recommend to prevent an interruption of service in the future?

A. Cl/CD pipeline
B. Change management process
C. Appropriate network segmentation
D. Impact analysis and reporting

Answer: B
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Explanation:
A change management process is a set of procedures that ensures that any changes to a system or service are planned, tested,
approved, implemented and documented in a controlled and consistent manner. A change management process can prevent an
interruption of service caused by a Group Policy Object (GPO) by ensuring that the GPO is properly configured, tested and
authorized before applying it to the servers. A change management process can also provide a way to roll back or undo the changes
if they cause any problems.
A CI/CD pipeline is a method of delivering software applications that involves continuous integration (CI) and continuous delivery
(CD). CI is the process of merging code changes from multiple developers into a shared repository and testing them automatically.
CD is the process of deploying the code changes to different environments (such as testing, staging and production) and releasing
them to customers. A CI/CD pipeline does not prevent an interruption of service caused by a GPO, but rather helps to deliver
software applications faster and more reliably.
An impact analysis and reporting is a process of assessing the potential effects of a change on a system or service, such as
performance, availability, security and compatibility. An impact analysis and reporting can help to identify and mitigate any risks or
issues associated with a change. However, an impact analysis and reporting does not prevent an interruption of service caused by a
GPO, but rather helps to evaluate and communicate the consequences of a change.
Appropriate network segmentation is a practice of dividing a network into smaller subnetworks or segments based on different
criteria, such as function, location or security level. Appropriate network segmentation can improve the performance, security and
manageability of a network by reducing congestion, isolating threats and controlling access. However, appropriate network
segmentation does not prevent an interruption of service caused by a GPO, but rather helps to protect and optimize a network.

NEW QUESTION # 149 
A company wants to ensure confidential data from its storage media files is sanitized so the drives cannot oe reused. Which of the
following is the BEST approach?

A. Shredding
B. Encrypting
C. Formatting
D. Degaussing

Answer: A

Explanation:
Explanation
https://legalshred.com/degaussing-vs-hard-drive-shredding/
The best and most secure method of rendering hard drive information completely unusable is to completely destroy it through hard
drive shredding

NEW QUESTION # 150 
A security analyst is reviewing the network security monitoring logs listed below:



Which of the following is the analyst most likely observing? (Select two).

A. 10.1.1.129 can determine mat port 443 is being used
B. 10.1.1.129 successfully exploited a vulnerability on the web server
C. 10.1.1.128 sent malicious requests, and the alert is a false positive
D. 10.1.1.130 can potentially obtain information about the PHP version
E. 10.1.1.128 sent potential malicious traffic to the web server.
F. 10.1.1.129 sent potential malicious requests to the web server

Answer: D,F

Explanation:
A security analyst is reviewing the network security monitoring logs listed below and is most likely observing that 10.1.1.129 sent
potential malicious requests to the web server and that 10.1.1.130 can potentially obtain information about the PHP version. The
logs show that 10.1.1.129 sent two requests to the web server with suspicious parameters, such as "union select" and "or 1=1",
which are commonly used for SQL injection attacks. The logs also show that 10.1.1.130 sent a request to the web server with a
parameter "phpinfo", which is a function that displays information about the PHP configuration and environment, which can be useful
for attackers to find vulnerabilities or exploit them. Reference: CompTIA Cybersecurity Analyst (CySA+) Certification Exam
Objectives (CS0-002), page 8; https://owasp.org/www-community/attacks/SQL_Injection;
https://www.php.net/manual/en/function.phpinfo.php

NEW QUESTION # 151
......
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