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Fortinet FCP - FortiAnalyzer 7.6 Analyst FCP_FAZ_AN-7.6 Prüfungsfragen
mit Lösungen (Q67-Q72):
67. Frage 
Which statement about sending notifications with incident update is true?

A. If you use multiple fabric connectors, all connectors must have the same settings.
B. Notifications can be sent only by email.
C. You can send notifications to multiple external platforms.
D. Notifications can be sent only when an incident is updated or deleted.
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Antwort: C

Begründung:
In FortiOS and FortiAnalyzer, incident notifications can be sent to multiple external platforms, not limited to a single method such as
email. Fortinet's security fabric and integration capabilities allow notifications to be sent through various fabric connectors and third-
party integrations. This flexibility is designed to ensure that incident updates reach relevant personnel or systems using preferred
communication channels, such as email, Syslog, SNMP, or integration with SIEM platforms.

68. Frage 
Which statement about the FortiSIEM management extension is correct?

A. It can be installed as a dedicated VM.
B. It allows you to manage the entire life cycle of a threat or breach.
C. It requires a licensed FortiSIEM supervisor.
D. Its use of the available disk space is capped at 50%.

Antwort: C

Begründung:
To run the FortiSIEM Collector management extension application, the following requirements must be met:
FortiAnalyzer 7.0.1 or above
FortiSIEM Supervisor, Worker, Collectors 6.3.0 or above.
FortiSIEM Linux Agent 6.3.0 or above.
FortiSIEM Windows Agent 4.1.2 or above.

69. Frage 
(When there are no matching parsers for a device log, what does FortiAnalyzer do? (Choose one answer))

A. Archives the log for future analysis
B. Drops the log
C. Stores the log but doesn't normalize it
D. Applies the generic SYSLOG parser

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
FortiAnalyzer's ingestion pipeline does not "drop" logs simply because a parser is unavailable. The study guide states that when
devices send logs, "Logs received are decompressed and saved in a log file on the FortiAnalyzer disk" (with a .log extension). This
establishes that the raw log is still accepted and stored on disk as part of the normal workflow.
Normalization, however, depends on having a suitable parser. The study guide explains that "FortiAnalyzer uses predefined parsers
to extract key fields from ingested logs and maps them to a consistent, standardized set of field names." It further emphasizes that
"Log parsers ... are central to log normalization" because they convert unstructured/native logs into a standardized schema.
Therefore, if no matching parser exists for a given device log, FortiAnalyzer can still store the incoming log (it is received,
decompressed, and written to disk), but it cannot perform the "extract key fields" and "map to standardized field names" steps
required for normalization. In practical terms, the log remains in its native
/unstructured form (not normalized), which aligns exactly with option C.

70. Frage 
Refer to Exhibit:



Client-1 is trying to access the internet for web browsing.
All FortiGate devices in the topology are part of a Security Fabric with logging to FortiAnalyzer configured.
All firewall policies have logging enabled. All web filter profiles are configured to log only violations.
Which statement about the logging behavior for this specific traffic flow is true?

A. FGT-B will see the MAC address of FGT-A as the destination and notifies FGT-A to log this flow.
B. FGT B will create traffic logs and will create web filter logs if it detects a violation.
C. Only FGT-A will create web filter logs if it detects a violation.
D. Only FGT-B will create traffic logs.

Antwort: C

Begründung:
The study guide explains that in a Security Fabric, traffic logging is not duplicated across FortiGates for the same session: "Traffic
logging for a session ... is always carried out by the first FortiGate that handled it" and if a FortiGate receives traffic from a peer
FortiGate MAC, "it does not generate a new traffic log for that session." For UTM (web filtering) logs, the study guide states: "When
configured, upstream devices complete UTM logging." In the illustrated example, it further clarifies the role split: "All traffic from
Client-1 is first received by FGT-B, which creates traffic logs for the initial session... [then] forwarded to FGT-A... [and] FGT-A
... applies web filtering ... and generates the relevant UTM logs as necessary." Because web filter profiles are configured to log only
violations, web filter (UTM) logs will be generated only when a violation is detected-and per the study guide behavior, that UTM
logging is done by the upstream FortiGate (FGT-A). Therefore, only FGT-A will create web filter logs if it detects a violation
(Option D).

71. Frage 
Which two statements about playbook execution are true? (Choose two)

A. FortiAnalyzer will not commit changes made by a Failed playbook
B. Even I the playbook status is Failed, individual tasks may have succeeded.
C. You can run the default debugging playbook to investigate playbook errors.
D. The Playbook Monitor provides troubleshooting logs

Antwort: A,D

72. Frage
......
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