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¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
T | tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
EN D) protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
T3 users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

FE4 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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You have a Microsoft 365 ES tenant that contains the users shown in the following table.

You perform the following actions:

Provision the private store in Microsoft Store for Business.

Add an app named App] to the private store.

Set Private store availability for App1 to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

ER:

R -

Explanation:

Reference:

https’/docs.microsoft.comyen-us/microsoft-store/app- inventory-management-microsoft-store-for- business#private-store-availability
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You have a Microsoft 365 E5 subscription that contains a SharePoint site named Sitel. Site1 contains the files shown in the
following table.

You have the users shown in the following table.

You create a data loss prevention (DLP) policy with an advanced DLP rule and apply the policy to Site1. The DLP rule is
configured as shown in the following exhibit.

For each of the following statements, select Yes if the statement is true Otherwise, select No NOTE: Each correct selection is worth
one point.

ER:

fEERE S <

Explanation:

Userl can open File2: No

User2 can open Filel: Yes

Adminl can open File2: Yes

Userl can open File2: No

The DLP policy specifies that if a file contains 3 or more IP addresses, access to that content should be restricted. File2 contains 5
IP addresses, which exceeds the threshold set by the DLP policy. Therefore, User1, who is a site owner, will not be able to access
File2 because it matches the conditions set in the DLP rule to block access.

User2 can open Filel: Yes

Filel contains only 2 IP addresses, which is below the threshold of 3 set by the DLP policy. Since the DLP policy does not apply to
files with fewer than 3 TP addresses, User2, who is a site member, can access File1 without any restrictions.

Adminl can open File2: Yes

Adminl is part of the SharePoint admins group, which typically has elevated privileges. Despite the DLP rule, SharePoint admins are
generally not restricted by the same DLP rules that apply to regular users. Therefore, Adminl can access File2.
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FIRE #291
You have a Microsoft 365 subscription.
You have an Azure AD tenant that contains the users shown in the following table.

You configure Tenant properties as shown in the following exhibit.
Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only

B. Used and User2 only
C. User2 and User3 only
D. User2 only

E. User3 only

ZEX: D

R -

Explanation

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration. The customer's tenant administrator will be
notified.

Reference:

https:/learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office365
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You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Each user has an Android device with the Microsoft Authenticator app installed and has set up phone sign-in.
The subscription has the following Conditional Access policy:

* Name: Policyl

* Assignments

o Users and groups: Group1, Group2

0 Cloud apps or actions: All cloud apps

* Access controls

0 Grant Require multi-factor authentication

* Enable policy: On

From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit.
(Click the Exhibit tab.)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

ER:
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Explanation

PR #293
You have a Microsoft 365 subscription that contains the users shown in the following table.

You have the named locations shown in the following table.

You create a conditional access policy that has the following configurations:
* Users or workload identities:

o Include: Group1

o Exclude: Group2

* Cloud apps or actions: Include all cloud apps

* Conditions:

o Include: Any location

0 Exclude: Montreal

* Access control: Grant access, Require multi-factor authentication

User] is on the multi-factor authentication (MFA) blocked users list.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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