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Fortinet FCP_FAZ_AN-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.
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Topic 2
Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.

Topic 3
Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

Topic 4
SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.
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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q34-Q39):
NEW QUESTION # 34 
Which two actions should an administrator take to vide Compromised Hosts on FortiAnalyzer?
(Choose two.)

A. Make sure all endpoints are reachable by FortiAnalyzer.
B. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.
C. Enable device detection on the FotiGate device that are sending logs to FortiAnalyzer.
D. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to fortiAnalyzer.

Answer: C,D

Explanation:
To view Compromised Hosts on FortiAnalyzer, certain configurations need to be in place on both FortiGate and FortiAnalyzer.
Compromised Host data on FortiAnalyzer relies on log information from FortiGate to analyze threats and compromised activities
effectively.
Option A: Enable device detection on the FortiGate devices that are sending logs to FortiAnalyzer Enabling device detection on
FortiGate allows it to recognize and log devices within the network, sending critical information about hosts that could be
compromised. This is essential because FortiAnalyzer relies on these logs to determine which hosts may be at risk based on
suspicious activities observed by FortiGate. This setting enables FortiGate to provide device-level insights, which FortiAnalyzer uses
to populate the Compromised Hosts view.
Option B: Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer Web
filtering is crucial in identifying potentially compromised hosts since it logs any access to malicious sites or blocked categories.
FortiAnalyzer uses these web filter logs to detect suspicious or malicious web activity, which can indicate compromised hosts. By
ensuring that FortiGate sends these web filtering logs to FortiAnalyzer, the administrator enables FortiAnalyzer to analyze and
identify hosts engaging in risky behavior.

NEW QUESTION # 35 
Which statement describes archive logs on FortiAnalyzer?

A. Logs compressed and saved in files with the .gz extension
B. Logs that are indexed and stored in the SQL database
C. Logs previously collected from devices that are offline
D. Logs a FortiAnalyzer administrator can access in FortiView
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Answer: A

Explanation:
In FortiAnalyzer, archive logs refer to logs that have been compressed and stored to save space. This process involves compressing
the raw log files into the .gz format, which is a common compression format used in Fortinet systems for archived data. Archiving is
essential in FortiAnalyzer to optimize storage and manage long-term retention of logs without impacting performance.
Let's examine each option for clarity:
* Option A: Logs that are indexed and stored in the SQL database
* This is incorrect. While some logs are indexed and stored in an SQL database for quick access and searchability, these are not
classified as archive logs. Archived logs are typically moved out of the database and compressed.
* Option B: Logs a FortiAnalyzer administrator can access in FortiView
* This is incorrect because FortiView primarily accesses logs that are active and indexed, not archived logs. Archived logs are
stored for long-term retention but are not readily available for immediate analysis in FortiView.
* Option C: Logs compressed and saved in files with the .gz extension
* This is correct. Archive logs on FortiAnalyzer are stored in compressed .gz files to reduce space usage. This archived format is
used for logs that are no longer immediately needed in the SQL database but are retained for historical or compliance purposes.
* Option D: Logs previously collected from devices that are offline
* This is incorrect. Although archived logs may include data from devices that are no longer online, this is not a defining characteristic
of archive logs.
* FortiAnalyzer 7.4.1 documentation and configuration guides outline that archived logs are stored in compressed files with the .gz
extension to conserve storage space, ensuring FortiAnalyzer can handle a larger volume of logs over extended periods.

NEW QUESTION # 36 
What happens when the indicator of compromise (IOC) engine on FortiAnalyzer finds web logs that match blacklisted IP
addresses?

A. A new infected entry is added for the corresponding endpoint under Compromised Hosts.
B. FortiAnalyzer flags the associated host for further analysis.
C. The detection engine classifies those logs as Suspicious.
D. The endpoint is marked as Compromised and, optionally, can be put in quarantine.

Answer: A

NEW QUESTION # 37 
Which two external servers can you configure to validate administrator logins? (Choose two.)

A. RADIUS
B. LDAP
C. Syslog
D. Only locally by FortiAnalyzer

Answer: A,B

NEW QUESTION # 38 
Exhibit.
Laptop1 is used by several administrators to manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than admin'', and coming from Laptop1.
Which filter will achieve the desired result?

A. Operation-login and srcip== 10.1.1.100 and dstip==10.1.1.1.210 and user==admin
B. Operation-login and performed_on==''GUI(10.1.1.100)' and user!=admin
C. Operation-login and performed_on==''GU (10.1.1.120)' and user!=admin
D. Operation-login and dstip==10.1.1.210 and user!-admin

Answer: B

Explanation:
The objective is to create a filter that identifies all login attempts to the FortiAnalyzer web interface (GUI) coming from Laptop1 (IP



10.1.1.100) and excludes the admin user. This filter should match any user other than admin.
* Filter Components Analysis:
* Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.
* performed_on==''GUI(10.1.1.100)': This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.
* user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.
* Option Analysis:
* Option A: Correctly specifies the Operation-login, performed_on==''GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop1, excluding the admin user.
* Option B: Uses the incorrect IP 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).
* Option C: This option includes srcip==10.1.1.100 and dstip==10.1.1.210 but incorrectly specifies user==admin instead of
user!=admin, which does not match the requirement to exclude admin users.
* Option D: This option does not specify the performed_on field to restrict it to the GUI and only includes dstip (destination IP)
without srcip. It also incorrectly uses user!-admin instead of the correct syntax user!=admin.
Conclusion:
* Correct Answer: A. Operation-login and performed_on==''GUI(10.1.1.100)' and user!=admin
* This filter precisely captures the required conditions: login attempts from Laptop1 to the GUI interface by any user except admin.
References:
FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking.

NEW QUESTION # 39
......
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