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I #81
Which feature is supported on Ethernet Ring Protocol Switching (ERPS) ports?

A ISL
B. MVRP

C. loop-protect
D. MCLAG

IEf: C
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ERPS (Ethernet Ring Protection Switching) already provides loop avoidance in a ring topology, but it still supports loop-protect on
its ports. Loop-protect helps detect and prevent accidental bridging loops outside the ERPS control plane. Other features like ISL,
MVRP, or MCLAG are not supported on ERPS ring ports.

B #82
With the configuration of two CX 8325 switches in the VSX cluster, how would you prepare a link- aggregation for a 7000 gateway
for a zero-touch provision to support protocol-based port redundancy?

int lag 1 multischassis
lacp &nable
Tac fail -over

int lag
lacp-enable
o (. lacp fail-over

R -

To support protocol-based port redundancy (zero-touch provisioning) with a 7000 gateway and two CX 8325 VSX switches, you
must configure lacp mode active and lacp fallback on a multi- chassis LAG. This ensures the gateway can form an LACP port-
channel with either switch even before LACP negotiation begins, providing redundancy and seamless provisioning,

B #83
A pair of CX 8325 series switches a configured in a VSX cluster. Which function is executed on both VSX members during normal
operation?

A. periodically sends gratuitous ARP and broadcast hello packets
B. replies to ARP requests with thecluster vVMAC

C. routes PIM and PIM-DR

D. relays DHCP requests or serves DHCP offer

IEf#: B
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The question asks which function is executed on both VSX members (CX 8325 switches) during normal operation in a VSX cluster.
* Analysis of Options:

* Option A:Correct. Both VSX switches reply to ARP requests with the cluster's virtual MAC (VMAC) for SVIs configured with
active-gateway, ensuring consistent Layer 3 forwarding,

* Option Bincorrect. PIM (Protocol Independent Multicast) and PIM-DR roles are typically handled by one switch, not both, in a
VSX cluster.

* Option C:ncorrect. DHCP relay or server functions are not necessarily performed by both switches simultaneously.

* Option Dincorrect. Gratuitous ARP and broadcast hello packets are typically sent by the primary switch or specific protocols, not
both VSX members for all cases.

* Why Option A is CorrectIn a VSX cluster, the active-gateway feature allows both switches to respond to ARP requests for
Switched Virtual Interfaces (SVIs) using a shared virtual MAC address (VMAC). This ensures seamless Layer 3 forwarding and
high availability, as clients receive consistent ARP replies regardless of which VSX switch processes the request. The vsx-sync
feature ensures the VMAC is synchronized, enabling both switches to perform this fimction during normal operation, as per HPE
Aruba Networking's VSX architecture.

* Relevance to Certification Objectives:

* Network Resiliency and Virtualization (8%o):Designing and troubleshooting VSX for redundancy and active-active forwarding.

* Switching (19%):Implementing Layer 2/3 technologies, including ARP handling in VSX.

* Routing (16%):Ensuring consistent Layer 3 operations in VSX environments.



References:

HPE Aruba Networking AOS-CX Configuration Guide: VSX Configuration, detailing active-gateway and vVMAC usage.
HPE7-A06Study Guide: Covers VSX Layer 3 functions and ARP handling.

HPE Aruba Networking Technical Documentation: VSX Active-Gateway Best Practices.

HH #84
A Python developer could not modify the VLAN database on an AOS-CX switch through the REST APL
‘Which settings should the developer check first? (Select two.)

A. HTTPS settings

B. SSH settings

C. SNMP settings

D. REST API settings
E. local-user settings

_EE%: A\ E

R -

A Python developer using the REST API cannot modify the VLAN database on an AOS-CX switch. We need to identify the first
settings to check.

* REST API Requirements for Modification:

* HTTPS Server:The REST API operates over HTTPS, so the HTTPS server must be enabled on the switch (show https-server
status).

* REST Interface:The REST API interface itself must be enabled (it usually is by default, check with show rest-interface).

* Authentication.The API client must provide valid credentials (username/password or token) for a user account configured on the
switch.

* Authorization'The authenticated user account must have sufficient privileges to modify the configuration (e.g., belong to the built-in
administrators group or a custom role with appropriate permissions). Check user details (show user <name>) and role permissions
(show user roles).

* Analysis of Options:

* A. HTTPS settings: Essential for API communication. Check if enabled.

* B. SSH settings: Irrelevant to REST APL

* C. SNMP settings: Irrelevant to REST APL

* D. REST API settings: Check if enabled (show rest-interface), but it's usually enabled by default.

Less likely than A or E to be the mitial problem.

* E. local-user settings: Crucial for both authentication (correct credentials used?) and authorization (does the user have modification
privileges?).

* Conclusion:-When a REST API modification fails, the most critical initial checks involve ensuring the API endpoint is accessible
(HTTPS Server enabled - A) and that the user account being used for the API call has the necessary permissions (local-user
settings, specifically privileges/roles - E).

References:AOS-CX REST API Guide, AOS-CX Security Guide (User Accounts, Roles, HTTPS Server configuration). This
relates to "Security” (10%) and "Authentication/Authorization" (9%).

HH #85

You have configured BGP peering froma CX 8325 switch to a third-party router. The remote router is reachable via ping but you
are not able to get the configuration to an established state.

Based on the BGP debug;



2023-18-085:10:22:52.210023 |hpe-routing | LOG_INFO|CDTR|1|BGP|BGP|Open Message packet =
2023-18-05:10:22:52.210007 |hpe-routing|LOG_INFO|CDTR|1|BGP |BGP|Capabilities offset = 31
2023-10-05:10:22:52.2099908 | hpe-routing|LOG_INFO|CDTR|1|BGP |BGP|Restart capable? = True
2023-10-05:10:22:52.209974 |hpe-routing|LOG_INFO|CDTR|1|BGP |BGP |Number of Capabilities = 6
2823-18-05:10:22:52.209956 | hpe-routing|LOG_INFO|CDTR|1|BGP |BGP |Receivedihold time = 18@
2023-10-05:10:22:52.209940 |hpe-routing|LOG_INFO|CDTR|1|BGP|BGP |[Remote BGP ID = @.0.0.e
2023-18-85:10:22:52.209924 |hpe-routing|LOG_INFO|CDTR|1|BGP|BGP|Remote AS number = 64588
2023-108-085:10:22:52.209968 |hpe-routing|LOG_INFOQ|CDTR1 |BGP |BGP |Incoming connection? = False
2823-10-05:10:22:52.209892 |hpe-routing|LOG_INFO CDTR|1|BGP|BGP|Scope ID =@
2023-18-85:10:22:52.209875 |hpe-routing | LOGLINFO|CDTR|1|BGP | BGP |Remote port =@
2023-18-05:10:22:52.209858 | hpe-routifg|LOG_INFO|CDTR|1|BGP |BGP |Remote address = 10.1.0.2
2023-10-85:10:22:52,209842 |hpesrouting|LOG_INFO|CDIR|1|BGP|BGP|Selected local port = 3715
20823-18-05:10:22:52.209824 |hpe-routing | LOG_INFOJCDTR |2/ BGP |BGP [Selected local address = 10.1.0.4
2023-10-05:10:22:52.209805 |hpe-routing | LOG_INFOYCDTR|I1TBGP |BGP |Configured local port =90
2823-10-05:10:22:52.209789 |hpe-routing |LOG_INFO| COTR |1 |BGP |BGP [Configured local address = 10.1.0.4
2023-10-985:10:22:52.209772 |hpe-routing|LOG_INED [COTRY 1BGP |BGP [NM entity index = 268763136
2023-18-05:10:22:52.209755 |hpe-routing | LOG_INFOIEDTRILIBGP |BGP|A valid OPEN message has been received from

What is preventing the BGP neighbor state from becoming the established state?

A. The remote router is configured with router-id 10.1.0.4
B. The remote router is not negotiating with the local router
C. The remote router has no router-id configured

D. The remote router is configured with router-id 10.1.0.2

Ef#: C

LR

The debug output shows the Remote BGP ID as 0.0.0.0, which indicates that the remote router has no router-id configured. BGP
requires a valid router-id (a non-zero IP address) for session establishment. Without it, the BGP session cannot progress to the
Established state.
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