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NEW QUESTION # 39
‘What best describes the effect of disabling detections for a host?

¢ A Detections for the host are removed from the console immediately and no new detections display in the console going
forward until re-enabled

¢ B. You cannot disable detections for a single host and are only able to prevent detections via allowlisting

¢ (. Existing detections for the host remain, but no new detections will be presented in the console going forward until re-
enabled

¢ D. Detections for the host are removed from the console immediately and cannot be restored unless the sensor is reinstalled

Answer: A

NEW QUESTION # 40
You want the Falcon Cloud to push out sensor version changes but you also want to manually control when the sensor version is
upgraded or downgraded. In the Sensor Update policy, which is the best Sensor version option to achieve these requirements?

A. Auto - N-1

B. Auto - TEST-QA

C. Sensor version updates off

D. Specific sensor version number

Answer: D

Explanation:

The admmnistrator can choose a specific sensor version number in the Sensor Update policy to manually control when the sensor
version is upgraded or downgraded. This will allow the Falcon Cloud to push out sensor version changes, but only when the
administrator changes the version number in the policy. The other options will either automate the sensor version updates or turn
them off conmpletely.

NEW QUESTION # 41
When configuring a specific prevention policy, the admin can align the policy to two different types of groups, Host Groups and
which other?

A. Enterprise Groups

B. Custom IOA Rule Groups
C. Operating System Groups
D. Custom IOC Groups

Answer: B

Explanation:

Prevention Policies are created based on the OS (Windows, MAC and Linux policies). Once a prevention policy is created, three
options appear on top: Settings, Assigned Host Groups and Assigned Custom IOAS (tested on Crowdstrike). Therefore, Host
Groups and Custom IOAS are the two different types of groups a prevention policy can be aligned to.

NEW QUESTION # 42

Your development team is working on a new enterprise application, but Falcon starts creating alerts during testing. The alert points
to, "C:\Users\Bob\DevCode\felix.dll". In the detection, you see that it's triggering only on a specific Falcon IOA. What would be the
best course of action for this situation?

A. Manually turn off the built-in IOA through prevention policies

B. Create a Custom IOC and set it to "Allow" for "C:\Users\Bob\DevCode\felix.dll"
C. Create a sensor visibility exclusion for "C:\Users\Bob\DevCode\felix.dll"

D. Create an IOA exclusion for "C:\Users\Bob\DevCode\felix.dll"

Answer: B



NEW QUESTION # 43
‘Which prevention policy setting monitors contents of scripts and shells for execution of malicious content?

A. Suspicious Scripts and Commands

B. Engine (Full Visibility)
C. Script-based Execution Monitoring
D. FileSystem Visibility

Answer: C

NEW QUESTION # 44
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