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B (Q71-Q76):

HE#T

Admins have recently turned on Wireless IDS/IPS infrastructure detection at the high level on HPE Aruba Networking APs. When
you check WIDS events, you see several RTS rate and CTS rate anomalies, which were triggered by neighboring APs.

‘What can you interpret from this event?

¢ A These neighboring APs might be hackers trying to launch a DoS, but are more likely operating normally; you should start
by tuning the event thresholds.

¢ B. These neighboring APs are likely to be wireless clients that are inappropriately bridging their wired and wireless NICs; you
should track down and remove them.

¢ C. These neighboring APs are actually rogue APs, and you should enable wireless de-authentication containment on them

¢ D. These neighboring APs are actually rogue APs, and you should enable wireless tarpit containment on them
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When Wireless IDS/IPS infrastructure detection reports RTS (Request to Send) and CTS (Clear to Send) rate anomalies triggered
by neighboring APs, it is often an indication of unusual, but not necessarily malicious, behavior. These anomalies can be caused by
neighboring APs operating normally but under specific conditions that trigger the alerts. Before assuming a security threat, it is
recommended to tune the event thresholds to better match the environment and reduce falsepositives. This approach helps to
distinguish between normal operations and potential DoS attacks.

H #72

A company uses HPE Aruba Networking ClearPass Policy Manager (CPPM) as a TACACS+ server to authenticate managers on
its AOS-CX switches. You want to assign managers to groups on the AOS-CX switch by name.

How do you configure this setting ina CPPM TACACS+ enforcement profile?

¢ A. Add the Aruba:Common service and set Aruba-Admin-Role to the group name.

¢ B. Add the Shell service and set priv-Ivl to the group name.

¢ (. Add the Aruba:Common service and set Aruba-Priv- Admin-User to the group name.
¢ D. Add the Shell service and set autocmd to the group name.
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To assign managers to groups on the AOS-CX switch by name using HPE Aruba Networking ClearPass Policy Manager (CPPM)
as a TACACS+ server, you should add the Aruba service to the TACACS+ enforcement profile and set the Aruba- Admin-Role to
the group name. This configuration ensures that the appropriate administrative roles are assigned to managers based on their group
membership, allowing for role-based access control on the AOS-CX switches.

Reference: ClearPass TACACS+ configuration guides and AOS-CX switch management documentation provide details on setting
up enforcement profiles and using the Aruba- Admin-Role attribute for role assignment.

R #73
An AOS-CX switch has been configured to implement UBT to two HPE Aruba Networking gateways that implement VRRP on the
users' VLAN. What correctly describes how the switch tunnels UBT users' traffic to those gateways?

A. The switch always load shares the users' traffic across both gateways.

B. The switch always sends all users' traffic to the primary gateway configured in the UBT zone.

C. The switch always sends all users' traffic to the gateway assigned as the active device designed gateway.
D. The switch always sends the users' traffic to the VRRP master.
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* User-Based Tunneling (UBT) with VRRP:

* UBT allows traffic from authenticated users to be tunneled to an HPE Aruba Networking gateway.

* In the case of VRRP, where two gateways are configured for redundancy, the AOS-CX switch will always send the traffic to the
primary gateway defined in the UBT zone configuration.



* The VRRP state (master/backup) does not impact the UBT decision; the UBT primary configuration takes precedence.

* Option Analysis:

* Option A: Incorrect. UBT does not strictly follow the VRRP master; it adheres to the UBT primary gateway configuration.

* Option B: Correct. The switch tunnels all traffic to the primary gateway configured in the UBT zone.

* Option C: Incorrect. UBT does not load-share traffic between gateways.

* Option D: Incorrect. UBT uses the primary gateway configured in the UBT zone, not dynamically determined active devices.

H #74

A company has AOS-CX switches and HPE Aruba Networking APs, which run AOS-10 and bridge their SSIDs. Company
security policies require 802.1X on all edge ports, some of which connect to APs. How should you configure the auth-mode on
AOS-CX switches?

A. Leave all edge ports in device auth-mode and configure client auth-mode in the AP role.
B. Configure all edge ports in client auth-mode.

C. Leave all edge ports in client auth-mode and configure device auth-mode in the AP role.
D. Configure all edge ports in device auth-mode.

EfE: C
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* 802.1X Authentication Modes:

* Client Auth-Mode: Requires each connected endpoint to authenticate individually using 802.1X.

* Device Auth-Mode: Allows the port to authenticate a device, such as an AP, as a whole. This mode works when the device
bridges traffic (e.g., AP bridging SSID traffic).

* AP Role Configuration:

* Since the AP bridges traffic from multiple clients, you must configure the AP role to use device auth-mode.

* Meanwhile, the ports on edge switches can remain in client auth-mode to enforce 802.1X for individual client connections.

* Option Analysis:

* Option A: Correct. This ensures the AP itself authenticates with device auth-mode, while edge ports remain in client auth-mode.
* Option B: Incorrect. APs require device auth-mode for bridging, not client auth-mode.

* Option C: Incorrect. Device auth-mode on all ports would not meet the security policy for clients.

* Option D: Incorrect. Leaving all ports in device auth-mode does not meet the policy for 802.1X on edge ports.

B #75

A company has HPE Aruba Networking APs, which authenticate users to HPE Aruba Networking ClearPass Policy Manager
(CPPM).

What does HPE Aruba Networking recommend as the preferred method for assigning clients to a role on the AOS firewall?

e A. OCreate server rules on the APs to assign clients to roles based on RADIUS IETF attributes returned by CPPM.

¢ B. Configure CPPM to assign the role using a RADIUS enforcement profile with a RADIUS:IETF Usernane attribute.
e C. Create user rules on the APs to assign clients to roles based on a variety of criteria.

e D. Configure CPPM to assign the role using a RADIUS enforcement profile with an Aruba-User-Role VSA.

1IEf#: D
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The preferred method for assigning clients to a role on the AOS firewall is to configure HPE Aruba Networking ClearPass Policy
Manager (CPPM) to assign the role using a RADIUS enforcement profile with an Aruba-User-Role VSA (Vendor-Specific
Attribute). This method allows ClearPass to dynamically assign the appropriate user roles to clients during the authentication
process, ensuring that role-based access policies are consistently enforced across the network.
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