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CheckPoint 156-536 Exam Syllabus Topics:

Topic Details

Topic 1
Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.
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Topic 2
Troubleshooting: In this final section, CheckPoint Security Administrators will demonstrate their
troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may
arise during deployment or operation of the endpoint security solution.

Topic 3
Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
about the fundamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

Topic 4
Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.
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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q65-Q70):
NEW QUESTION # 65 
What GUI options do you have to access the Endpoint Security Management Server in a cloud environment?

A. SmartConsoleandGaiaWebUI
B. SmartEndpoint Distributor
C. Nothing, there is no Cloud Support for Endpoint Management Server.
D. Infinity Portal and Web Management Console

Answer: D

NEW QUESTION # 66 
Does the Endpoint Client GUI provide automatic or manual prompting to protect removable storage media usage?

A. Automatic Only
B. Manual Only
C. Neither automatic nor manual
D. Either automatic or manual

Answer: D

NEW QUESTION # 67 
In the POLICY Tab of the Harmony Endpoint portal for each software capability (Threat Prevention, Data Protection, etc.), rules
can be created to protect endpoint machines. Choose the true statement.

A. There are only rules for the Harmony Endpoint Firewall capability. All other capabilities only include Actions.
B. The default rule is a global rule that only applies to Computers. Rules for Users must be added manually by the
administrator.
C. The default rule is a global rule which applies to all users and computers in the organization.
D. There are no rules to start with, and administrators must create rules in order to deploy the capability policies, actions, and
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behavior.

Answer: C

Explanation:
In the Harmony Endpoint portal, the POLICY Tab is used to manage security policies for various software capabilities such as
Threat Prevention, Data Protection, and others. These policies are enforced through rules that dictate how each capability behaves
on endpoint machines. TheCP_R81.
20_Harmony_Endpoint_Server_AdminGuide.pdfprovides clear evidence on how these rules are structured by default.
Onpage 166, under the section "Defining Endpoint Security Policies," the documentation states:
"You create and assign policies to the root node of the organizational tree as a property of each Endpoint Security component." This
indicates that a default policy (or rule) is established at the root level of the organizational hierarchy, inherently applying to all entities-
users and computers-within the organization unless overridden by more specific rules. Further supporting this, onpage 19, in the
"Organization-Centric model" section, it explains:
"You then define software deployment and security policies centrally for all nodes and entities, making the assignments as global or
as granular as you need." This global assignment at the root node confirms that the default rule encompasses all users and computers
in the organization, aligning withOption D. The documentation does not suggest that the default rule is limited to computers only
(Option A), nor does it state that no rules exist initially (Option B), or that rules are exclusive to the Firewall capability (Option C).
Instead, each capability has its own default policy that applies globally until customized.
* Option Ais incorrect because the default rule is not limited to computers. Page 19 notes: "The Security Policies for some Endpoint
Security components are enforced for each user, and some are enforced on computers," showing that policies can apply to both
based on the component, not just computers.
* Option Bis false as the guide confirms default policies exist at the root node, not requiring administrators to create them from
scratch (see page 166).
* Option Cis inaccurate since rules exist for all capabilities (e.g., Anti-Malware on page 313, Media Encryption on page 280), not
just Firewall, and all capabilities involve rules, not just actions.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 19: "Organization-Centric model" (global policy assignment).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 166: "Defining Endpoint Security Policies" (policy assignment to
the root node).

NEW QUESTION # 68 
Which information can we find on the Operational Overview dashboard?

A. Hosts under Attack, Active Attacks, Blocked Attacks
B. Active Attacks. Deployment status. Pre-boot status, Anti-Malware update. Harmony Endpoint Version and Operating
system
C. Desktops. Servers, Active Alerts, Anti-Malware update, Harmony Endpoint Version
D. Active Endpoints. Active Alerts, Deployment status, Pre-boot status, Encryption Status

Answer: D

NEW QUESTION # 69 
When is the heartbeat initiated?

A. During the first sync
B. After the first sync
C. Before the first sync
D. After the last sync

Answer: B

Explanation:
The heartbeat mechanism in Harmony Endpoint ensures ongoing communication between endpoint clients and the management
server, facilitating status updates and policy enforcement. TheCheck Point Harmony Endpoint Server Administration Guide
R81.20clarifies the timing of this process.
Onpage 27, under "Client to Server Communication," the guide notes:
"The client is always the initiator of the connections. Most communication is over HTTPS (TCP/443), including Policy downloads
and Heartbeat." This establishes that the client initiates heartbeats, but the exact timing is detailed onpage 28, under "The Heartbeat



Interval":
"Endpoint clients send 'heartbeat' messages to the Endpoint Security Management Server to check the connectivity status and report
updates." Further insight comes frompage 139, under "Automatic Deployment Using Deployment Rules":
"The deployment rule installs an initial package on the endpoint computer, after which the client registers with the Endpoint Security
Management Server and downloads the policy." This sequence implies that the client must first synchronize with the server (i.e.,
register and download the initial policy) before periodic heartbeats commence. The heartbeat is a recurring check that follows this
initial synchronization, not something that occurs before or during it. Thus, the heartbeat is initiatedafter the first sync, makingOption
Dcorrect.
Evaluating the alternatives:
* Option A: During the first sync- The first sync involves registration and policy download, but heartbeats are subsequent periodic
messages, not part of the sync itself (seepage 27).
* Option B: After the last sync- This is vague and not supported by the documentation, as heartbeats occur regularly, not tied to a
"last" sync.
* Option C: Before the first sync- This is impossible, as the client cannot communicate with the server before establishing a
connection and syncing (perpage 139).
Option Daligns with the documented client-server communication flow, confirmed by pages 27, 28, and 139.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 27: "Client to Server Communication" (client- initiated
communication).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 28: "The Heartbeat Interval" (purpose of heartbeats).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 139: "Automatic Deployment Using Deployment Rules" (client
registration and sync).

NEW QUESTION # 70
......

A generally accepted view on society is only the professionals engaged in professional work, and so on, only professional in
accordance with professional standards of study materials, as our 156-536 study materials, to bring more professional quality
service for the user. Our study materials can give the user confidence and strongly rely on feeling, lets the user in the reference
appendix not alone on the road, because we are to accompany the examinee on 156-536 Exam, candidates need to not only
learning content of teaching, but also share his arduous difficult helper, so believe us, we are so professional company.
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