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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

¢ CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative

skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
Topic 1 includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.
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¢ CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 2

e CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.

Topic 3

¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 4

o CMMC Assessiment Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
Topic 5 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q152-Q157):

NEW QUESTION # 152
An OSC has requested a C3PAO to conduct a Level 2 Assessment. The C3PAO has agreed, and the two organizations have
collaborated to develop the Assessment Plan. Who agrees to and signs off on the Assessment Plan?

A. Lead Assessor and C3PAO

B. OSC and CMMC-AB

C. OSC and Sponsor

D. C3PAO and Assessment Official

Answer: A

Explanation:

Understanding the CMMC Level 2 Assessment ProcessWhen anOrganization Seeking Certification (OSC) engages aCertified
Third-Party Assessment Organization (C3PAO)to conduct aCMMC Level 2 Assessment, anAssessment Planis developed to
outline the scope, methodology, and logistics of the assessment.

* According to theCMMC Assessiment Process (CAP) Guide, theAssessment Plan must be formally agreed upon and signed off by:
* Lead Assessor- The individual responsible for overseeing the execution of the assessment.

* C3PAO (Certified Third-Party Assessment Organization)- The entity conducting the assessment.

* TheLead Assessorensures that theAssessment Plan aligns with CMMC-AB and DoD requirements, including methodology,
objectives, and evidence collection.

* TheC3PAOprovides organizational approval, confirming that the assessment is conducted according toCMMC-AB rules and
contractual agreements.

* A. OSC and Sponsor (Incorrect)

* TheOSC (Organization Seeking Certification)is involved in planning but does not sign off on the plan.

* Asponsoris not part of the sign-off process mn CMMC assessments.

* B. OSC and CMMC-AB (Incorrect)

* TheOSCdoes not formally approve the Assessment Plan-this responsibility belongs to the assessment team.

* TheCMMC-ABdoes not sign off on individualAssessment Plans.

*D. C3PAO and Assessment Official (Incorrect)

* "Assessment Official” isnot a defined rolein the CMMC assessiment process.

* TheC3PAOis involved, but it must be theLead Assessorwho signs off, not an unspecified official

* The correct answer isC. Lead Assessor and C3PAO.



* TheLead Assessorensures assessiment integrity, while theC3PAOprovides official authorization.
References:

CMMC Assessment Process (CAP) Guide

CMMC 2.0 Level 2 Certification Procedures

The Cyber AB Assessiment Guidelines

NEW QUESTION # 153
In the CMMC Model, how many practices are included in Level 1?

A. 72 practices
B. 15 practices
C. 110 practices
D. 17 practices

Answer: D

Explanation:

CMMC (Cybersecurity Maturity Model Certification) 2.0 Level 1 is designed to protectFederal Contract Information (FCI)and
consists ofl7 foundational cybersecurity practices. These practices are directly derived fromFAR 52.204-21(Basic Safeguarding of
Covered Contractor Information Systens), which outlines minimum security requirements for contractors handiing FCL
Breakdown of CMMC Level 1 PracticesThel7 practicesin Level 1 focus on basic cybersecurity hygiene and fall under the
following6 domains:

* Access Control (AC)- 4 practices

* AC.L1-3.1.1: Limit system access to authorized users

* AC.L1-3.1.2: Limit user access to authorized transactions and flmctions

* AC.L1-3.1.20: Verify and control connections to external systems

* AC.L1-3.1.22: Control information posted or processed on publicly accessible systens

* Jdentification and Authentication (IA)- 2 practices

* JA.L1-3.5.1: Identify and authenticate system users

* JA.L1-3.5.2: Use nuitifactor authentication for local and network access

* Media Protection (MP)- 1 practice

* MP.L1-3.8.3: Sanitize media before disposal or reuse

* Physical Protection (PE)- 4 practices

* PE.L1-3.10.1: Limit physical access to systems containing FCI

* PE.LL1-3.10.3: Escort visitors and monitor visitor activity

* PE.L1-3.10.4: Maintain audit logs of physical access

* PE.L1-3.10.5: Control and manage physical access devices

* System and Commumications Protection (SC)- 2 practices

* SC.L1-3.13.1: Monitor and control communications at system boundaries

* SC.L1-3.13.5: Implement subnetworks for publicly accessible system components

* System and Information Integrity (SI)- 4 practices

* SI.L1-3.14.1: Identify, report, and correct system flaws in a timely manner

* SI.L1-3.14.2: Provide protection from malicious code at designated locations

* SI.L1-3.14.4: Update malicious code protection mechanisms periodically

* SI.L1-3.14.5: Perform scans of system components and real-time file scans Official Reference from CMMC 2.0
DocumentationThe 17 practices forCMMC Level 1are explicitly listed in theCMMC 2.0 Appendices and Assessment Guide for
Level 1, as well as in theFAR 52.204-21 requirements.

These practices representbasic safeguarding measuresthat all DoD contractors handlingFClmust implement.

#CMMC 2.0 Level 1 Summary:

* Focus:Basic safeguarding of FCI

* Total Practices:17

* Derived FromFAR 52.204-21

* Assessiment Type:Self-assessment (annual)

Final Verification and ConclusionThe correct answer isB. 17 practicesas verified from theCMMC 2.0 official documentsandFAR
52.204-21 requirements.

NEW QUESTION # 154
The Level 1 practice description in CMMC is Foundational. What is the Level 2 practice description?



A. Optimizing
B. Advanced
C. Continuously Improved

D. Expert
Answer: B

Explanation:

Understanding CMMC 2.0 Levels and Their DescriptionsTheCybersecurity Maturity Model Certification (CMMC) 2.0consists
ofthree levels, each representing increasing cybersecurity maturity:

Level 1 - Foundational

Focuses onbasic cyber hygiene

Implements 17 practicesaligned withFAR 52.204-21

Primarily protectsFederal Contract Information (FCI)

Level 2 - Advanced(Correct Answer)

Focuses onprotecting Controlled Unclassified Information (CUI)

Implements110 practicesaligned withNIST SP 800-171

Requirestriennial third-party assessments for critical programs

Level 3 - Expert

Focuses onadvanced cybersecurityagainstAPT (Advanced Persistent Threats) ImplementsNIST SP 800-171 and additional NIST
SP 800-172 controls Requirestriennial government-led assessments TheCMMC 2.0 framework explicitly describes Level 2 as
"Advanced." Italigns with NIST SP 800-171to ensure robustCUI protection.

A). Expert (Incorrect)- This describesLevel 3, not Level 2.

C). Optimizing (Incorrect)- Not a defined CMMC level description.

D). Continuously Improved (Incorrect)- CMMC does not use this terminology.

The correct answer isB. Advanced, which accurately describesCMMC Level 2.

References:

CMMC 2.0 Model Overview

CMMC 2.0 Scoping Guide

NIST SP 800-171 & NIST SP 800-172

NEW QUESTION # 155

A CCP 1s working as an Assessment Team Member on a CMMC Level 2 Assessment. The Lead Assessor has assigned the CCP
to assess the OSC's Configuration Management (CM) domain. The CCP's first interview is with a subject-matter expert for user-
installed software. With respect to user-installed software, what facet should the CCP's interview focus on?

A. Scanned for malicious code

B. Removed from the system

C. Limited to mission-essential use onty
D. Controlled and monitored

Answer: C

NEW QUESTION # 156
When are data and documents with legacy markings from or for the DoD required to be re-marked or redacted?

A. When under the control of the DoD

B. When the document is considered secret

C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

Explanation:

* Background on Legacy Markings and CUI

* Legacy markings refer to classification labels used before the implementation of theControlled Unclassified Information (CUI)
ProgramunderDoD Instruction 5200.48.

* Documents with legacy markings (such as "For Official Use Only" (FOUO) or "Sensitive But Unclassified" (SBU)) must be
reviewed for re-marking or redaction to align withCUI requirements.



* When Must Legacy Markings Be Updated?

* Ifthe documment is retained internally (Answer A - Incorrect): Documents under DoD control do not require immediate re-marking
unless they are being shared externally.

* Ifthe document is classified as Secret (Answer B - Incorrect): This question is aboutCUI, not classified information. Secret-level
documents follow different marking rules underDoD Manual

5200.01.

* Ifa documment is being shared externally (Answer C - Correct):

* According toDoD Instruction 5200.48, Section 3.6(a), organizations mustreview legacy markings before sharing documents
outside the organization.

* The document must bere-markedin compliance with the CUI Program before dissemination.

* Ifthe original document does not contain CUI (Answer D - Incorrect): The original source document's status does not affect the
requirement to re-mark a derivative document if it contains CUI.

* Conclusion

* The correct answer isC: Documents with legacy markings must bere-marked or redacted when being shared outside the
organizationto comply with DoD CUI guidelines.

DoD Instruction 5200.48(Controlled Unclassified Information)
CUI Marking Handbook by NARA(National Archives and Records Administration) CMMC 2.0 Scoping Guide for CUI
Environments

NEW QUESTION # 157
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