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B #14
‘What is a PII controller?

e A. A natural person to whom the PII relates

e B. A privacy stakeholder that determines the purpose and means for processing PII besides individuals who use data for
personal purposes

¢ C. A privacy stakeholder that handles PII on behalf of and in accordance with the instructions of a PII controller

IEf#: B

fEERA -

A PII controller is the privacy stakeholder that determines the purposes and means of processing personally identifiable information.
This means the controller decides why PII is processed, what PII is needed, how it is processed, how long it is retained, who
receives it, and which controls are required. Option A describes the PII principal, which is the natural person to whom the PII
relates. Option C describes a PII processor, which processes PII on behalf of and according to the instructions of the controller.
ISO/IEC 27002 includes privacy and PII protection as part of its information security control guidance where privacy obligations
apply. The distinction matters because controllers carry decision-making responsibility and accountability for lawful, secure, and
appropriate processing. Processors must protect the information but do not independently determine the processing purpose.
Relevant controls include privacy and protection of PII, access control, supplier relationships, information deletion, data masking,
data leakage prevention, and cloud service controls. The verified answer is therefore option B. References/Chapters: ISO/IEC
27002:2022, Control 5.34 Privacy and protection of PII; Control 5.19 Information security in supplier relationships; Control 8.11
Data masking.

B #15
Which situation presented below indicates that the confidentiality of information has been breached?

¢ A One of the employees of the Financial Departiment of an organization accidentally modified banking information of other
staff members

¢ B. The Customer Service Department is not able to access customers' phone numbers due to an equipment failure

¢ C. Employees of all departments of an organization have access to personal data of their colleagues

Ef#: C
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Confidentiality is breached when nformation is made available or disclosed to unauthorized individuals, entities, or processes. Option
A is the correct answer because employees from all departments have access to colleagues' personal data, even though such access
should normally be restricted to authorized roles such as HR, payroll, compliance, or designated management. Internal users can still
be unauthorized users when their role does not justify access. ISO/IEC 27002 addresses this through access control, access rights
management, classification, privacy protection, and information access restriction. Option B is an availability issue because a
department cannot access needed customer phone numbers due to equipment failure. Option C is an integrity issue because banking
information was accidentally modified. The confidentiality principle is specifically about limiting disclosure and availability of
information to authorized parties only. Personal data requires additional care because privacy obligations may apply, and excessive
internal access can create legal, ethical, and reputational harm. The verified answer is therefore option A. References/Chapters:
ISO/IEC

27002:2022, Control 5.15 Access control; Control 5.18 Access rights; Control 5.34 Privacy and protection of PII; Control 8.3
Information access restriction.

HM #16
What is continual improvement?

¢ A The process of increasing the effectiveness and efficiency of the organization to fulfill its policy and objectives
¢ B. The action taken to elimnate a detected nonconformity
e C. A method of examining the nature of something or of determmning its essential features and their relations

Ef: A

R

Continual improvement is the process of increasing an organization's effectiveness and efficiency so that it better fulfills its policies
and objectives. In information security, improvement is not limited to fixing one defect. It is the ongoing refinement of controls,
processes, responsibilities, technologies, awareness, monitoring, and response capabilities. Option B describes analysis, which may
support improvement but is not the definition. Option C describes correction or corrective action for a nonconformity, which can be
one mechanism of improvement but does not cover the complete concept. ISO/IEC 27002 supports continual improvement through
controls such as learning from information security incidents, independent review, compliance monitoring, threat intelligence,
vulnerability management, change management, and documented operating procedures. A mature organization uses evidence from
incidents, audits, metrics, user behavior, supplier performance, new threats, and business changes to adjust its controls. The key idea
is progressive enhancement of suitability, adequacy, and effectiveness. Therefore, option A aligns with the management system and
ISO/IEC 27002 control logic. References/Chapters: ISO/IEC 2700222022, Control 5.27 Learning from information security
incidents; Control 5.35 Independent review of information security; Control 8.8 Management of technical vulnerabilities.

R #17
‘What should NOT be taken into account when locating and constructing physical premises?

e A Systemrequirements
e B. Urban threats
¢ C. Local topography

IEf#: A

AR -

System requirements should not be the primary factor listed for locating and constructing physical premises in the ISO/IEC 27002
physical security context. When selecting and constructing premises, organizations should consider physical and environmental
threats such as local topography, flood risk, earthquake exposure, weather conditions, crime levels, civil unrest, neighboring facilities,
hazardous sites, and urban threats. These considerations help reduce risks to secure areas, information processing facilities,
equipment, personnel, and supporting utilities. Local topography is relevant because geography can influence flooding, landslides,
access routes, drainage, and natural hazards. Urban threats are relevant because location can affect exposure to crime, protests,
terrorism, traffic disruption, adjacent buildings, or public access. System requirements are important in technology design and facility
planning, but they are not the type of environmental or location threat consideration targeted by this question. ISO/IEC 27002
physical controls emphasize protecting premises from physical and environmental risks, not choosing location based on application
or system functional requirements. Therefore, option C is verified. References/Chapters: ISO/IEC 27002:2022, Control

7.1 Physical security perimeters; Control 7.5 Protecting against physical and environmental threats; Control

7.8 Equipment siting and protection.



HPE#18
‘Which of the following controls aims to protect the production environment and data?

¢ A. Control 6.6 Confidentiality or non-disclosure agreements
¢ B. Control 8.31 Separation of development, testing and operational environments
¢ C. Control 5.13 Labelling of information

IEf#: B
fEEH -

Control 8.31, Separation of development, testing and operational environments, ainms to protect the production environment and
production data from unauthorized or inappropriate change, exposure, or disruption.

Development and testing activities often involve code changes, debugging, experimental configurations, test accounts, incomplete
controls, and simulated transactions. If these activities occur directly in production, they can compromise confidentiality, integrity,
and availability. Separation reduces the risk that untested software, test data, developer privileges, or debugging tools affect live
systems and real business information. Control

5.13, Labelling of information, supports correct handling by communicating classification and protection needs, but it does not
specifically protect production environments. Control 6.6, Confidentiality or non- disclosure agreements, supports legal and people-
related confidentiality commitments, but it does not directly separate technical environments. The exam logic focuses on the control
whose stated purpose is to protect production systems and data fromrisks introduced by development and testing, Therefore,
option B is correct.

References/Chapters: ISO/IEC 27002:2022, Control 8.31 Separation of development, testing and operational environments;
Control 8.32 Change management; Control 8.29 Security testing in development and acceptance.
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