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Which step is necessary to ensure an organization is using the inline cloud analysis features in its Advanced Threat Prevention
subscription?

e A. Update or create a new anti-spyware security profile and enable the appropriate local deep learning models.

¢ B. Configure Advanced Threat Prevention profiles with default settings and only focus on high-risk traffic to avoid affecting
network performance.

¢ C. Enable SSL decryption in Security policies to inspect and analyze encrypted traffic for threats.

¢ D. Disable anti-spyware to avoid performance impacts and rely solely on external threat intelligence.
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To fully leverageinline cloud analysisin Advanced Threat Prevention, security profiles (e.g., anti-spyware) must beupdated or newly
createdto enable local deep learning and inline cloud analysis models.

"To activate inline cloud analysis, update your Anti-Spyware profile to enable advanced inline detection engines, including deep
learning-based models and cloud-delivered signatures." (Source: Inline Cloud Analysis and Deep Learning) This ensuresreal-time
protectionfrom sophisticated threats beyond static signatures.
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How does a firewall behave when SSL Inbound Inspection is enabled?

A. Tt acts transparently between the client and the internal server.

B. It acts as meddler-in-the-middle between the client and the internal server.
C. It decrypts traffic between the client and the external server.

D. It decrypts inbound and outbound SSH connections.
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SSL Inbound Inspectionallows the firewall to decrypt incoming encrypted traffic to internal servers (e.g, web servers) by acting as
aman-in-the-middle (MITM). The firewall uses the private key of the server to decrypt the session and apply security policies before
re-encrypting the traffic.

"SSL Inbound Inspection requires you to import the server's private key and certificate into the firewall. The firewall then acts as a
man-in-the-middle (MITM) to decrypt inbound sessions from external clients to internal servers for inspection." (Source: SSL
Inbound Inspection)
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Which two SSH Proxy decryption profile settings should be configured to enhance the company's security posture? (Choose two.)

A. Block connections that use non-compliant SSH versions.
B. Allow sessions with legacy SSH protocol versions.

C. Block sessions when certificate validation fails.

D. Allow sessions when decryption resources are unavailable.
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Blocking non-compliant SSH versionsandfailing certificate validationsare findamental security measures:

Block sessions when certificate validation fails

"The SSH Proxy profile should block sessions that fail certificate validation to ensure that only trusted hosts are allowed." (Source:
SSH Proxy Decryption Best Practices) Block connections using non-compliant SSH versions Older SSH versions may have
vulnerabilities or lack modern encryption algorithims.

"To enforce stronger security, block SSH sessions that use older or deprecated versions of the SSH protocol that do not comply
with your security posture.” (Source: SSH Decryption and Best Practices) Together, these measuresminimize the risk of MITM
attacksand secure SSH traffic.
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A company has an ongoing initiative to monitor and control IT-sanctioned SaaS applications. To be successful, it will require
configuration of decryption policies, along with data filtering and URL Filtering Profiles used in Security policies. Based on the need
to decrypt SaaS applications, which two steps are appropriate to ensure success? (Choose two.)

A. Configure SSL Forward Proxy.

B. Configure SSL Inbound Inspection.

C. Create new self-signed certificates to use for decryption.
D. Validate which certificates will be used to establish trust.

E&: AD
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To inspect SaaS app traffic (often encrypted), you must configure:

SSL Forward Proxy

"The SSL Forward Proxy decryption profile enables the firewall to decrypt outbound SSL traffic, essential for visibility into SaaS
app usage." (Source: SSL Forward Proxy Overview) Validate certificates

"Validating and deploying the appropriate root and intermediate CA certificates is critical for establishing trust and preventing SSL
errors during decryption." (Source: Certificate Deployment and Validation) Without these steps, SaaS decryption and policy
enforcement would be incomplete.

i "8 #29
Which firewall attribute can an engineer use to simplify rule creation and automatically adapt to changes in server roles or security
posture based on log events?

A. Dynamic User Groups
B. Address objects

C. Predefined IP addresses
D. Dynamic Address Groups

ZX: D
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Dynamic Address Groupsenable the firewall to automatically adjust security policies based on tags assigned dynamically (via log
events, AP, etc.). This eliminates the need for manual updates to policies when server roles or IPs change.

"Dynamic Address Groups allow you to create policies that automatically adapt to changes in the environment. These groups are
populated dynamically based on tags, enabling automated security policy updates without manual intervention." (Source: Dynamic
Address Groups)
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