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HEE #219

SCENARIO

Please use the following to answer the next QUESTION

‘When there was a data breach involving customer personal and financial information at a large retail store, the company's directors
were shocked. However, Roberta, a privacy analyst at the company and a victim of identity theft herself, was not. Prior to the
breach, she had been working on a privacy program report for the executives. How the company shared and handled data across its
organization was a major concern. There were neither adequate rules about access to customer information nor procedures for
purging and destroying outdated dat a. In her research, Roberta had discovered that even low- level employees had access to all of
the company's customer data, including financial records, and that the company still had in its possession obsolete customer data
going back to the 1980s.

Her report recommended three main reforms. First, permit access on an as-needs-to-know basis. This would mean restricting
employees' access to customer information to data that was relevant to the work performed. Second, create a highly secure
database for storing customers' financial information (e.g., credit card and bank account numbers) separate from less sensitive
information. Third, identify outdated customer information and then develop a process for securely disposing of it.

‘When the breach occurred, the company's executives called Roberta to a meeting where she presented the recommendations in her
report. She explained that the company having a national customer base meant it would have to ensure that it complied with all
relevant state breach notification laws. Thanks to Roberta's guidance, the company was able to notify customers quickly and within
the specific timeframes set by state breach notification laws.

Soon after, the executives approved the changes to the privacy program that Roberta recommended in her report. The privacy
programis far more effective now because of these changes and, also, because privacy and security are now considered the
responsibility of every employee.

What could the company have done differently prior to the breach to reduce their risk?

A. Looked for any persistent threats to security that could compromise the company's network.

B. Honored the promise of its privacy policy to acquire information by using an opt-in method.

C. Communicated requests for changes to users' preferences across the organization and with third parties.
D. Implemented a comprehensive policy for accessing customer information.
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What is a legal document approved by a judge that formalizes an agreement between a governimental agency and an adverse party
called?

A. Common law judgment
B. A judgment rider

C. Stare decisis decree

D. A consent decree
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A consent decree is a legal document that resolves a dispute between a governmental agency and an adverse party without
admission of guilt or liability by either side. It is approved by a judge and has the force ofa court order. A consent decree may
include terms such as compliance, monitoring, reporting, or remediation. A consent decree is often used to settle civil enforcement
actions brought by federal agencies such as the Federal Trade Commission (FTC), the Environmental Protection Agency (EPA), or
the Department of Justice (DOJ). References:

* JAPP Glossary, entry for "consent decree"

* [IAPP CIPP/US Study Guide], p. 39, section 2.1.3

* [IAPP CIPP/US Body of Knowledge], p. 9, section B.1.a


https://www.koreadumps.com/CIPP-US-practice-test.html

AE #221
‘When may a financial institution share consumer information with non-affiliated third parties for marketing purposes?

A. After disclosing marketing practices to customers and after giving them an opportunity to opt in.

B. After disclosing information-sharing practices to customers and after giving them an opportunity to opt out.
C. After disclosing marketing practices to customers and after giving them an opportunity to opt out.

D. After disclosing information-sharing practices to customers and after giving them an opportunity to opt in.
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According to the Gramm+-Leach-Bliley Act (GLBA) and its implementing Regulation P, a financial institution may share consumer
information with non-affiliated third parties for marketing purposes only after disclosing its information-sharing practices to customers
and after giving them an opportunity to opt out of such sharing. The GLBA defines a customer as a consumer who has a continuing
relationship with a financial institution that provides one or more financial products or services to be used primarily for personal,
family, or household purposes. A consumer is an individual who obtains or has obtained a financial product or service froma
financial institution that is to be used primarily for personal, family, or household purposes, or that individual's legal representative. A
non-afiliated third party is any person except a financial institution's affiliate or a person employed jointly by a financial institution and
a company that is not the financial institution's affiliate. An affiliate is any company that controls, is controlled by, or is under common
control with another company.

The GLBA requires that a financial institution provide a privacy notice to custorers: (i) at the time of establishing the customer
relationship; (i) annually during the continuation of the customer relationship; and (iii) before disclosing any nonpublic personal
information (NPI) about the customer to any non-affiliated third party, unless an exception applies. The privacy notice must describe
the categories of NPI that the financial institution collects and discloses; the categories of affiliates and non-affiliated third parties to
whom the financial institution discloses NP the categories of NPI disclosed to service providers and joint marketers; the policies
and practices with respect to protecting the confidentiality and security of NPI; and the disclosures of NPI to which the customer has
a right to opt out. The financial institution must also provide a reasonable means for the customer to opt out of the disclosure of NPI
to non-affiiated third parties, such as a check-off box, a reply form, or a toll-free telephone number. The opt-out notice must be
clear and conspicuous, and must state that the customer can opt out at any time. The opt-out notice must also explain how the
customer can opt out, and the effect of opting out. The financial institution must honor the customer's opt-out direction as soon as
reasonably practicable after receiving it, and must not disclose any NPI to which the opt-out applies, unless an exception applies.
The GLBA provides several exceptions to the opt-out requirement, such as when the disclosure of NPI is necessary to effect,
administer, or enforce a transaction requested or authorized by the customer; when the disclosure of NP1 is required or permitted by
law; when the disclosure of NPI is to a consumer reporting agency in accordance with the Fair Credit Reporting Act; or when the
disclosure of NP1 is to a person that performs marketing services on behalf of the financial institution or on behalf of the financial
mstitution and another financial institution under a joint marketing agreement. A joint marketing agreement is a formal written contract
between a financial institution and any other person under which the parties agree to offer, endorse, or sponsor a financial product or
service. The joint marketing agreement must prohibit the other person fromusing or disclosing the NPI for any purpose other than
offering, endorsing, or sponsoring the financial product or service covered by the agreement.

The GLBA also requires that a financial institution provide a privacy notice to consumers who are not custormers before disclosing
any NPI about the consumer to any non-affiliated third party, unless an exception applies. The financial institution does not need to
provide an opt-out notice to consumers who are not customers, unless it has a customer relationship with them. However, if the
financial institution establishes a customer relationship with a consumer who was previously not a customer, it must provide a privacy
notice and an opt-out notice to the customer as described above.

References:

* Guide to the Gramm-Leach-Bliley Act

* GLBA or FCRA? Data Sharing Between Affiliates and Non- Affiliates

* Existing Privacy Laws Already Regulate Information Sharing

* Why Do Banks Share Your Financial Information and Are They Allowed To?

* [IAPP CIPP/US Certified Information Privacy Professional Study Guide], Chapter 5, pages 161-165.
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Which law provides employee benefits, but often mandates the collection of medical information?

A. The Americans with Disabilities Act.

B. The Family and Medical Leave Act.

C. The Employee Medical Security Act.

D. The Occupational Safety and Health Act.
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AE #223
Based on the 2012 Federal Trade Commission report "Protecting Consumer Privacy in an Era of Rapid Change", which of the
following directives is most important for businesses?

A. Anmnouncing the tracking of online behavior for advertising purposes.
B. Allowing consumers to opt in before collecting any data.

C. Mitigating harm to consumers after a security breach.

D. Integrating privacy protections during product development.
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https//www.fic.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-privacy-era-rapid-
change-recommendations/120326privacyreport.pdf
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