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B #109

Refer to the exhibit. An engineer must connect an on-premises network to the public cloud using Cisco Umbrella as a Cloud Access
Security Broker. The indicated configuration was applied to router R1; however, connectivity to Umbrella fails with this error:
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%OPENDNS-3-DNS RES FAILURE. Which action must be taken on R1 to enable the connection?

¢ A. Add the opendns in command to the interface configuration.

¢ B. Configure a DHCP scope using the ip dhep pool command.

¢ (. Add the opendns out command to the interface configuration.

¢ D. Configure the Open DNS servers with the ip name-server command.

Ef#: D

R -

The error %S OPENDNS-3-DNS RES FAILURE indicates a failure to resolve DNS queries via Cisco Unbrella. The most
common cause of this error is the router lacking DNS resolution capability. To resolve this, the router must be explicitly configured
to use Cisco Unrbrella's OpenDNS servers by adding the following to global configuration:

According to the SCAZT guide (Section 1: Cloud Security Architecture, Pages 17-19), Umbrella enforces cloud-based DNS-layer
protection, and upstream devices must be properly configured with working DNS name servers to perform redirection and
inspection.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 1, Pages 17-19

HM #110
‘Which common strategy should be used to mitigate directory traversal attacks in a cloud environment?

e A. Limi file system permissions.

¢ B. Apply the principle of least privilege.

e C. Implement finctionality validation.

e D. Use anti-cross-site request forgery tokens.

Ef: A

fEEL:

Directory traversal attacks exploit improper file path validations to access unauthorized directories and files.

To prevent this, it is critical to restrict what areas of the file system an application or user can access. Limiting file system permissions
prevents attackers from gaining access to sensitive areas even if a traversal vulnerability exists.

As explained in SCAZT Section 4 (Application and Data Security, Pages 85-87), enforcing minimal privileges and file system
segmentation is a key defense against such attacks.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4, Pages 85-87

R #111
Upon detecting a user or application compromise, the first action should be to:

A. Ignore the incident

B. Disconnect the entire network

C. Contain the threat to prevent further spread
D. Immediately delete all compromised accounts

EfE: C

B #112

Refer to the exhibit. An engineer is nvestigating an issue by using Cisco Secure Cloud Analytics. The engineer confirms that the
connections are unauthorized and nforms the incident management team. Which two actions must be taken next? (Choose two.)

A. Reinstall the host froma recent backup.

B. Create a firewall rule that has a source of linux-gcp-east-4c, a destination of Any, and a protocol of SSH.
C. Reinstall the host from scratch.

D. Create a firewall rule that has a source of Any, a destination of linux-gcp-east-4c, and a protocol of SSH.
E. Quarantine the host

IEf#: D E



R -

Based on the alert of "Geographically Unusual Remote Access" from Secure Cloud Analytics and the SSH logs from foreign IPs,
this device (linux-gcp-east-4c) has likely been compromised. According to SCAZT Section 6: Threat Response (Pages 114-117):
B: Isolating/quarantining the host is an immediate incident response step to prevent lateral movement and data exfiltration.

E: A firewall rule blocking nbound SSH to the GCP VM from external sources would be the appropriate access control response to
prevent recurrence.

Options A and C (reinstallation) may be used later during recovery but are not immediate containment steps.

Blocking outgoing SSH (Option D) is less relevant than restricting inbound SSH in this scenario.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Threat Response, Pages 114-
117

HM #113
Implementing via identity certificates is a secure method to verify the identities of users and devices accessing network
resources.

A. network segmentation

B. user and device authentication
C. data encryption

D. endpoint protection

Ef#: B

B #114
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